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Introduction

Overview

p Hypervisor » X # virtual machine monitor (VMM) » 2 A2 17 B 1T & Btk zs (virtual
machine) BYERESE ~ FES IR ES

@ PiLA hypervisor £ VMM 2 [E{E R Pt

> R iERARY

@ Typel native (bare metal) - H11T7E Host RUFERE A HIFFFEFIEIE Guest OS

> ESXi, Xen, KVM (QEMU-KVM)

@ Type2 hosted - #{TTE Host OS & » B E A process BPtai1T

> VirtualBox, VMware workstation (?), QEMU
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p WRFBEEEMCAIO A AETDHE -

@ Para Virtualization - 1£24 Guest OS 1258 hypervisor ;&iBRILAE

@ Full Virtualization - A2 Guest OS FLEIZHIT

@ Hardware-Assisted Virtualization - 35 3B A8 B2 E 1L

Para-virtualization “Classical” Full-virtualization

Modified Guest Kernel
Hypercall Privilged instruction
Hypervisor Hypervisor

Operation Emulate

Hardware Hardware
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> Typel VMM FEEIEREZIE » MBRILEE E R321EAY CPU B+ 754 Intel £2 AMD

@ Intel BUEREILMTFE(E VT (Virtualization Technology) » ¥1f&RJ CPU flag & VMX (Virtual
Machine eXtension)

> JRITBETEA Intel VT » AB1&IKSZIR 64-bit BFRIEE Intel VT-x > IRFEEMEER E1a1EEIRIER T

—

1YE AMD-V (Virtualization)

@ AMD RNER T4 SVM (Secure Virtual Machine) » X

> MEEEAREZAE/NE » FEFE Intel VT WEELLEIERR » BRULEREE =LA
Intel VT 2R9) 43
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> ARM ZNE R EL2 (Exception Level) 2482 hypervisor » ifi HFF % reqister th @1
EL2 B7A BCRIERT

> ANEE(TEREZR > ARM Hypervisor BNFEZEEE Intel / AMD 1€ A0 > thzFE ARM %
v8 ZFH AArch64 » EZF :

- Non-secure state Secure state
O E{ERZ? .

App(s) App(s) : Trusted Service

@ SBEEXK?

Guest OS Guest OS I Trusted OS

@ AHIZE ?

Hypervisor - Hypervisor*

Secure Monitor/Firmware

AArch64 g9 EL 2248
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Type1l - Intel-VT

> & CPU 28 X8 VI-x - CPUID.1:ECX.VMX|bit 5]

» MSR 0x3A (IA32_FEATURE_CONTROL) [E{&{EWR A 3 5 5
@ Bit-0 - lock bit
@ Bit-1 - enables VMXON in SMX (?) operation

@ Bit-2 - enables VMXON outside SMX operation

> FEX VMX - 588 CR4.VMXE|[bit 13] & 1

@ PIEEEE X BIOS #% Virtualization 45 FER
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Type1l - Intel-VT

> Intel E& 7 —RIIRVIES 5 BRZASFLAEH -

@ VM - Guest F1TEARI @R TF AN Y R EE

@ Hypervisor - Host #1117 VM BF895% 82 VM #8515

10:02:10 204 SEURELECIIRELEE) & o

S cat test.c

> BLHRSERES - WBRITE CPL=0 » ZRIZHEH "
segfault } |

ulf383@ulf383 JNECHDED
> [P0 AVEL—AZAY instruction £

(ERAERIAF A2 Z Linux kernel B3

|§-| ’ ﬁ*ﬁ Eg%%&/ﬁ\ [1] 3833455 segmentation fault (core dumped) ./test
tools/testing/selftests/kvm/include/x86 64/vmx.h
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https://elixir.bootlin.com/linux/latest/source/tools/testing/selftests/kvm/include/x86_64/vmx.h
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Intel Mnemonic Description

INVEPT Invalidate Translations Derived from EPT
INVVPID Invalidate Translations Based on VPID
VMCALL Call to VM Monitor
VMCLEAR Clear Virtual-Machine Control Structure
VMFUNC Invoke VM function
VMLAUNCH Launch Virtual Machine
VMRESUME Resume Virtual Machine
VMPTRLD Load Pointer to Virtual-Machine Control Structure
VMPTRST Store Pointer to Virtual-Machine Control Structure
VMREAD Read Field from Virtual-Machine Control Structure
VMWRITE Write Field to Virtual-Machine Control Structure

VMXOFF Leave VMX Operation

VMXON Enter VMX Operation

Intel-VT SXiRRYIE< EAYTIETNAE

11
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static inline int vmxon(uint64_t phys)

{
uint8_t ret;
__asm__ __volatile__ ("vmxon %[pal; setna %[ret]"
ret]"=rm" (ret
pa llmll phys
"CC" , Ilmemo ryll ) ;
return ret;
}
static inline void vmxoff(void)
{
__asm__ __volatile__ ("vmxoff");
}
static inline int vmclear(uint64_t vmcs_pa)
{
uint8_t ret;
__asm__ __volatile__ ("vmclear %[pal; setna %[ret]"
ret]"=rm" (ret
pal"m" (vmcs_pa
"CC" , Ilmemo ryll ) ;
return ret;
¥

Bl 0 FE < BURPAL 75 A B e
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> IRFEEIL VM IH#0951E » Bl Host FEFL#H1TIE< VMXON » R VT BIINEE

> [E0Y VMLAUNCH (VM Entry) BIRTBAEAZI VM

> BEEFRIER VM BEI= trap (VM Exit) [B] Host » REZEFNY instruction

> HIT4EERE » =TI VMXOFF KREEE VT

VM Exit VM Exit

VMXON VM Monitor VMXOFF

13
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> & VM ETH > Alee2{FAHZ1E vCPU » &M@ vCPU 1£ Host #3 & £ ERI—1E virtual
machine control structure (VMCS) #&51&

b Z4EtE o] LAfRA VM Y context » 37N @ region @FARIFERLAIARNRR/E R ¢

@ (Guest-state area

@ Host-state area

@ VM-execution control fields
@ VM-exit control fields

@ VM-entry control fields

@ VVM-exit information fields

14
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» Guest-state area - {#{F VM BU#H1TAREE » & VM Exit B5#F » VM Entry BFEA

GUEST STATE AREA
CR3 CR4
DR7
s w7 RetaeS
LDTR

GDTR Base Address Segment Limit Access Right

Base Address
1A32_DEBUGCIL TA32 SYSENTER CS IA32 SYSENTER ESP__|  TA32 SYSENTER EIP
IA32 PERF_GLOBAL CTRL IA32 PAT [ IARDCEFER IA32 BNDCFGS |

Activity state

Interruptibility state
Pending debug exceptions
VMCS link pointer
VMX-preemption timer value Natural-Width fields.
Page-directory-pointer-table entries 16-bits felds.
Guest interrupt status 32-bits fields.
PML index

64-bits fields.

15
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» Host-state area - 7% Host BYEZF 0 #H1TAREE » & VM Exit BSE|A

@ E.g. RSP, RIP

HOST STATE AREA

____

Base Address
TA32 SYSENTER G5 _ [A3Z SYSENTER ESP [A32_SYSENTER_EIP

16
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» VM-execution control fields - &% vCPU 7£ VM #1T75891T7 5

CONTROL FIELDS
External-interrupt exiting Virtual NMls

Activate VMX-preemption timer Process posted interrupts
Interrupt-window exiting Use TSC offsetting
HLT exiting INVLPG exiting MWAIT exiting RDPMC exiting
RDTSC exiting CR3-load exiting CR3-store exiting CR8-load exiting
CR8-store exiting Use TPR shadow NMI-window exiting MOV-DR exiting
Unconditional I/O exiting Use I/O bitmaps Monitor trap flag Use MSR bitmaps
MONITOR exiting PAUSE exiting Activate secondary controls
Virtualize APIC accesses Enable EPT Descriptor-table exiting Enable RDTSCP
Virtualize x2APIC mode Enable VPID WBINVD exiting Unrestricted guest
APIC-register virtualization Virtual-interrupt delivery PAUSE-loop exiting
RDRAND exiting Enable INVPCID Enable VM functions VMCS shadowing
Enable ENCLS exiting RDSEED exiting Enable PML EPT-violation #VE
Conceal VMX non-root operation from Intel PT Enable XSAVES/XRSTORS
Mode-based execute control for EPT Use TSC scaling

APIC Virtualization

Posted-interrupt notification vector

25
JIly
~ 1 )

Virtual-Processor Identifier

EPTP index
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2 VM-execution control fields AR EEER A #RAYMHE (AL -

@ EPT (Extended Page Table) pointer - 182 & VM BY address translation

@ Exception bitmap - 5% 1 B95% > B FERY exception &R VM exit ; R Z @ EH1EFE B Guest OS
IDT ZREZIE

@ Processor-based TFE&E[ 0 instruction / B ¥ register (e.q. cr3) NiR{EREA =&AL VM Exit

> RIEFEK » BLER]AiEE Guest OS KRR » ALeH|FEZEEFE R VMM K ERIE
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» VM-exit control fields - & VM Exit 89174 » &2 vCPU HFE{R1FH MSR
register ~ Host E & |R1EIMLE MSR register FZ5

'_ Save debug controls Host address space size Load IA32_PERF_GLOBAL_CTRL
Acknowledge interrupt on exit | Save IA32_PAT | Load |A32_PAT | Save IA32 _EFER | Load IA32_EFER
Save VMX preemptlon tlmer value Clear IA32_BNDCFGS Conceal VM exits from Intel PT

VM-Exit Controls \
for MSRs » -..-'z;if;ﬁli %T_f?

| VM-EXIT CONTROL FIELDS

19
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2 VM-entry control fields - & VM Entry BF891T 4

@ E.qg. event injection - RILA{E—1[E interrupt %5 VM

otpostons) Name [Desptin

Load debug This control determines whether DR7 and the IA32_DEBUGCTL MSR are loaded on VM entry.

controls The first processors to support the virtual-machine extensions supported only the 1-setting of
this control.

IA-32e mode guest | On processors that support Intel 64 architecture, this control determines whether the logical
processor is in IA-32e mode after VM entry. Its value is loaded into IA32_EFER.LMA as part of

VM entry.]
This control must be O on processors that do not support Intel 64 architecture.

Entry to SMM This control determines whether the logical processor is in system-management mode (SMM)
after VM entry. This control must be O for any VM entry from outside SMM.

Deactivate dual- If set to 1, the default treatment of SMIs and SMM is in effect after the VM entry (see Section
monitor treatment | 34.15.7). This control must be O for any VM entry from outside SMM.

13 Load This control determines whether the IA32_PERF_GLOBAL_CTRL MSR is loaded on VM entry.
IA32_PERF_GLOBA

L_CTRL

Load IA32_PAT This control determines whether the IA32_PAT MSR is loaded on VM entry.
Load IA32_EFER | This control determines whether the IA32_EFER MSR is loaded on VM entry.

Load This control determines whether the IA32_BNDCFGS MSR is loaded on VM entry,.
IA32_BNDCFGS

17 Conceal VM entries | If this controlis 1, Intel Processor Trace does not produce a paging information packet (PIP) on
from Intel PT a VM entry (see Chapter 36).

20
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> VM-exit information fields - Read-only » FAiRE VM Exit VS EFENEV/ERE

- Ty

VM-EXIT INFORMATION FIELDS
Basic VM-Exit Exit reason
Guest-physica

Information Guest-linear address Guest-physical address
VM-exit interruption information VM-exit interruption error code
IDT-vectoring information IDT-vectoring error code

VM Exits Due to Vectored Events
VM Exits That Occur During Event Delivery

VM Exits Due to Instruction Execution

VM-instruction error field

21



Exception or non-maskable interrupt (NMI). Either:

- e
Introduction

1: Guest software caused an exception and the bit in the exception bitmap associated with exception’s vector was 1.
2: An NMI was delivered to the logical processor and the “NMI exiting” VM-execution control was 1. This case includes

executions of BOUND that cause #BR, executions of INT3 (they cause #BP), executions of INTO that cause #OF,
and executions of UD2 (they cause #UD).

Type1 - Intel-VT

» Basic VMX exit reason Z14AE]

External interrupt. An external interrupt arrived and the “external-interrupt exiting” VM-execution control was 1.

Triple fault. The logical processor encountered an exception while attempting to call the double-fault handler and
that exception did not itself cause a VM exit due to the exception bitmap.

INIT signal. An INIT signal arrived

Start-up IPI (SIPI). A SIPI arrived while the logical processor was in the “wait-for-SIPI” state.

I/O system-management interrupt (SMI). An SMI arrived immediately after retirement of an I/O instruction and
caused an SMM VM exit (see_Section 34.15.2).

Other SMI. An SMI arrived and caused an SMM VM exit (see_Section 34.15.2) but not immediately after retirement of
an I/O instruction.

> VM prefix B instruction B B 2 HY

exit code NREZE A& &IE nested
virtualization (5 AR E &1 L)

Interrupt window. At the beginning of an instruction, RFLAGS .IF was 1; events were not blocked by STI or by MOV
SS; and the “interrupt-window exiting” VM-execution control was 1.

NMI window. At the beginning of an instruction, there was no virtual-NMI blocking; events were not blocked by MOV

SS; and the “NMI-window exiting” VM-execution control was 1.

Task switch. Guest software attempted a task switch.
CPUID. Guest software attempted to execute CPUID.
GETSEC. Guest software attempted to execute GETSEC.

HLT. Guest software attempted to execute HLT and the “HLT exiting” VM-execution control was 1

[u— S —
- O

INVD. Guest software attempted to execute INVD

[—
W

[—
FaN

INVLPG. Guest software attempted to execute INVLPG and the “INVLPG exiting” VM-execution control was 1.

[—
W

RDPMC. Guest software attempted to execute RDPMC and the “RDPMC exiting” VM-execution control was 1.

[u—

RDTSC. Guest software attempted to execute RDTSC and the “RDTSC exiting” VM-execution control was 1.

RSM. Guest software attempted to execute RSM in SMM.

MCALL. VMCALL was executed either by guest software (causing an ordinary VM exit) or by the executive monitor
causing an SMM VM exit; see Section 34.15.2).

MCLEAR. Guest software attempted to execute VMCLEAR.
MLAUNCH. Guest software attempted to execute VMLAUNCH.
MPTRLD. Guest software attempted to execute VMPTRLD.

MPTRST. Guest software attempted to execute VMPTRST.
MREAD. Guest software attempted to execute VMREAD.

p—f -
ool 2

[—
(e

W

[—
I SR SN S S
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> OS AJLABE ZE VMCS » £ ERE vCPU B {T4REE » {8481 logical CPU —Z 3
—A& current VMCS » (X EIEE#R{EH

ACTIVE ACTIVE ACTIVE

ACTIVE INACTIVE INACTIVE

v |

INACTIVE INACTIVE INACTIVE

2-core * 2-socket CPU

23
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> RIBYIIBICELFITARES » VMCS B=1{EE% :

@ Active (Inactive) - RIH{T/AR B H1T

@ Current (Non-Current) - 8] VMCS/JFEE A1

@ Clear (Launched) - S5—R#1T/IEE—K

=

B A [E instruction P& AY state #5755

24

Active
Not Current

Active
Current
Clear

Inactive
Not Current

VMCLEAR X

Active
Not Current
Launched

Current
Launched




Introduction
Type1l - Intel-VT

» vCPU {#£/H VMCS Region » T logical CPU BIZEEE—1E VMXON Region

B VMXON Reglon ﬂ%{ﬁ;ﬁ - //;\\Eﬁ_mxzﬁ,h%: E.E.}JEU itatic int vmx_hardware_enable(void)
int cpu = raw _smp processor id():
> & VMXON instruction ST » BfEA—IRIDIEEE o0 ohys-adar = _polper_couiumeares, cpu))

{(\rtitEA VMXON Region

if (cr4_read _shadow() & X86 _CR4_VMXE)
return —-EBUSY;

p B2EZAEA KVM # 1T VMXON V{74

r = kvm_cpu_vmxon(phys_addr);
if (r) {
return r;

}

if (enable_ept)
ept_sync_global();

return 0;

25
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p 4245 Intel-VT 1£35117 VM INEEERE > ZITIHILE instruction #IFLEIT A -

@ VMXON - tJ#apE VMM mode » EEEE A VMX Region itk

@ VMPTRLD - & A vCPU {#FAaY VMCS #E#&{irtit

@ VM{READ,WRITE} - 382 VMCS &8 ANZE > F offset A E FEEL

@ VMLAUNCH - #17 VM

® VMCLEAR - 3525 VMCS 4512

@ VMXOFF - B VMM mode

26
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Type1 - Intel-VT - QEMU-KVM

> BERSRE R I A BEIR (RIERE R B RUIERE - [REITER :

d &

]

VM 1&,

I HERS AR A1 [E]

@ Host A—EE IR EERS

d ...

> ZRIERIEEAZ T kernel space EFEIER > M2 “QEMU-KVM” 2815

@ KVM - {ERMERSE B CF T - 4cEkEL VM FATHHRBIRVE RLBI AT

@ QEMU - &E18
1743

38 trap ROEEN (VM-exit information fields) o1 VM E

27
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Type1 - Intel-VT - QEMU-KVM

Emulated Machine Model
Platform

Guest
YhMXNonroot
Ring 3

Guest
YMX Non root
Ring 0

ﬂ

VM Entry

10 Thread = 100p

T
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

pages
VMCS VMCS

§ Host  Guest ll Host  Guest

state State State State
. enter  fees
| ____

P | ———
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> Type2 B hypervisor £ emulator » FAEREERE R VM H#ITIRIE

@ Memory management
@ Hardware device
@ Processor

d ...

> = RBH type2 emulator :

@ QEMU - £k B{ERERERCRIIERN | > £ M= R 5ER

@ VirtualBox

29
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Others

> EBEBREEONE - RN TFEEA

@ Para-virtualized driver (virtio) - VM 3%&3@ virtio driver {&3%:5>Klii84%0 host » {15 host BE—R BRI
RERGEKZI » T AFE—EHH polling

@ vhost - EiZfE kernel space EIE VM AY network request
@ SLAT - #1801 ES 2R {8 address translation

Physical addresses

1L

@ IOMMU - H Intel VT-d E1ERVIEES » #Z/0\MHI % DMA Remapping
1 Interrupt Remapping s

Device addressesg Virtual |addresses

EANEI L PN

]
o
N

@ Device passthrough - VM B] A B & F

30
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Others - SLAT

> SLAT (Second Level Address Translation) - /38 ESE &i{E FAY VM » E virtual
addresses 2% (Y, host physical memory

2 AMD - Nested Page Tables (NPT)
2 Intel B MFE :

@ Shadow Page Table - {ERR# 5= {E paging 1l

@ Extended Page Table (EPT) - E#@IEE= VM By address translation

> & Guest OS 1 walking BT » &Z&fFEX CR3 f#1%HJ Guest Physical Address (GPA) -
m GPA 23548 EPT {# walking » #x 1 ¥1 & XI/#Y Host Physical Address (HPA) 2R{£FE

31
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? GVA - Guest Virtual Address » HVA - Host Virtual Address
2 GPA - Guest Physical Address » HPA - Host Physical Address

‘— ‘-I
IIIIIIIIIIIIIIIII
N > | X
llllllllllllllllﬂ
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Physical
Address

-
Virtual PDPT PD PT Physical
Address (Physical) (Physical) (Physical) (Physical) Address
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— Makefile

Hyper-O — ziairz_functions.s

= — arch
Overview — Eﬁuiﬁ. h
— dr.h

> Hyper-O & DFCON-CTF 2021 B hypervisor g8 > 53& — exec_controls.h

— msr.h
== =l A r -
Intel VT E1E 7 &xEE8Y VM - ;:;r?]grithh
—— asm
L— asm_functions.h
— asm.h
— 1000ctls.h

> I DAEEIEIVES 1 #% Intel VT Z2EEEE
main.h
> FiB%E IS — nenory.

utils
L log.h

: Yo =T LT = — VmCcS.h
@ user-test.c - = 75}]:”‘3_ %ﬂ”ﬁﬂﬁ@%ﬁ% — vmcs_encoding. h
— vmexit.h
— vmx_controls.h
— Lo0g.cC
—— maln.c
—— MM10_man.cC
—— mmio_man.h
— stubs
L— hypero_stubs.c
— user—-test.c
—— VMX.C

@ main.c - hyper-O HFE @&

35



Hyper-O

Kernel Module

I Te—
Ll
E!I.IJ“

> User space FIFENEER kernel module B hypervisor &

—

> Kernel module BB ERFZANT -

Il

@ sys_open R device BX1Z fd

@ sys_ioctl 13X ap T EIZE

@ Kernel module 32 E{EEAI 25 ¥ Ean < HY handler

S Ls -al /dev/kvm
crw-rw---- 1 root kvm 10, 232 Mar 12 07:54 /dev/kvm

kvm device & Z= & 1&

36



$ Hyper-O

Kernel Module

static long device_ioctl_pinned(struct file *file, unsigned int cmd,

// go into protected mode
assert(ioctl(hyper_fd, 000 _RUN, &ooo_states[0]) -

// test 00B writes
assert|({(ooo_states[0].regs.rax & Oxffffffff) ==
assert(ooo_states 0! .mmio.phys_addr == 0x4142434.

// make sure we can write to high memory
00o0_states|0].regs.rax = MEM_TO_MAP-4;
assert(ioctl(hyper_fd, 000_RUN, &ooo_states[0]) :
assert(guest_memory [MEM_TO_MAP-4] == 'A');

// make sure we can read the EPT
assert(ioctl(hyper_fd, 000_RUN, &ooo_states[0])| :
assert(ooo_states|0].regs.rax);

hyper_fd £ device fd > [

OOO_RUN 8l 28<HJ macro

37

{

switch (cmd & ~@xff)

{

case 000_MAP:
if (copy_from_user(&m, (void x)arg, sizeof(m))) return -E
if ('ept_mgp_range(vm, m.guest_phys_addr, (void *)m.users
return 0;

case 000_UNMAP:
if (copy_from_user(&m, (void x)arg, sizeof(m))) return -E
ept_unmap_range(vm, m.guest_phys_addr, m.memory_size);
return 0;

case 000_PEEK:
vcpu = get_vcpu(vm, cmd & Oxff);
if (!vcpu) return —-EINVAL;
if (copy_tc_user((void x)arg, &vcpu->state, sizeof(vcpu—:
return 0,

case 000_POKE:
vcpu = get_vcpu(vm, cmd & Oxff);
if (!vcpu) return -EINVAL;
if (copy_from_user(&vcpu->state, (void x)arg, sizeof(vcpt
return 0;

case 000_RUN:
vcpu = get_vcpul(vm, cmd & Oxff);




Hyper-O

Kernel Module
> 7 hyper-O #J%a1ERT » ERXEIFE CPU B VMX mode

@ 1. 7o 4K ¥JE5RY VMXON region

@ 2. 358 VMX frzs

@ 3. #H1T7 VMXON instruction

void vmx_cpu_on(void *argqg)

{
int cpu = smp_processor_id();
int supported;
int ret;

vmxon_virtual[cpu] = kzalloc(4096, GFP_KERNEL);
vmxon_virtuallcpu]l->header.all = vmcs_revision_id();
vmxon_physicallcpul = _ pa(vmxon_virtuallcpul);

ret = vmxon((__u64) &vmxon_physicallcpul);

1 -

38



$ Hyper-O

Kernel Module

> BFE L VMXON region iz=B —mM 1 field S MESERM > B AE;

> 1£ Hyper-O ELA%EE _ vmes_t ZRIFHIE IR 25 fE]

struct __vmcs_t

{

union

{

unsigned int all;
struct

unsigned int |revision_identifier : 31;
unsigned int shadow_vmcs_indicator : 1;

- bits;
} header;

unsigned int abort_indicator;
char datal 0x1000 - 2 * sizeof( unsigned ) 1; Undocumented field
I

39




Hyper-O

Kernel Module

> Hyper-O —HB A @< :

@ OO0 _MAP - ¥t —{@& EPT page entry » ¥ user space HIiC B

@ OO0 _UNMAP - #2Fr35ERI EPT page entry

@ OOO_PEEK - BX4& vCPU BYjk&E

@ 000 POKE - % vCPU HJAREE

@ OO0 RUN - #17 VM

40



Hyper-O

Kernel Module - OOO RUN

> ;'-I%— VM $ﬂ?ﬁ'@§‘z : iﬁﬁ%% ?{/oid vcpu_handle_vmcs(vecpu_t *vcpu, int cur_cpu_id)
uint64_t cur_vmcs_pa;
o < P _vmptrst((__u64) &cur_vmcs_pa);
> W3R VMCS ig;2#)%a1C » BlgSh=4)1a1t » Al IF (vepu-unes_pa 1= cur_vncs_pa)
FJESZEB?J\?‘DQATE _vmptrld((__u64) &vcpu->vmcs_pa);
s
“1s e A e " vcpu—>host_cpu_id = cur_cpu_id;
> BEi3E1E VMPTRLD & A VMCS BU4IE{riit1g - if (1vcpu-minitialized)
S AN \ — \ {
/'ﬁ[,%i%i% VMWRITE ;EE;‘\FH VMCS E/‘]%13$11L vmcs_full_init(vcpu->vm, vcpu);
vcpu—>initialized = 1;
= ]|/ Z\ s
> NI ERY offset macro B AR #E else
arch/x86/include/asm/vmx.h ' e reTnittvenn;
s

}

41


https://elixir.bootlin.com/linux/latest/source/arch/x86/include/asm/vmx.h

$ Hyper-O

Kernel Module - OOO RUN

vmwrite(CPU_BASED_VM_EXEC_CONTROL, 0xa5986dfa);

(
vmwrite(CRO_GUEST_HOST _MASK, 0);
vmwrite(CRO_READ _SHADOW, 0x60000010);
vmwrite(CR3_TARGET _COUNT, 0x0);
vmwrite(CR4_GUEST_HOST MASK, 0);
vmwrite(CR4_READ SHADOW, 0x0);
vmwrite (EXCEPTION_BITMAP, 0x60042);
vmwritel(GUEST _CRO, 0x30);
vmwrite(GUEST _CR3, 0x0);

vmwrite (VM_EXIT_CONTROLS, @x2befff);

vmwrite (VM_FUNCTION_CONTROL, 0x0);
vmwrite (XSS_EXIT_BITMAP, 0x0);

VM-Entry / VM-Exit 91724

42

let's add a monitor trap man
union __vmx_primary_processor_based_control_t primary_proc_controls;
vmread (CPU_BASED_VM_EXEC_CONTROL, &primary_proc_controls.control);
primary_proc_controls.bits use_msr_bitmaps = 0;
vmwrite(CPU_BASED_VM_EXEC_COUNTROL, primary_proc_controls.control);

union __vmx_secondary_processor_based_control_t secondary_proc_controls;
vmread (SECONDARY_VM_EXEC_CONTROL, &secondary_proc_controls.control);
secondary_proc_controls.bits.wbinvd_exiting = 0;
secondary_proc_controls.bits.enable_pml = 0;
vmwrite(SECONDARY_VM_EXEC_CONTROL, secondary_proc_controls.control);

R/ BARR/ R VM RITEE



Hyper-O

Kernel Module - OOO RUN

> IEER VM EFVIIEIER » DEFRY quest-state area BIXKERHHY host-state area #i&
# E TR E

> Guest-state area - RSP ~ RIP UA & EPTP ret

ret

vmwrite(GUEST_RSP, vcpu->state.regs.rsp);
vmwrite (GUEST RIP, vcpu—->state.reqs.rip);
vmwrite (EPT_POINTER, vcpu->vm->eptp[0].all);

2 Host-state area AR AR N

ret |= vmwrite(HOST_CR3, _read_cr3());
ret |= vmwrite(HOST_CR4, _read_cr4());

@ ContrOI regiSter host rsp taken care on in vmlaunch

ret |= vmwrite(HOST_RIP, (__ u64)vm_entrypoint);

host selector fields

@ Segment base, Selector ret |= vmwrite(HOST_CS_SELECTOR, _read_cs() & ~selector_mask);

ret |= vmwrite(HOST_TR_SELECTOR, _read_tr() & ~selector_mask);

@' MSR host bases
- ret |= vmwrite(HOST_FS_BASE, _ readmsr(IA32_FS_BASE));

ret |= vmwrite(HOST_IDTR_BASE, idtr.base_address);

@ RIP - 375k VM-Exit B9 handler nost MSRS

ret |= vmwrite(HOST_IA32_SYSENTER_CS, _ readmsr(IA32_SYSENTER_CS));

ret |= vmwrite(HOST_IA32_SYSENTER_ESP, _ readmsr(IA32_SYSENTER_ESP));
ret |= vmwrite(HOST_IA32_SYSENTER_EIP, _ readmsr(IA32_SYSENTER_EIP));
ret |= vmwrite(HOST_IA32_PERF_GLOBAL_CTRL, _ readmsr(IA32_PERF_GLOBAL_CTRL));
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$ Hyper-O

Kernel Module - OOO RUN

4 Haﬁ?éﬁ}tlx/fi' VMLAUNCH instruction E% ) E}iZEEEIEH%‘ VM _vmlaunch:
ﬁﬂ?i@% zAézzZPhost GPRs

||I—

> [EEIERTE VMLAUNCH BT » VM-Exit B3 HOST Sldmesn S uSCis

RIP $5[@ vm_entrypoint » ELER0RE#1TRI @ instruction # save RSP

- mov rbx, HOST_ RSP

(pOp raX) E)E’Tt%%ﬁ ﬂb&ﬁxi mov Fsi, rsp
vmwrite rbx, rsi
mov rax, rdi
RESTORE _GUEST_GPRS(rax)
vmlaunch
# failure case.
pop rax
RESTORE _GP
X0r rax, rax
imp check_vmx_error
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Hyper-O

Kernel Module - OO0 {PEEK,POKE}
» PEEK ~ POKE RYmI{El =582 PTRACE RYFER{ERR{L

typedef struct ooo_state_t

@ PEEK - & vCPU BYAREEEEE] vepu->state BRI4ESIZI user space  {
U8 request_interrupt_window;
@ POKE - 11§ user space {8 ARIERIERE| vCPU BIARRRE EX " U4 rip. gpa:
vcpu->state __ub4 apicbase;
» vcpu->state 40tk © VM B9 exit reason » AKERE VM B umer
2 AR greg / sreg U6 fart;

struct ooo_regs regs;
struct ooo_sregs sregs;
[ ooo_state_t;
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Hyper-O

Kernel Module - OO0 MAP

> 58— | paging

@ PML4 (Page-Map Level-4) - PMLAE

@ PDPT (Page-Directory Pointer Table) -

@ PD (Page-Directory) - PDE
@ PT (Page-Table) - PTE

@ Offset

PDPTE

46

alzlolslairlslslaaizly| |™ ™| | l2iloloel7lsis[al3lel1 oloel7lslslalsizr ololelzslslafslzhlo]

A| EPT | EPT
Reserved Address of EPT PML4 table Rsvd. |[/|PWL-| PS EPTP?
D| 1 MT
Ignored Rsvd Address of EPT page-directory-pointer table ) Reserved % W PMME'S
g ' Pag VP 9 present
S PML4E:
V lgnored not
s present
S Physical X pl epT PDPTE:
V Ignored Rsvd. address of Reserved U 1 Al MT X|W 1GB
= 1GB page T page
X PDPTE:
Ignored Rsvd. Address of EPT page directory U Rsvd. [X|W page
directory
S PDTPE:
V lgnored not
= present

S . PDE:
i M i

PDE:
Ignored Rsvd. Address of EPT page table Rsvd. |X|W page
table
PDE:
lgnored not
present
EPT PTE:
Ignored Rsvd. Physical address of 4KB page 4KB
MT page

PTE:
lgnored not
present




Hyper-O

Kernel Module - OOO_MAP
» £ host IR guest ZII—3I%+B[EA/Y memory mapping

@ %E& 1 . HOSt user Space E’\J Vlrtual address {int ept_map_range(vm_t *vm, __u64 guest_pa, void *host_va_base, __u64 size)
__ub4 i;
=2 = __ub4 host_pa;
A %/QEQ 2 . g mapp|ng ?IJ GueSt - E/\Jum}{ﬁ phyS|Ca| void xhost_va = host_va_base;
address for (i = 0; i <= size; i += PAGE_SIZE)
{

if ((__u64d4)host va base >> 63

L . host_va = host_va_base + 1i;
@ ZE] 3 : mapping AYA/N else

host_pa = userspace_virt_to_phys(host_va_base + i);
host_va = phys_to_virt(host_pa);

p BXYE address EEIANES DA 24 redundant » A&
12 =2 GPA base Ei HVA base A ept_map L hTee o, gueetee v vod mest )

}

return true;
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$ Hyper-O

Kernel Module

P
z«<

J L

AR BEYIEERF EPT ®L.E
FRAAS
¥ ERY PTE

f

OOO_MAP

HERMIR page table walking —

50( )

D BCYT

X4 page fault » ELERIAEFA

» ASZI& pdpt ~ pml4 ~ futureproof (?) >

PRLAGE E R AEE R

48

int ept_map(vm_t sxvm,

__ub4 host_pa = (

__u64) virt_to_phys(host_

__ub4 guest_pa, void xhost_va)

va);

v el J

/C1D /CE1NH /C1D )\ o. C1

w o ’

__u64 host_ppi = host_pa / PAGE_SIZE;

_u64 guest_p_1idx = guest_pa >> PAGE_SHIFT;

__ub4 guest_pt_idx = guest_p_idx % 512;

__u6b4 guest_pd_idx = (guest_p_idx/512) % 512;

L e ST o S b e S S RS G SO R A R B S T
T A, TR Y- + w1l A S dy o niin~ + o~ oA

— N Y ESENT TS T AR Vo M e ) WOSRER W SRESY W SRE= T
T, R TR P-Y- + Fuautuuranvrant Ay e AuAact

- e 8 b Bl

vm—>pt [guest_
vm—>pt [guest_
vm—>pt [guest_
vm—>pt [guest_
vm—>pt [guest_
vm—>pt [quest_

vim—>pt [guest
vm—>pt [guest
vim—>pt [guest
vim->pt [guest

return true;

_pd_idx] [guest_pt_idx
_pd_idx] [guest_pt_idx
_pd_idx] [guest_pt_idx
_pd_idx] [guest_pt_idx

R S v -~

pd_idx] [guest_pt_idx
pd_idx] [quest_pt_idx
pd_idx] [guest_pt_idx
pd_idx] [guest_pt_idx
pd_idx] [guest_pt_idx
pd_idx] [guest_pt_idx

d el e e d d bd e d

.fields

.fields.
.fields.
.fields.
.fields.
.fields.
.fields.
.fields.
.fields.
.fields.

1 A\ IE’I’)IE']’)IE‘I’)/SlZ

> Bl ™~ -

- i S e wn Sy e e

AccessedFlag =
DirtyFlag =
EPTMemoryType = 6;
Execute = 1;
ExecuteForUserMode = 1;
IgnorePAT = 1;
PhysicalAddress =
Read =

SuppressVE = 0;

write

host_ppi;

Write = 1;

back



Hyper-O

Kernel Module - OOO_UNMAP
> UNMAP IR E@ EHIZIE 2R Guest Physical Region B EPTE 43 reset

> —FRASZIE pdpt / pml4 / futureproof (?)

void ept_unmap(vm_t *xvm, __u64 guest_pa)

{

u64 guest_p_idx = guest_pa / PAGE_SIZE;
ub64 guest_pt_idx = guest_p_idx % 512;
u64 guest_pd_idx = (quest_p_idx/512/512)%512;
\
/

bl minoact nAdAnt aAdv — (mioactd A AAdAVIETID /IETD

WA o su\—uh F“rh e Wl 7N \5\41\‘-1‘- r e WS TNy w e e f e e S

. K1

Pra

’
ubld_oauac + nm1/| rlv — (mnac + n rlv/R‘I')/Q"I') 512
— J-—-~=_r" p— g ——-- ‘_r'_—"' Sy =

£12)
uhd _nueact futurenrnnf idv — nunc+ n_idx/512/ 12/512/512;

—_— T T - T e— =TT T T T T T e — T — - -

2
o

vm->pt [quest_pd_idx] [guest_pt_idx].all = 0;
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Hyper-O
System Call

» User space HJ hypervisor %548 system call £ Hyper-O 5&)) » EHH Hyper-O B
£ 19 system call handler #1F :

@ open
@ close

@ mmap

> Hyper-O t1R#E system call 2 ARY fd R EIEIFERIRY VM » T¥fFZ VM HER1E
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Hyper-O

System Call - Open

> sys_open - #E%—@E VM U451 > 812 VM BJ RAM -~ page table « R[@ vCPU HY
VMCS &5

vm_t *vm_alloc()

{
static int device_open(struct inode xinode, struct file xfile) unsigned int iter;
{ vm_t xvm = kzalloc(sizeof(vm_t), GFP_KERNEL);
vm_t xvm = vm_alloc|(); ept_init(vm);
EEe R VAL eRCataRs T for (iter = 0; iter < MAX_VCPUS; iter++)
return 0, :
; vcpu_alloc(vm, iter);
return vm;
s
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$ Hyper-O

System Call - Open

typedef struct vcpu_t
typedef struct vm_t Guest OS Y RAM {
{ __u8 msr_bitmap[0x4000] ;

unsigned char memory[0x200000]; struct __vmcs_t vmcs;

EPTP eptp[512]; —_ub4 vmcs_pa;

: tate t state;

EPT PMLA4E pm14_512]; 000_5 - ’
f— “ ]
EPT_PDPTE pdpt IS ﬁﬁxﬁ EPT vm_t xvm;

EPT_PDE pd[512:;

EPT_PTE pt[128:[512];

vCPU B9 VMCS %54&

__u8 host_cpu_id;
__u8 guest_cpu_id;

vcpu_t vcpus [MAX_VCPUS]; u8 launched:
char paddinc [0x1000-((sizeof (vcpu_t)*MAX_VCPUS)&OxTff)]; __u8 initialized;
} vm_t;

® char padding[0x1000-( (sizeof(ooo_state_t)+8+8+1+1+1+1)&Oxfff)];
} __attribute__((packed)) vcpu_tﬂ

=@ vCPU #=H > ¥A5%A 8 & vCPU
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$ Hyper-O

System Call - Close

> sys_close - EiE VM » (BEEHM R 2L

T Ae A0 A= I E

int vm_destroy(vm_t xvm)

static int device_release(struct inode *xinode, struct file xfile) {
{
vm_t *vm = file->private_data; int 1;
if(w” for (i = @; i < MAX VCPUS; i++)
vm_destroy (vm); vcpu_destroy(&vm—>vcpus[i]);
file->private_data = NULL; .
} kfree(vm);
return 0; return true;
/ }

WEZHE VM &E15F > MUATERIMNE

B > EIEE% function {TEE A2l
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Hyper-O

System Call - Mmap

> sys_mmap - & vm->memory A VM HJ RAM » F1Z¥FERY entry ) EPT

> [EfF1E user space & HE—1I% memory mapping ¥1fEZIILEIRECIERS - tWRLE Host
user space A] AE1E3%E38 virtual memory access BB VM J RAM

static int device_mmap(struct file xfile, struct vm_area_struct xvma)

{
vm_t *kvm = vma->vm_file->private_data;
unsigned long vmasize = vma->vm_end - vma->vm_start;
unsigned long gpa = vma—>vm_pgoff << PAGE_SHIFT;
__u64d i;
if (virt_to_phys(guest_to_host(vm, gpa)))
else
{
void *kmapped = &vm->memory + @gpa;
ept_map_range(vm, gpa, mapped, vmasize);
vima—->vim_page_prot = pgprot_writecompine(vma->vm_page_prot);
remap_pfn_range(vma, vma->vm_start, virt_to_phys((void *)mapped) >> PAGE_SHIFT, vmasize, vma->vm_page_prot);
s
return 0;
s
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Hyper-O

Vulnerability

> EREAYFIE L E EPT mapping loop (ept_map_range) AY condition B1E » XA Z
mapping —{& page

> T1E mmap ZFEFZEAFEE vm->memory #TIBZE EPT » tiFiEsR vm_t 4518
memory [& NI eptp W& —FEH mapping

static int device_mmap(struct file xfile, struct vm_area_

{
vm_t xvm = vma->vm_file->private_data;
unsigned long vmasize = vma->vm_end - vma->vm_start; int ept_map_range(vm_t *vm, __u64 guest_pa, vo
unsigned long gpa = vma—->vm_pgoff << PAGE_SHIFT; { typedet struct vm_t
__ub4 i; __u6b4 ij; {
S osiohes unsigned char memory[0x200000] ;
if (virt_to_phys(guest_to_host(vm, gpa))) void xhost_va = host_va_base; EPTP eptp[512];
else !

{ for (1 = 0; 1 <= size; 1 += PAGE_SIZE) EPT_PML4E pml4[512];

{
void xmapped = &vm->memory + gpa;

ept_map_range(vm, gpa, mapped, vmasize);
vima—->vim_page_prot = pgprot_writecompinevma->vm_[
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$ Hyper-O

Vulnerability

TRERIER

memory
(0x200000)

Host vm t Guest RAM
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$ Hyper-O

Vulnerability

memory
(0x200000)

Host vm t Guest RAM

S7



$ Hyper-O

Vulnerability

memory

(0x200000)

Host vm t Guest RAM
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$ Hyper-O

Vulnerability

Challenge - ooows - hyper-o

* 000OWS - hyper-o

* EPT (Extended Page Table)

- EPT Base Pointer

Fake
Extended

SSSSSSSS Page
\/CORE &Tne
2SS Tables

—— Arbitrary HPA
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HITCON-CTF 2022 - VirtualBox



Overview

VirtualBox

2 HITCON-CTF 2022 R 5—ErE B A& VirtualBox Escape > ¥ QEMU Escape tHELE -
VirtualBox IZRiE X EA1E R » EIEFRAZAEREE A 2

> VirtualBox —E & pwn2own HIEAFTEIZ » EEMRINIRBE MNe R 2 HIRRRE

> = PRMEE D mEER D -

@ VirtualBox security - 2% awesome-vm-exploit#Virtualbox tHEE X &

@ CTF writeup - 22

L

HRE e bruce30262 X E A Organizer BY writeup

> AMNIEE VirtualBoX A2 » HIEEFZ AT EELE writeup BE AR » FIAE A=

ZEREENNEARNS



https://github.com/WinMin/awesome-vm-exploit#virtualbox
https://bruce30262.github.io/hitcon-ctf-2022-fourchain-hypervisor/
https://org.anize.rs/HITCON-2022/pwn/fourchain-hv

VirtualBox

VirtualBox Security - Architecture

userland RS d Guest userland
IIIHHEIHHHIIHEII
VBoxHeadless.exe
etc .
>
COM
kernel : , kernel
joctl joctl
HGCM
N HGSMI
VBoxGuest.sys
VBoxDrv.sys
PClI . _
MMIO Device drivers
VGA
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VirtualBox

VirtualBox Security - Architecture

2 VirtualBox.exe - EIE/ M

2 VirtualboxVM.exe - & Ul B VM

» \VBoxHeadless.exe - 38A Ul B VM

> VBoxSVC.exe - 321 com interface £ VirtualboxVM.exe BEEIIIS =2, » BIE VM
EAZ RSN TE

> VBoxManage.exe - &1 cli ZRFE[EAR Ul BSE5

63



VirtualBox

VirtualBox Security - Architecture

» Hypervisor (/src/VBox/VNMM) - EBHERIEE

@ Memory manager

@ x86 emulation

» Emulated devices (/src/VBox/Devices) - {&#t hardware device FIEE
@ Audio
@ Networking
@ Graphics (VGA)

@ AHCI, ACPI, USB, VMM device ...
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VirtualBox

VirtualBox Security - Architecture

» HGCM services (/src/VBox/HostServices) - 121 User

@ Shared OpenGL
@ Drag & Drop
@ Shared folders

@ Shared clipboard

» HGSMI services - JER/M{B{E4Hl]

@ VirtualBox Video Acceleration (VBVA)

65

J (B VM B9—EER9I8E



VirtualBox

VirtualBox Security - Hypervisor Architecture

Host Context

> Hypervisor (/src/VVBox/VMM)

' HMVMXRO | [1EM
@ VMMAIl - fNewzE RO 5 R3 #iZ af Z{E A ZIRITIRE

. VMMRO
@ VMMRO - kernel space TEEEt&E E R vboxdrv

@ VMMRS3 - user space TFEEtE R

IOCTL

;
VMMR 3
VBoxVMM

@ VMMRZ - F:F#2 2 RO [E0U R3 89 function » FBAFK T AKEE

.

‘VBOXSVCI

[VBoxHeadless
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VirtualBox
VirtualBox Security - VMMRO

> VMMRO & VMX BNE{F > #zOHIZEER HMVMXRO.cpp

@ E— -~ #E# VMWRITE 5% & VMCS ##{iZ(HMVMXRO.cpp)

@ B - A¥EoEE VMCS Efp945HE VMXVMCSINFO

> E&{EHNEE Intel VT B interface » BB REEEHIEEZEAS

typedef, struct VMXVMCSINFO

{
@name Auxiliary information.
1f (uProcCtls !'= pVmcsInfo—->u32ProcCtls) *x @{
{ Ring—0 pointer to the hardware-assisted VMX execution function.
int rc =|VMXWriteVmcs32(VMX_VMCS32_CTRL_PROC_EXEC, uProcCtls); AU SN il
AssertRC(FeT: Host-physical address of the EPTP.
RTHCPHYS HCPhysEPTP;
pvmcsInfo->u32ProcCtls = uProcCtls; The VMCS launch state, see VMX_V_VMCS_LAUNCH_STATE XXX.
+ uint32_t fVmcsState;
The VMCS launch state of the shadow VMCS, see VMX_V_VMCS_LAUNCH_STATE_XXX.
uint32_t fShadowVmcsState;
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VirtualBox
VirtualBox Security - VMMRO

> E#B1E module B » ZEITEITHIIARTE RO -

@ G{VM,M}IM - Global {VM,Memory} Manager

oifder v
vendif
17 (RT_SUCCESS(re))
{
AAP_CHECK{RT_NOTHING) ;
n ROInit();
ESS(rc
al Wal e Cce ela IOI l E]I lziS)(>I 21fdef VB TH_P SSTHR
vendif
ir
#1fdef VBOX_WITH_TRIPLE_FAULT_HACK
E D E ' vendif
E / \ \ E Nl i
vendif
ERR VMM BUT AC
gFlow( ("ModuleInit: returns success\n"));
return VINF_SUCCESS;
}
91fdef VBOX_WI 1_RO
. |
I | | vendif
Bail
#1fdef VBOX_WITH_TRIPLE_FAULT_HACK
vendif
}
else
gRel(("ModuleInit: CPUMR8ModuleInit —> %Rrc\n®, re));
pifder Vi P THR
: | |
sendif
y else
JRel(("ModuleInit: PciRawRdInit —> %Rre\n”, rc));
else
"ModuleInit: IntNetR8Init —> %Rre\n", rc
pifdef v OF
sendif
}
else
(("ModuleInit: PGMRBDyrMapInit —> %Rrc\n®, rcl);
GMDeregisterStringFormatTypes();
else
LogRel({"ModuleInit: PGMRegisterStringFormatTypes —> %Rre\n", re)l;
MReTern();
else
L(("ModuleInit: HMROINit -> WRre\n", re)l;
M m H
}
else
LogRel( ("ModuleInit: GMMRRInit —> &Rre\n®, rel);
ern();
else
JRel( ("ModuleInit: GVWMMROInit —> WRrc\n", re)l;
vanTers matTyp
else

"ModuleInit: vmmInitFormatTypes —> %Rrc\n™, rc

LogFlow( ("ModuleInit: failed %Rrc\n", rc

return rc;
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VirtualBox

VirtualBox Security - VMMRO
=3%18 “VMXRO prefix + I2EZFE” #80HY function

2 YNR{EH Intel VT-x » VirtualBox

fB:

@ Enter - VMPTRLD

1
x°

T FERVIRE

@ {Enable,Disable}Cpu - VMX{ON,OFF}

@ RunGuestCode

>

&1&#17% .pfnStartVM - VMXRO0StartVM64

69

g_HmRO.pfnEnterSession
g_HmRO.pfnThreadCtxCallback
g_HmR@A.pfnCallRing3Callback
g_HmRO.pfnExportHostState

VMXROENter;
VMXROThreadCtxCal Lback;
VMXROCallR1ing3Callback;
VMXROEXxportHostState;

g_HmRO. pfnRunGuestCode VMXRORunGuestCode;
g_HmRO.pfnEnableCpu VMXROEnableCpu;
g_HmRO.pfnDisableCpu = VMXRODisableCpu;
g_HmRO.pfnInitVM = VMXROInitVM;
g_HmRO.pfnTermVM = VMXROTermVM;
g_HmR@.pfnSetupVM = VMXROSetupVM;
BEGINPROC VMXROStartVM64

vmlaunch

jcC near .vmxstarté64_invalid_vmcs_ptr

jz near .vmxstarté64_start_failed

jmp .vmlaunché64_done; ; here if vmlaunch detected a failure



$ VirtualBox
VirtualBox Security - VMMRO

> #H1T5 Guest code & » EELEIE VM-Exit » B PostRunGuest 408% » 512 1FE0l

exit reason function table

#ifdef HMVMX_USE_FUNCTION TABLE

rcStrict = g_apfnVMExitHandlers |[VmxTransient.uExitReason] (pVCpu, &VmxTransient

#else

#endif
static void hmROVmxPostRunGuest (PVMCPUCC pVCpu, PVMXTRANSIENT pVmxTransient, int r«

{

static const PFNVMXEXITHANDLER g_apfnVMExitHandlers [VMX_EXIT_MAX + 1] =

{

VMX_EXIT_SMI
VMX_EXIT_INT_WINDOW

: : 0 VMX_EXIT_XCPT_OR_NMI

uint32_t uExitReason;
' = VMXReadVmcs32 (VMX_VMCS32_RO_EXIT_REASON, &uExitReason); LR EXT AT
int e = - —RU_EALT_ ’ ’ 2 VMX_EXIT TRIPLE FAULT
AssertRCirc); 3 VMX_EXIT_INIT_SIGNAL
pVmxTransient->uExitReason = VMX_EXIT_REASON_BASIC(uExitReason); 4 VMX_EXIT SIPI
pVmXTransient—=>TVvMENtryrailted = VMA_EXLIT_REASON_HAS_ENTRY_FAILCED(uUcxitReason); 5 VMX_EXIT_IO_SMI

6

7

70

hmROVmXExitXcptOrNmi,
hmROVmxExitExtInt,
hmROVmxExitTripleFault,
hmROVmxExitErrUnexpected,
hmROVmxExitErrUnexpected,
hmROVmxExitErrUnexpected,
hmROVmxExitErrUnexpected,
hmROVmxExitIntWindow,



$ VirtualBox
VirtualBox Security - VMMRO

> A VMX_EXIT_CPUID #:f » @3XH handler hmROVmxExitCpuid IR » W {E:BFE hiE
RHMITRELS VMMALL B9 IEMExecDecodedCpuid

IEM_CIMPL_DEF_0(iemCImpl_cpuid)

{
VMM_INT_DECL(VBOXSTRICTRC) IEMExecDecodedCpuid(PVMCPUCC pVCpu,
{ CPUMGetGuestCpuld(pVCpu, pVCpu->cpum.GstCtx.eax, pVi
IEMEXEC_ASSERT_INSTR_LEN_RETURN(cbInstr, 2); &pVCpu->cpum. GstCtx.eax, &VCpu—>
IEM_CTX_ASSERT (pVCpu, IEM_CPUMCTX_EXTRN_EXEC_DECODED_NO_ME pVCpu->cpum.GstCtx.rax & UINT32_C(OxTFTfffff);

pVCpu—>cpum.GstCtx.rbx & UINT32_C(Oxffffffff);
pVCpu->cpum.GstCtx.rcx & UINT32_C(Oxffffffff);
pVCpu—>cpum.GstCtx.rdx &= UINT32_C(Oxffffffff);
pVCpu—>cpum.GstCtx. fExtrn &= ~(CPUMCTX_EXTRN_RAX | |

iemInitExec(pVCpu, false /+fBypassHandlers+/);
VBOXSTRICTRC rcStrict = IEM_CIMPL_CALL_@(iemCImpl_cpuid);
Assert(!pVCpu->iem.s.cActiveMappings);

return iemUninitExecAndFiddleStatusAndMaybeReenter (pVCpu,

iemRegAddToRipAndClearRF (pVCpu, cbInstr);
pVCpu—>iem.s.cPotentialExits++;
} return VINF_SUCCESS;

/1




VirtualBox
VirtualBox Security - VMMRO

» 3=F& instruction emulation BYI2{ED R R{EFELE :

@ |IEMAIICImpl - Instruction Implementation in C/C++ (code include)

@ |EMAIllInstructions - Instruction Decoding and Emulation

> AXKMEEDFENSE » ABEEERKERIBLE
BREM > MREEAE S RNESRF

(2

src/VBox/VMM/VMMALL/IEMALLCImpl.cpp.h:
244 */
245: TIEM_CIMPL_DEF _@(iemCImp1l_popa_16)
246 A

315 %/
316: IEM_CIMPL_DEF_@(iemCImpl_popa_32)
317 A

395 x/
396: IEM_CIMPL_DEF _@(iemCImpl_pusha_16)
397 A

466 x/

467: IEM_CIMPL _DEF _@(iemCImpl_pusha_32)
468 {

src/VBox/VMM/VMMA1LL/IEMALllInstructionsOneByte.cpp.h:

1508 */
1509: FNIEMOP_DEF_1(iemOpCommonPushGReg, uint8_t, iReg)
1510 {

1645 */
1646: FNIEMOP_DEF_1(iemOpCommonPopGReg, uint8_t, iReg)
1647 {

4244 * Opcode 0x8f /0.
4245: FNIEMOP_DEF_1(iemOp_pop_Ev, uint8_t, bRm)
4246 {

4405 %/
4406: FNIEMOP_DEF 1(iemOpCommonXchgGRegRax, uint8_t, iReg)
4407

5768 x/
5769: FNIEMOP_DEF_ 1(iemOpCommonMov_r8_Ib, uint8_t, iReg)
5770 {



$ VirtualBox
VirtualBox Security - VMMRO

> EER instruction 2BEA[E] » A@MFIEN S R E FE R {E instruction map EETEH

> IRIFREITR M EE 2T -

IEM_STATIC const PFNIEMOP g_apfnTwoByteMapl] =

{

@ 1 byte - g_apfnOneByteMap no prefix, 066h prefix
0x00 IEMOP_X4(iemOp_Grp6),
0x01 IEMOP_X4 (iemOp_Grp7),

@ 2 bytes _ g_apfnTWOByteMap 0x02 IEMOP_X4(%emOp_lar_Gv_Ew),
0x03 IEMOP_X4(iemOp_1s1_Gv_Ew),
0x04 IEMOP_X4(iemOp_Invalid),
0x05 IEMOP_X4 (iemOp_syscall),
0x06 IEMOP_X4(iemOp_clts),
0x07 IEMOP_X4(iemOp_sysret),

const PFNIEMOP g_apfnOneByteMap[256] = 0x08 TEMOP_X4(iemOp_invd),
: 0x00 iemOp_add_Eb_Gb, iemOp_add_Ev_Gv, iemOp_add_Gb_Eb, iemOp_add_Gv_Ev, 0x03 IEMOP_X4(iemOp_wbinvd),
0x04 iemOp_add_A1l_Ib, iemOp_add_eAX_Iz, iemOp_push_ES, iemOp_pop_ES, 0x0a IEMOP_X4 (iemOp_Invalid),
0x08 iemOp_or_Eb_Gb, iemOp_or_Ev_Gv, iemOp_or_Gb_Eb, iemOp_or_Gv_Ev, Ox0b IEMOP_X4(iemOp_ud2),
0x0c iemOp_or_Al_Ib, iemOp_or_eAX_Iz, iemOp_push_CS, iemOp_2byteEscape, 0x0c IEMOP_X4(iemOp_Invalid),
9x10 iemOp_adc_Eb_Gb, iemOp_adc_Ev_Gv, iemOp_adc_Gb_Eb, iemOp_adc_Gv_Ev, 0x0d IEMOP_X4 ( iemOp_nop_Ev_G er) .
65 | iendp et Eb b, iemopsbh vy, | iendpebo.GbFo,  ienop st v Ev, Oxbe »/ IEMOP_X4(ienlp_feans),
Ox1c iemOp_sbb_A1l_Ib, iemOp_sbb_eAX_Iz, iemOp_push_DS, iemOp_pop_DS, 0xot IEMOP_X4( iemOp—3DnOW) ’
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VirtualBox Security - VMMRO

2 VirtualBox B{E exception injection £l VM BY function & hmR0OVmxInjectEventVmcs

> 145 interrupt BIEEE VMWRITE EZ

- Ty

VMX_VMCS32_CTRL_ENTRY_INTERRUPTION_INFO (0x4016)

—

@ KVM #8{E VM ENTRY INTR INFO FIELD

? InfO @’é\m{ﬁ iéﬂg:ﬂi X x Inject the event into the VMCS.

int rc = VMXWriteVmcs32(VMX_VMCS32_CTRL_ENTRY_INTERRUPTION_INFO, u32IntInfo);
1T (VMX_ENTRY INT_INFO IS _ERROR _CODE VALID(u3ZIntInto))

@ \ector - PF, BP, ... rc |= VMXWriteVmcs32(VMX_VMCS32_CTRL_ENTRY_EXCEPTION_ERRCODE, u32ErrCode);
rc |= VMXWriteVmcs32(VMX_VMCS32_CTRL_ENTRY_INSTR_LENGTH, cbInstr);

@ Type - EXT_INT, NMI, ...

* Update guest CR2 if this is a page-fault.

if (VMX_ENTRY_INT_INFO IS XCPT _PF(u32IntInfo))
pCtx—>cr2 = GCPtrFault;
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VirtualBox Security - VMMR3 <—> VMMRO

2 L% kernel module —%x » VMMRO & export —L&
ioctl API 45 VMMR3 Z&{&EH

» VMMRO ioctl handler Y entry point & function
vmmROEntryExWorker » —

5K

2 S
5K B4

switch case

B iEa—1
R ERIEE

switch (enmOperation)
{

* GVM requests

case VMMRO_DO_GVMM_CREATE_VM:

1T (pGVM == NULL && ub4Arg == 0 && 1dCpu =
rc = GVMMROCreateVMReq( (PGVMMCREATEVMR

else
rc = VERR_INVALID PARAMETER;

VMM_CHECK_SMAP_CHECK(RT_NOTHING) ;
break;

case VMMRO_DO_GVMM_DESTROY_VM:
1T (pRegHar == NULL && Ub4Arg == 0
rc = GVMMR@DestroyVM(pGVM) ;
else
rc = VERR_INVALID_PARAMETER;
VMM_CHECK_SMAP_CHECK(RT_NOTHING) ;

break;

case VMMRO_DO_GVMM_REGISTER_VMCPU:

17 PGV T="NULCL

rc = GVMMRORegisterVCpu(pGVM, idCpu);

else
rc = VERR_INVALID PARAMETER;
VMM_CHECK_SMAP_CHECK2 (pGVM, RT_NOTHING) ;

break;



$ VirtualBox
VirtualBox Security - VMMR3

» VMMR3 @452 VMM.dIl 45 user space RIFETLHUER » export #1E VM B API

p A VMR3Create &I+ » % function BB ZEII—1@ virtual machine

VMMR3DECL (int) | VMR3Create(uint32_t cCpus, PCVMM2|
PFNVMATERROR pfnVMAtEr
PFNCFGMCONSTRUCTOR pfni
PVM xppVM, PUVM xppUVM

cCpus, PC\ {
PFNVMATERROR pfnVM/

PFNCFGMCONSTRUCTOR Aol (Bl = LR shuts uj
int rc = vmR3CreateUVM(cCpus, pVmm2UserMethods

PVM *xppVM, PUVM xpg
PUVM pUVM A
if (RT_SUCCESS(rc))
PUVM pUVM, VMSUSPE .
VMSUSPENDREASON PUVM rc = SUPR3Init(&pUVM->vm.s.pSession);
PUVM pUVM, VMRESUME if (RT_SUCCESS(rc)
VMRESUMEREASON PUVM

PVMREQ pReq;
rc = VMR3ReqCallU(pUVM, VMCPUID ANY, &
(PFNRT) vmR3CreateU, |
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$ VirtualBox
VirtualBox Security - VMMR3

> [EEZIFEI ioctl 3FE—(E

VMMRO DO GVMM CREATE VM B9:535K 45 kernel module

> Kernel module X255k 12 BIE1E S ME ERVHIIG 1L

Kernel module (VMMRO)

static int vmR3CreateU(PUVM pUVM, uint32_t cCpus, PFNCFGMCONSTRUCTOR pfnCFGMCon DECL_NO_INLINE(static, [int) vmmROEntryExWorker(PGVM pGVM, VMCPUID idCpu, VMMR
{ PSILIPVMMRAREQHDR pReqHdr, uint6.
#1f (defined(RT_ARCH_AMD64) || defined(RT_ARCH_X86)) && !'defined(VBOX_WITH_OLD_ {
int rc;
* Request GVMM to create a new VM for us. switch (enmOperation)
{

GVMMCREATEVMREQ CreateVMReq;

CreateVMReq.
CreateVMReq.
CreateVMReq.
CreateVMReq.
CreateVMReq.
CreateVMReq.
rc = SUPR3CallVMMROEx(NIL_RTROPTR, NIL_VMCPUID, VMMRO_DO_GVMM_CREATE_VWM,| 0,

Hdr.u32Magic
Hdr. cbReq
pSession
pVMRO

pVMR3

cCpus

= SUPVMMROREQHDR_MAGIC;
= sizeof(CreateVMReq) ;
= pUVM->vm.s.pSession;
= NIL_RTROPTR;

= NULL;

= cCpus;

* GVM requests

case VMMRO_DO_GVMM_CREATE_VM:
if (pGVM == NULL && u64Arg == 0 && idCpu == NIL_VMCPUID)
rc = GVMMROCreateVMReq( (PGVMMCREATEVMREQ)pReqHdr, pSession);
else
rc = VERR_INVALID_PARAMETER;
VMM_CHECK_SMAP_CHECK(RT_NOTHING) ;
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VirtualBox
VirtualBox Security - VMMR3

p 17 VM 128 > VirtualBox & &5 vCPU i II—1{[E emulation thread » [EIEA[5 vCPU
AVEEsREIGESK » XH{E EMT (Emulation Thread)

* Start the emulation threads for all VMCPUs.
for (i = 0; i < cCpus; i++

rc = RTThreadCreateF (&UVM—>aCpus[i].vm.s.ThreadEMT, vmR3EmulationThread, &pUVM—>aCpus|[i],
1M, RTTHREADTYPE_EMULATION,
RTTHREADFLAGS_WAITABLE | RTTHREADFLAGS_COM_MTA,
cCpus > 1 ? "EMT-%u" : "EMT", i);
if (RT_FAILURE(rc))
break;

pUVM—>aCpus [i] .vm.s.NativeThreadEMT = RTThreadGetNative(pUVM->aCpus|[i].vm.s.ThreadEMT) ;

/8
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VirtualBox Security - VMMR3

> #1T VMR3Create NBEPtZ¥IA1ES{E VM manager
FEH function vmR3InitRing3 K EZ1E

@ MM - memory management
@ CPUM - CPU monitor / manager
@ PGM - page monitor / manager

@ TM - time manager

@ VMM - virtual machine monitor

@ SELM - selector manager > FH5X DBT mode

/9
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VirtualBox
VirtualBox Security - VMMR3

> #1T VMR3Create NBEPtZ¥IA1ES{E VM manager
FEH function vmR3InitRing3 K EZ1E

@ TRPM - trap monitor > DBT mode By trap FZIE

@ SSM - saved state manager > FAZR{RTFE VM JREE
@ |OM - input / output monitor

@ EM - execution monitor / manager » VM-Exit 1283
EREENAT

@ |EM - interpreted execution manager
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VirtualBox Security - VMMR3

> 17T VMR3Create BVBARRFP T Z#I516Z{E VM manager -

+ZH function vmR3InitRing3 2R ZIE Ill=

@ DBGF - debugger facility » debug A=

@ GIM - guest interface manager

® PDM - pluggable device manager » 7] LAIHEINAY device

81
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VirtualBox Security - VMMRS - EM

> EM BERETEEHIT VM BIA I > I HEZD vCPU Z FERIAARS

> DR=ENTHI > MBELSNEREAZTE—

@ Raw-mode - emR3RawExecute (?)

@ Hardware Assisted - emR3HmMExecute

@ Recompiled or interpreted - emR3RemExecute

82

&

while loop A&

44

TEaE

2%




$ VirtualBox
VirtualBox Security - VMMRS - EM

> EMR3ExecuteVM

- SR ITAARR scheduling >

s HITIEIVE] RAW ~ HM -
REM s ife
> RIBFITEINIIAE > SEZIFERIS I for loop
switch (rc)
{

* Execute raw.

case EMSTATE_RAW:
break:
case EMSTATE HM:

* Keep doing what we're currently doing

rc = emR3HmExecute(pVM, pVCpu, &fFFDone);
break;

case VINF_SUCCESS: case EMSTATE_NEM:
rc = VBOXSTRICTRC_TODO{ emR3NemExecute (pVM
break;

case EMSTATE REM:

e rc = engRemExecute(pVM, pVCpu, &fFFDone);
case VINF_EM_RESCHEDULE_HM: Resched u li ng case EMSTATE_LEM:

{
case VINF_EM_RESCHEDULE_REM:

case VINF_EM_RESCHEDULE_RAW:

uint32_t cInstructions = 0;

rc = VBOXSTRICTRC_TODP (IEMExecLots (pVCt
- £ nl/M < Am
83
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$ VirtualBox

VirtualBox Security - VMMRS - EM

2 emR3HMExecute - HITEEEENNZRAY raw code |EF » = Intel VT-x & AMD-V

> BEKREZEB ioct(VMMRO DO HM_ RUN) IR

if (RT_LIKELY(emR3IsExecutionAllowed(pVM, pVCpu))

STAM_PROFILE START(&pVCpu->em.s.StatHMExec, x);
rc = VMMR3HmRunGC(pVM, pVCpu);
STAM_PROFILE_STOP(&pVCpu->em.s.StatHMExec, x);

=)

84

VM

VMMR3_INT_DECL(int)| VMMR3HmRunGC(PVM pVM, PVMCPU pVCpu)

{

for (

{

in
do

)

SIECT

rc = SUPR3CallVMMROFast(VMCC_GET_VMR@O_FOR_CALL(pVM), VMMRO_DO_HM_RUN,
if (RT_LIKELY(rc == VINF_SUCCESS))
rc = pVCpu->vmm.s.ilastGZRc;
while (rc == VINF_EM_RAW_INTERRUPT_HYPER);



VirtualBox
VirtualBox Security - VMMRS - EM

» emR3RemExecute - #1T recompiled code » A BAMETE I5{TEE code #

recompiled > [fE5ZIgHY=E binary translation

> Bl HM AR » BEH interpreter (IEM) NghfEHEEE 1T instruction » il H )R BE#1T
RERIPEH

static int emR3RemExecute(PVM pVM, PVMCPU pVCpu, bool xpfFFDone)

{
*pfFFDone = false;
uint32_t clLoops = 0;
int re = VINF_SUCCESS;
for (;;)
{

if (RT_LIKELY(emR3IsExecutionAllowed(pVM, pVCpu))
STAM_PROFILE_START(&pVCpu—>em.s.StatREMExec, c);

rc = VBOXSTRICTRC_TODO|IEMExecLots(pVCpu, 8192 /+cMaxIns
STAM_PROFILE_STOP(&pVCpu—>em.s.StatREMExec, c);
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VirtualBox Security - VMMRS - EM

> IEM_THEN_REM 2 —1{ELcER4FRIAVARETS » o017 IEM » 2818 1EEE
instruction XZ8F > YA REM #1147

il

REZF O E

static VBOXSTRICTRC emR3ExecuteIemThenRem(PVM pVM, PVMCPU pVCpu, bool xpfFFDone)

{
*pfFFDone = false;
while (pVCpu->em.s.cIemThenRemInstructions < 1024) I VAN A
hile (pVCp Instruction ‘MR 1024 [
uint32_t cInstructions;
VBOXSTRICTRC rcStrict = IEMExecLots(pVCpu, 1024 - pVCpu->em.s.cIemThenRer
UINT32_MAX/2 /+cPollRate+/, &cInstru«
pVCpu—>em.s.cIemThenRemInstructions += cInstructions;
EMSTATE enmNewState = emR3Reschedule(pVM, pVCpu); .
if (enmNewState != EMSTATE_REM && enmNewState != EMSTATE_IEM_THEN_REM) EAREENAET
pVCpu—>em.s.enmPrevState = pVCpu->em.s.enmState;
pVCpu—>em.s.enmState = enmNewState;
return VINF_SUCCESS;
}
pVCpu->em.s.enmState = EMSTATE_REM;
return VINF_SUCCESS;
}
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VirtualBox Security - VMMRS - EM

> +EEIE R FTEEE reschedule AEIIFHITEZ 2

@ MR flag PHEIFHIERE » Bl flemExecutesAll=true FJI1ER TERH IEM mode ZK#1T

@ A321& raw-mode BYIER § » BGRE A HM —> IEM_THEN_REM

@ 371& raw-mode BYIER F » ZPA REM B=F » {FEFm g R = RAW

> FFLA raw-mode Z[EEEE 2.2
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VirtualBox Security - VMMRS - EM

2 emR3HmMHandleRC - R HW =K » Guest OS VM-Exit pff[o]4E

> 5 VMMRO &2)2#EEIERY VM EXIT_REASON

109 return code

* Memory mapped I/0 access — emulate the instruction.

EI}E EEEI éél“n VM M R3 EE}@IE case VINF_IOM_R3_MMIO_READ:

case VINF_IOM_R3_MMIO_WRITE:
case VINF_IOM_R3_MMIO_READ_WRITE:

9 ;E/E\ﬂ;{ KVM -/Eﬁ\ QEMU i%xEEﬁjtzbétFxlﬁl rc = emR3ExecuteInstruction(pVM, pVCpu, "MMIOQO");

break;

* Machine specific register access — emulate the instruction.

case VINF_CPUM_R3_MSR_READ:
case VINF_CPUM_R3_MSR_WRITE:
rc = emR3ExecuteInstruction(pVM, pVCpu, "MSR");

break;

* GIM hypercall.

case VINF_GIM_R3_HYPERCALL:
rc = emR3ExecuteInstruction(pVM, pVCpu, "Hypercall");

break;
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VirtualBox Security - VMMRS - EM

> History & EM B9—{EhNiR1EER] » K24 VM-Exit B9 cost X5 » Rt EM Z2428% RIP 2%
89 VM-Exit ZREY » AR KZXRAVEE » M= HIZERB 4807 instruction

HMVMX_EXIT_DECL hmR@OVmxExitCpuid(PVMCPUCC pVCpu, PVMXTRANSIENT pVmxTransient)

» I CPUID &+ :

@ —RIBE %117 IEMExecDecodedCpuid ZRIEEFE 1T
CPUID

@ T pExitRec (previous exit record) s true A5 >
™= FH EMHistoryExec f&#¢#11T 217 instruction

> History A hash table Bk » (FRREAR IR S
H 1T miZ2HY cache (?)

89

{

PCEMEXITREC pExitRec = EMHistoryUpdateFlagsAndTypeAndPC(...);
if (!pExitRec)
{

* Reqular CPUID instruction execution.
ncStrict = IEMExecDecodedCpuid(pV(pu, pVmxTransient->cbExitInstr);
}

else

{

* Frequent exit or something needing probing. Get state and call EMH

int rc2 = hmROVmxImportGuestState(pVCpu, pVmcsInfo, HMVMX_CPUMCTX_EXTRI
ncStrict = EMHistoryExec(pVCpu, pExitRec, 0);

}

return rcStrict;



VirtualBox
VirtualBox Security - VMMRS3 - IEM

2 |[EM - Interpreted Execution Manager > {e{ftEris =517 Guest OS HRAY—1);
_//'L

instruction » fE—LBEHIES 2 EEREITEVIS

—

@ IEM X 75

{E Instruction Decoding and Emulation

FERIER

> TEBIEIEEE EMALL.cop » BIET S5 ST AP

@ |[EMExec{One,Lots} - #17{—,ZME instruction

@ iemRaiseXcptOrint - EEEERBITHIBEIZEPESE exceptions £ interrupts

21T

@ |[EMExecDecoded{In,Out,...} - f£&#1T in/out FE457xHY instruction » 3 %5 instruction TE#EFH1T

IS fg3% VM-Exit » 1izZH IEM KR EIE
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VirtualBox

VirtualBox Security - Past Vulnerability 1

» Thinking outside the (Virtual)Box £ HGCM (Host-Guest Communication Manager) Ak
?zEF'TiZ:’éU JE E=JI/_

@ PropSvc - VirtualBox Guest Properties Service

@ ControlSvc - VirtualBox Guest Control Service

userland |_| ost G uest userland
VBoxClient.exe
VBoxSVC. exe VirtualBox.exe I VBoxControl.exe I
. '/BoxHeadless.exe
. i oxService.exe
COM

kernel _ kernel

octl

| [ ]

' = VBoxGuest.sys
‘IIIIIIIIIHHIHHIHIIHEIIIIIIIII

VBoxDrv.sys

91



VirtualBox

VirtualBox Security - Past Vulnerability 1

> Guest OS E3E—LE VirtualBox B S kernel module (e.g. VBoxGuest.sys) B & FHFE
I\ (e.g. VBoxControl.exe) » 12— L65{@ERIE - MiEREIEEIAN HGCM

> GEmiEA T

@ [Guest-user] VBoxControl.exe 253X RPC &5

@ [Guest-kernel] B A&k buffer IR B RE(1EE VirtualBox VMM PCI device

@ [Host-kernel] #5325 VM-Exit » ZIEH1TE

vt > i1 F Guest RAM BY base address 1&

@ [Host-user] B = A VMM PCI device FY buffer 43¢

EX1F RPC 5KV E M R IE
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VirtualBox Security - Past Vulnerability 1

? Bug #1: Double fetch on buffer write-back

@ [HAE re-fetches request data » EILTEBIZFRRIAE T (FiE 5 —1E vCPU)

» Bug #2: Heap out-of-bounds double read

@ F8{ll Bug #1 RUIRIAAE - AR EZREM X > EIEA TOCTOU KIS RE

@ 1248 r] AR OOB write

p [FA VirtualBox.exe EEE S ioctl 72X VBoxDrv » FEE A S EFE#H 1T

b 182483538 SUP IOCTL LDR XXX Z API > #ieJLA3TZl host kernel

93



VirtualBox

VirtualBox Security - Past Vulnerability 2

» CVE-2018-2698 - 234 1+ HGSMI (Host-Guest Shared Memory Interface) Ay overflow
uEJ/r]

> HGSMI 15892 Guest £ video RAM o fid—1#® request buffer » %0 VGA device B]
MEIEER » 7£ VBVA subsystem (VirtualBox Video Acceleration) #Z{£ %!

» Hi Guest 2153i% VBVA_VDMA_CMD @< » i@%[ Host ] video DMA B9tBREIR{E

> [F0Y memcpy B » size #{ii4 Guest FJA7E VBVA_VDMA_CMD 53K HIA9 &

uint32_t cbOff = pDstDesc->pitch * pDstRectl->top;
uint32 t cbSize = pDstDesc->pitch * pDstRectl->height;
memcpy (pvDstSurf + cbOff, pvSrcSurf + cbOff, cbSize);
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https://www.exploit-db.com/exploits/43878

VirtualBox

VirtualBox Security - Past Vulnerability 3,4,5
P CVE-2017-10235 - VirtualBox E1000 device buffer overflow (DevE1000.cpp)

@ E{E TCP Segmentation B3 assert K182 Z& u16MaxPktLen » {B7E release version P ARE K 4R

EX

2 VirtualBox E1000 Guest-to-Host Escape

% |nteger underflow —> stack buffer overflow static int elkFallbackAddToFrame(PE1KSTATE pThis, E1KTXDESC xpDesc,

bool fOnWorkerThread)
{

#ifdef VBOX_STRICT
P CVE—201 9—2722 - E1 OOO Integer Underﬂow PPDMSCATTERGATHER pTxSg = pThis—>CTX_SUFF(pTxSg);
Assert(elkGetDescType(pDesc) == E1K_DTYP_DATA);
Assert(pDesc—>data.cmd. fTSE);
Assert(!'elkXmitIsGsoBuf(pTxSg));
#endif

uintl6_t ulé6MaxPktLen = pThis—>contextTSE.dw3.u8HDRLEN +
pThis—>contextTSE.dw3.ul6MSS;

Assert(ul6MaxPktLen != 0);

Assert(uléMaxPktLen < E1K _MAX_TX PKT _SIZE);

CVE-2017-10235
95


https://github.com/fundacion-sadosky/vbox_cve_2017_10235
https://github.com/MorteNoir1/virtualbox_e1000_0day
https://github.com/hongphipham95/Vulnerabilities/blob/master/VirtualBox/Oracle%20VirtualBox%20Intel%20PRO%201000%20MT%20Desktop%20-%20Integer%20Underflow%20Vulnerability/Oracle%20VirtualBox%20Intel%20PRO%201000%20MT%20Desktop%20-%20Integer%20Underflow%20Vulnerability.md

VirtualBox

VirtualBox Security - Past Vulnerability 6
> CVE-2018-2844 - double fetch vulnerability in VirtualBox Video Acceleration (VBVA)

> KA compiler BUE{b#E] » 3& R assembly Z¥[E—IRECIERE{ double fetch

@ F—N - tEE value EF #8728 switch case FFE

@ ZFE N - PR1EETE value BY handler

; first fetch happens for cmp

.text: cmp dword ptr [rl2], s switch cases

.text: ja VBOXVDMACMD TYPE DEFAULT ; Jjumptable
default case

; second fetch again for pCmd->enmType from shared memory

.text: mov eax, [rl2]

.text: lea rbx, vboxVDMACmdExec JMPS
.text: movsxd rax, dword ptr [rbx+rax*4]
.text: add rax, rbx

.text: jmp rax ; switch jump
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https://www.voidsecurity.in/2018/08/from-compiler-optimization-to-code.html

VirtualBox

VirtualBox Security - Past Vulnerability 7,8,9

> VirtualBox ¥15% 3D B2 EZRA MNNZRES] > MUt
I EER Chromium REE

ES OO

@ Chromium (A221E23) - —(EiR{H remote rendering
of OpenGL-based 3D graphics B library

2 Guest Fi® HGCM Ei Host B Chromium server
SE=E)

97

VBoxOGL.dll
OpenGL-app.exe
VBoxOGLcrutil.dll

Guest Side

Host Side




VirtualBox

VirtualBox Security - Past Vulnerability 7,8,9

» CVE-2014-0981 - VirtualBox crNetRecvReadback Memory Corruption Vulnerability
AR SRS (& A BV B

@ Host =IE Guest 1EEiza3KE

» CVE-2014-0982 - VirtualBox crNetRecvWriteback Memory Corruption Vulnerability

@ THEIRKE

=

<

>Z

)

A

It/ write-what-where

P CVE-2014-0983 - VirtualBox crServerDispatchVertexAttrib4ANubARB Memory

Corruption Vulnerability

@ MNHESE(E array index » [E

k& oob write
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VirtualBox

VirtualBox Security - Past Vulnerability 10+

> Box Escape: Discovering 10+ Vulnerabilities in VirtualBox & 2021 /Y conference

xtm > BREASARABAUE :

@ \irtualBox gyZ2td

@ HKESIER emulation device (backend)

@ CodeQL ¥ {UBYVRIEIE - HI0 memcpy BIZ2 £ 4 Guest BJ 1%

@ AFL++ {8 fuzzing

> BXINIE] 10+ EifE - EFREE{ESR exploit B

4 ﬁﬁ'ﬁ”ﬁlﬁﬁﬁﬁ\ backend £ VirtualBox ZRF&RV:REBIEF 2

n|:|
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https://conference.hitb.org/hitbsecconf2021ams/materials/D2T2%20-%20Discovering%2010+%20Vulnerabilities%20in%20Virtualbox%20-%20Chen%20Nan.pdf

Ring3 VBoxControl

VBoxSVC VirtualBoxVM VBoxService VBoxMRXNP

VBoxDisp VBoxGL:

Ring0
Ring0 .
OS Driver VBoxVideo
VMMRO VBoxMouse VBoxWddm
VBOXDDRO VBoxSF [ VeoxGuest |




$ VirtualBox

VirtualBox Security - Summary

Host Guest
Ring3 Ring3
g R3 Part of Emulation Devices [ VBoxControl
[VBOXSVC] L VirtualBoxVM J VBoxService | |  VBoxMRXNP
VBoxDisp VBoxGL:

Call the real hardware driver

Emulation Devices:|Guest does not require vbox drivers.
OS Driver | VBoxVideo |
ypervisor
[ VBoxNet: ALY General Communication Methods| | B 28HY device emulation AFHEZE7E
[ } [ (Usually Documented In Datasheet): | Guest ZZat Elfth driver » ifi Hi&EiB
VBoxDDRO VBoxDrv ] B |O:IN, OUT, REP IN,REP OUT oy
. 10O - DMA FhEEI B &l
RO Part of Emulation Devices # MMIO or DMA: MOV

B Special instructions: CPUID, INT, MSR, HyperCall, etc...
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VirtualBox

VirtualBox Security - Summary

38 device emulation BB T

Emulated Devices List:
Ring3 | @ Emulated motherboard chipset(PCI,PIT,PIC,HPET etc); o]
VBoxSV B Emulated VGA DeVice; VBoXxMRXNP |
{ @ Emulated NIC Device(E1000);
. . VBoxGL~ |
B Emulated Audio Controller Devices(HDA,SB16,ICHAC97);
B Emulated USB Controller Devices(OHCI,EHCI, XHCI):
Ring0 B Emulated Storage Controller Devices(AHCI,FDC,SCSI,NVME,ATA); _
VBoxVideo
B Emulated Serial Port Device;
VBoxNc i — VBoxWddm
[ VBoxDDRO J [ — . ” VBoxSF | VBoxGuest
HNET » AEa7E RO =5k
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$ VirtualBox

VirtualBox Security - Summary

Host Special Devices:|Guest needs vbox drivers.
| :
- Ring3
Ring3 R3 Part of Special Devices [ VBoxControl ]
[VBoxSVC] LVirtuaIBoxVM J  VBoxService VBoxMRXNP
T VBoxDisp 1 VBoxGL:
Special Communication Methods: s — I —
B (Usually without undocumented) Ring0
Al Special ioport. MMIO,DMA. , .
Custom communication:HGSMI,HGCM.FIFO [ OS Driver ] [ VBoxVideo
[ VBoxNet:- ‘ - TR x\Wddm 1
—= AT —LEAS 54T device FTAE = B IETE R3 El device f{ES) > i B o Dov
: . : ited Devices.
| VBoxDDRO Guest EELZILYETRAY driver » 2L device £ vbox 7T BHY -
RO Part of Special Dd -
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VirtualBox

VirtualBox Security - Summary

HEPRRY device emulation B BT

Special Devices List:
Ring3 || B Special Virtio Ethernet Device, rol |

\|

.1:,",11'11'» - 1 ‘ \ )

| VBoxSVC Special Virtio SCSI Device; VBoxMRXNP

~ Special VirtualKD Device;

_ , VBoxGL:
Special SVGA/3D Device.
Special VBVA Device.
Ring0 Special VMM Devi
pecia evice. VBoxVideo
< Special GIM Device.

VBoxNet:~ VBoxWddm

[ VBoxDDRO ] [ \/BoxDrv J [ VBoxSF ] ~ VBoxGuest
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VirtualBox

CTF Writeup - REBIRIR

8 B9 README 12# 7 :¥40AY:R AR » {F15 ¥ VirtualBox Exploit j2 B 2&E@ Ay A thEE

5F| ZREIRIR

> FTEHIT

%2 5V run.sh » F{UIR kernel EENRIARE - RSIEREEE

gemu-system-x86_64 —-cpu host \
—-Smp cores=2 \
——enable—-kvm \
-m 1G \
—nographic \
-monitor /dev/null \
—-drive file=system.img,if=virtio,cache=none,aio=native,discard=on, readonly=on \
-drive file=flag,if=virtio,cache=none,aio=native,format=raw,discard=on,readonly=on \
-drive file=flag,if=virtio,readonly # option for boot from snapshot
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$ VirtualBox

CTF Writeup - REBIRIR

b ABRAEERHAITHNIRIEEER
@ QEMU - Host

Ch
@ Linux kernel-1 - {izAY Host > flag #Z3EkfE LG

@ VirtualBox - Patched VM

@ Linux kernel-2 - [FHREIE

Linux Kernel (5.10.0-19)

» £ Linux kernel-2 FEARTEEL A root R » i
Q1R 2+ fullchain » BIiE:E2E R B EEFHZER

VirtualBox

Linux Kernel (5.10.0-19)
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VirtualBox

CTF Writeup - BEHIRIR

> Attachment RAEIZ{HIEZER system.img (QCOW?2) » EFEZEE Linux kernel-1 B
snapshot » ARZBLNE FHEIT AR ° MHEZUERARY run.sh

> EEATVA T

@ modprobe nbd - &} A network block device BY kernel module

@ gemu-nbd -c /dev/nbd0 system.img - #E#1& system.img 1£2Zl local NBD device /dev/nbd0

@ mount /dev/nbd0p1 <path> - #&; NBD device %l H &t <path>

@ umount path - &

@ gemu-nbd -d /dev/nbd0 - BXJHER /dev/nbd0 RYZELR
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S cat run.sh

= #!/bin/sh
VirtualBox o boweroft f e
mkdir /tmp/upper

mkdir /tmp/workdir

CTF Writeup - %Eiﬁiﬁ mount -t overlay -o rw, lowerdir=/root,upperdir=/tmp/upper,n

if [ -b /dev/vdc ]; then
VBoxManage snapshot VM restore VM

< runSh %%ﬂyé{tﬂgﬁﬂ?ﬁﬂﬁﬂzlg ’ EZIKJ:,%‘:}ﬁZEET}J\ \t:)oxheadless -s VM
overlayfs 1& » #11T VirtualBox 1% VM FEFEZR SERRTOTT =T

$ 1s —-all ./bin/Vx

Lrwxrwxrwx 1 root root 23 Nov 10 04:51 ->
: * E/] ; /\ ) n Lrwxrwxrwx 1 root root 23 Nov 10 04:51 ->
? V 't |B N b y :f E&fj\ /b / Llrwxrwxrwx 1 root root 23 Nov 10 04:51 =
Ir ua OX E E% Inar ; N o In Lrwxrwxrwx 1 root root 23 Nov 10 04:51 ->
Lrwxrwxrwx 1 root root 23 Nov 10 04:51 ->
Lrwxrwxrwx 1 root root 23 Nov 10 04:51 ->
- — . Lrwxrwxrwx 1 root root 23 Nov 10 04:51 ->
? '—I:I: _/rOOt ’EC ‘: ||!:I¥7J-Q% SnapShOt VM ” I lage Lrwxrwxrwx 1 root root 23 Nov 10 04:51 ->
Lrwxrwxrwx 1 root root 23 Nov 10 04:51 ->
Lrwxrwxrwx 1 root root 23 Nov 10 04:51 ->

10:03:32 JURELECUNELES) g

$ ls -al ./opt/VirtualBox/VBox.sh
-rwxr-xr-x 1 root root 4677 Oct 11 13:51 ./opt/VirtualBox/VBox.sh

S sudo 1ls —-al root
total 5b3bl

drwx—————- 4 root root 4096 Nov 10 O7:57

drwxr-xr-x 18 root root 4096 Nov 10 08:24 ..

AW e 1 root root 1278 Nov 10 08:03 .bash_history
-rw—-r——-r—— 1 root root 571 Apr 10 2021 .bashrc
drwx—————- 3 root root 4096 Nov 10 07:57 .config
-rw-r——-r—-— 1 root root 161 Jul 9 2019 .profile
AW 1 root root 1554 Nov 10 05:21 .viminfo
ARWXGEEEEt 3 root root 4096 Nov 10 07:57 'VirtualBox VMs'

-rw—-r——r—— 1 root root 57676288 Nov 10 07:57 vm.vdi
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VirtualBox

CTF Writeup - Debug If1%

2 &y VirtualBox-6.1.40 source code

2 Apply patch

> BER

@ ./configure --disable-libvpx --disable-libopus --build-libxml2 --disable-alsa --disable-pulse —

disable-docs --disable-hardening

> --disable-hardening &

@ F

=

] root AREEZLEER H &

)

E R EEP AN Btk

A

F s 4REE VirtualBox » configure 2E40TF

x binary FR] A

ITEEEIEHIT > B

2 VirtualBox E£2E17ZHY kernel module /dev/vboxdrv

> #ms= kernel module FFE 2 gcc-12
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https://download.virtualbox.org/virtualbox/6.1.40/VirtualBox-6.1.40.tar.bz2
https://www.virtualbox.org/wiki/Linux%20build%20instructions

VirtualBox

CTF Writeup - Debug If1%

> B
> B

24 /root/.config/VirtualBox/ ZI¥1 FERY B #%

2 /opt/VirtualBox/additions/VBoxGuestAdditions.iso Z ¥ FER) B #%

» cp etc/udev/rules.d/60-vboxdrv.rules /etc/udev/rules.d » E3¥f1% Host USB device %q
VirtualBox

@ 18R ANRITEYE I

KEFHEIF— B

@ Eif - udevadm control --reload-rules && udevadm trigger



$ VirtualBox

CTF Writeup - Debug If1%

> BHITHEZR1R EXIRIR output

ulf383# ./VBoxHeadless -s VM

Oracle VM VirtualBox Headless Interface 6.1.40
(C) 2008-2023 Oracle Corporation
All rights reserved.

Type Manifest File: /root/.config/VirtualBox/xpti.dat
nsNativeComponentlLoader: autoregistering begins.
nsNativeComponentLoader: autoregistering succeeded
NNCL: registering deferred (0)

N

P&

Starting virtual machine: 10%...20%...30%...40%...50%...60%...70%...80%...90%...100%
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ulf383# cat VBoxSVC.log
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.

000551
000553
000554
000555
000556
000557
000573
000579
000582
000711
000740
000743
000743
000744
002426
105909
106443
106809
108787
115899
116390
116427
116465
116599
116616
116625
116632
116641
116648
116658
116666
122792
126615
128008
139896

ERN!
NERTY
NERTY
main
NERTY
NERTY
main
NERTY
NERTY
main
NERTY
NERTY
main
NERTY
NERTY
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2
nspr-2

VirtualBox XPCOM Server 6.1.40 r154048 linux.amd64 (Mar 15 2023 15:54:35) release log
Log opened 2023-03-15T17:50:25.601010000Z
Build Type: debug
0S Product: Linux
0OS Release: 6.0.6-060006-generic
0S Version: #202210290932 SMP PREEMPT_DYNAMIC Sat Oct 29 09:37:56 UTC 2022
DMI Product Name: System Product Name
DMI Product Version: System Version
Firmware type: UEFI
Secure Boot: Disabled
Host RAM: 15845MB (15.4GB) total, 14396MB (14.0GB) available
Executable: /root/VirtualBox-6.1.40/out/linux.amd64/debug/bin/VBoxSVC
Process ID: 3665943
Package type: LINUX_64BITS_GENERIC (OSE)
IPC socket path: /tmp/.vbox-root-ipc/ipcd
VirtualBox: object creation starts
Home directory: '/root/.config/VirtualBox'
Loading settings file "/root/.config/VirtualBox/VirtualBox.xml" with version "1.12-linux"
Successfully initialised host USB using sysfs
HostDnsMonitor: initializing
NAT: resolv.conf: nameserver 127.0.0.53
NAT: resolv.conf: dignoring "options edns® trust-ad"
HostDnsMonitor: updating information
HostDnsMonitor: old information
no server entries
no domain set
no search string entries
HostDnsMonitor: new information
server 1: 127.0.0.53
domain:
search string 1:
VD: VDInit finished with VINF_SUCCESS
Loading settings file "/root/VirtualBox VMs/VM/VM.vbox" with version "1.16-1linux"
VirtualBox: object created
Saving settings file "/root/VirtualBox VMs/VM/VM.vbox" with version "1.16-linux"



VirtualBox

CTF Writeup - Debug If1%

b BT LeEE Billy » 217 LR ER]BETE console » 5% F VM UART 7% console E[@ &
tcp » 7A1%& FH socket FIE output ENT]

VBoxManage modifyvm VM ——{IEIgil 0x3f8 4
VBoxManage modifyvm VM —-[JEIgimodel tcpserver 1234

&— Freadme 6 s -al

1ls -al
total 8
‘EE}J}CA drwxr-xr-x 13 root 0 320 Mar 15 17:54 .
\
uartﬁﬁg H< drwxr-xr-x 13 root 0 320 Mar 15 17:54 ..
—rW——————-— 1 root 0] 7 Mar 15 17:54 .ash_history
drwxr—-xr-x 2 root 0] 1900 Nov 7 14:12 bin
/7 ] \X];E HI] T=] drwxr-xr-x 4 root 0 1900 Mar 15 17:50 dev
\ ?a:
{IJ\D L Vm COnSOIe drwxr—-xr-x 3 root 0] 140 Nov 7 14:12 etc
BUtC drwxr—-xr-x 3 root 0] 60 Nov 7 14:12 home
x p -FrWXr—=Xr-—X 1l root 0] 405 Nov 7 14:20 1nit
drwxr—-xr-x 3 root 0] 60 Nov 7 14:12 11b
Lrwx rwxrwx 1 root 0 11 Nov 7 14:12 linuxrc -> bin/busybox
=Y H dr-xr-xr-x 98 root 0 ® Mar 15 17:50 proc
oy, = Eftf'console
— <N drwx------ 2 root 0] 60 Nov 7 14:12 root
drwxr—-xr-x 2 root 0] 1480 Nov 7 14:12 sbin
o [P =5l =5 =51 13 root 0] @ Mar 15 17:50 sys
. I . - - .
gL“ =] tt@ﬁgﬁga I]E‘Z drwxrwxrwt 2 root 0 40 Mar 15 17:50 tmp
~ AE I drwxr—-xr-x 4 root 0] 89 Nov 7 14:12 usr

/ #
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VirtualBox

CTF Writeup - Debug If1%
> BEEEERESE VM ER/ - SEE 0 FEFZER

» 1. Shared folder —>

@ ./NNBoxManage sharedfolder add VM -name MyShare -hostpath /root/shared

@ mount -t vboxsf MyShare /tmp

@ FHaRMS

/ # mount -t vboxsf MyShare /tmp
mount -t vboxsf MyShare /tmp

mount: mounting MyShare on /tmp failed: No such device
A
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$ VirtualBox

CTF Writeup - Debug If1%

» 2. mount virtualbox disk image (VDI) - {5 &4

@ ./vboximg-mount -i ef48af18-e604-463a-8244-90f0ca5d8518 -0 allow_root vbox_sysdisk

> vhdd - 21 harddisk

> vol0 - &0

1 . ulf383# ./vboximg-mount -i ef48af18-e604-4632a-8244-90f0ca5d8518 -o allow_root vbox_sysdisk
@ mount vbox_sysdisk/vol0 vttt et ot

Type Manifest File: /root/wcenfig/VartualBox/ptivdat
nsNativeComponentLoader: autoregistering begins.
nsNativeComponentLoader: autoregistering succeeded

ulf383# ./vboximg-mount --list NnNCL: registering deferred (0)

Type Manitest Titer—/root/~contig/VirtualBox/xpti.dat u1f383# cd vbox_sysdisk
nsNativeComponentLoader: autoregistering begins. ulf383# 1ls -al
nsNativeComponentLoader: autoregistering succeeded total 56352
NNCL: registering deferred (0) drwxr-xr-x 2 root root © Jan 1 1970 .
_________________________________________________________________ drwxr-xr-x 16 root root 20480 Mar 16 03:33 ..
) -rw-r--r--— 1 nobody nogroup 1073741824 Mar 16 03:34 vhdd
VM: VM Wi==(f==(f== 1L [faEEht root ® Mar 15 17:26 vm.vdi -> /root/vm.vdi

UUID: Gaf7cabc-c5ed-4371-99b8-529d630131f5 -rw-rw-rw—- 1 root root 1072693248 Jan 1 1970 volo

ulf383# file volo
Image: vm . vdA volO: writable, executable, regular file, no read permission

UUID: ef48af18-e604-463a-8244-90f0ca5d8518 ulf383# file vhdd
vhdd: executable, regular file, no read permission
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$ VirtualBox

CTF Writeup - Debug If1%

» 2. mount virtualbox disk image (VDI) - {554

@ remount BIERENA KT 2.7

ulf383# 1ls —-al /mnt/init.img ulf383# umount /mnt

-rw-r--r-- 1 root root 1607516 Nov 7 14:21 /mnt/init.img ulf383# mount /root/VirtualBox-6.1.40/out/linux.amd64/debug/bin/vb:
ulf383# rm /mnt/init.img ulf383# 1ls -al /mnt/init.img

ulf383# ls —-al /mnt/init.img -rw-r—-—-r-— 1 root root 1607516 Nov 7 14:21 /mnt/init.img

ls: canngt access '/mnt/init.img': No such file or directo ulf383# I
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VirtualBox

CTF Writeup - Debug If1%

» 3. TCP + baseb4 3% - GOOD

@ E—A% E1E exploit ) remote —1&

@ —REBAKREEXNRANEIHIEZ

]

def upload(fname, data):
enc_data = b64encode(data) .decode()
enc_LlL = len(enc_data)
fname = path.basename(fname)

r.sendline(f )

sleep( )

for 1 in range(0, enc_1l, step):
print(f )
r.sendline(f
sleep( )

r.sendline(f

fname = argv[1]
data = open(argv([l1l], ) .read()
upload(fname, data)

r.close()
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VirtualBox

CTF Writeup - Debug If1%

p HAEFEEREEZELA] kernel module » FE—BIBE 1 iE—1

@ Debian FrZ~ - 11.5.0 (Bullseye)

@ Kernel IRZs - Linux/x86 5.10.149 Kernel

@ BUILD_SALT - 5.10.0-19-amd64

® P.S. CONFIG BUILD SALT 5E 5.10.149 E2EEAZ » 252 EIUA

it http://security.debian.org/pool/updates/main/I/linux/ T &

» 222 Debian EIEFM » 1% config &% source code & 4R:E

117

_\\u

i =

—

—
-

8 1H[E iR ZANHY VM

92 5.10.0 kR kernel

S ERY deb

olelplile


http://security.debian.org/pool/updates/main/l/linux/
https://debian-handbook.info/browse/zh-TW/stable/sect.kernel-compilation.html

VirtualBox

CTF Writeup - Debug If1%

> {£F3 syzkaller create-image.sh Z4HRY EXT4 filesystem » 2 EHIzIFEEH

@ fEER— ~ AmszfTiX A Zl Debian Y certs.pem

> fRE 1 2% stack overflow X &=

@ fHE=_ ~ booting B AZRIPI LA mount BY FS

> fEYE : $Hz% Debian I EXT4 #5325 module » 2ARY built-in B8]

@ #552= - sd (SCSI disk driver) B sr (SCSI CDROM driver) %A Z

> EMRERE  BUEET - EEMEIR SCSI driver th#REZRY built-in
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https://github.com/google/syzkaller/blob/master/tools/create-image.sh
https://stackoverflow.com/questions/67670169/compiling-kernel-gives-error-no-rule-to-make-target-debian-certs-debian-uefi-ce/68923002#68923002

VirtualBox

CTF Writeup - Debug If1%
> EIMERMEMSE

@ Eil— » HiEETEEx config BY VM > B3 source list 18 T 2= ¥ & linux-header

> Kernel IRAAE] » X AZIE1EBY header

@ Bl - ERIEHEMZH header BEEX

> CONFIG BUILD SALT R[F » F45E A

@ Eil= - CONFIG_MODULE_FORCE_LOAD=y #&ft insmod -f <module>

>
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https://wiki.debian.org/SourcesList

VirtualBox

CTF Writeup - Debug If1%
P Bx1825IR/R7NE—/EM Linux kernel &R B 4Ra=IR1RE > header file th FE(4F » RILAE K

452 kernel module

> BRI EIEBERNMZE A cloud 2RI QCOW2 18 » Rt AT EHE CHmaE

kernel

7.|

@ BEERY /etc/fstab IE root B ro » FIREEE:E

#! /bin/bash
wget https://cloud.debian.org/images/cloud/bullseye/20221020-1174/debian-11-nocloud-amd64-20221020-1174.qcow2 -0 root.img

gemu-system-x86_64 -hda -cpu host --enable-kvm -m 1G --nographic
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https://cloud.debian.org/images/cloud/bullseye/

VirtualBox

CTF Writeup - Debug If1%

iz -

@ 5.10.0-19-amd64 B9 VM B &E4R5E kernel module

t"

b ERAL

@ %38 9pfs £ Host Bk FEX4F kernel module

@ ERZABEIE kernel module %%l CHAL-VM

@ 7£ CHAL-VM #1147 insmod <kernel module> > i #1T&GE% BRIFRER,

/tmp # ls -al

ls -al
total 256
drwxrwxrwt 2 root 0] 80 Nov 10 08:19 .
drwxr—-xr—x 13 root 0] 320 Nov 10 08:20 ..
—rWXr—Xr—X 1 root 0] 17512 Nov 10 08:09 exp

0 239512 Nov 10 08:20 test.ko

—“rwXr—Xr—x 1 root
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$ VirtualBox
CTF Writeup - Patch

2 Patch £ IEM component FF#1% 7 (&

emulating function

> E—EPD © ¥E opcode

instruction » 9'Bll& ReadTable DAK WriteTable

> 7 instruction map P T M1E

diff -Naur VirtualBox-6.1.40/src/VBox/VMM/VMMALLl/IEMAllInstructionsTwoByte@f.cpp.h Chall/src/VBox/VMM/VMMALl/IEMAllInstructi
——— VirtualBox-6.1.40/src/VBox/VMM/VMMA1ll/IEMAllInstTructionsTwobyteuT.Cpp.n 2022-10-11 21:51:55.000000000 +0800

+++ Chall/src/VBox/VMM/VMMALl/IEMAllInstructionsTwoByte@f.cpp.h 2022-11-02 16:18:35.752320732 +0800

@@ -9539,9 +9539,9 @@

/* 0x22 %/ 1iemOp_mov_Cd_Rd, iemOp_mov_Cd_Rd, iemOp_mov_Cd_Rd, iemOp_mov_Cd_Rd,
/* 0x23 %/ 1iemOp_mov_Dd_Rd, iemOp_mov_Dd_Rd, iemOp_mov_Dd_Rd, iemOp_mov_Dd_Rd,
/* 0x24 %/ 1emOp_mov_Rd_Td, iemOp_mov_Rd_Td, iemOp_mov_Rd_Td, iemOp_mov_Rd_Td,
— /* 0x25 %/ 1emOp_Invalid, iemOp_Invalid, iemOp_Invalid, iemOp_Invalid,
+ /* Ox25 %/ 1iemOp_ReadTable, iamNn_ Tnualsid iamin_ Tnuvalsd iemOp_Invalid,
/* 0x26 */ 1emOp_mov_Td_Rd, . . ey iemOp_mov_Td_Rd,
- /* Ox27 */ | 1iemOp_Invalid, fﬁﬁﬂiﬂ"] d@Vlce emUIat|0n E"J;EEQH-F iemOp_Invalid,
+ /* 0x27 *x/ | iemOp_WriteTable, S — - iemOp_Invalid,
/* 0x28 */ 1emOp_movaps_Vps_Wps, iemOp_movapd_Vpd_Wpd, iemOp_InvalidNeedRM, iemOp_InvalidNeedRM,
/* 0x29 %/ 1emOp_movaps_Wps_Vps, iemOp_movapd_Wpd_Vpd, iemOp_InvalidNeedRM, iemOp_InvalidNeedRM,
/* 0x2a */ 1emOp_cvtpi2ps_Vps_Qpi, iemOp_cvtpi2pd_Vpd_Qpi, iemOp_cvtsi2ss_Vss_Ey, iemOp_cvtsi2sd_Vsd_Ey,
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VirtualBox

CTF Writeup - Patch

> 28 ¥ . EFs opcode

P T3 J ReadTable LAK WriteTable BY1T4

@ ReadTlable

’

H

@ WriteTable : 45

—{

—{

iIndex -

iIndex >

R
=L

=]

==
(] \\%‘

=2 Table[ ] BY element

454
<~al

E;Sz

Table[ ] BY element

@ RBX /¥ index > RAX T E ASk:EZIE

> EPY index RJ$E

B FiE4aiR Ry OOR iR OOW

123

diff -Naur VirtualBox-6.1.40/src/VBox/VMM/VMMA1l/IEMAllInstructions.cpp.h Chall/st
——= VirtualBox-6.1.40/src/VBox/VMM/VMMAL1l/IEMAllInstructions.cpp.h 2022-10-11 -
+++ Chall/src/VBox/VMM/VMMAL1l/IEMAllInstructions.cpp.h 2022-11-02 19:18:19.196674:
@@ -20,7 +20,7 @@

* Global Variables *
sokokorokkskskk kR Rk skokkokokokskskskokokokakskskskskokokokokskskskskokokokokskskokokokokokskskskskokokokskskskskskkokokskskskkokokokokokskokokok /
extern const PFNIEMOP g_apfnOneByteMap[256]; /* not static since we need to forw:
+static uint64_t Table[0x10];

#ifdef _MSC_VER

# pragma warning(push)

# pragma warning(disable: 4702) /x Unreachable code like return in iemOp_Grp6_11¢
@@ -538,6 +538,40 @@

return IEMOP_RAISE_INVALID_OPCODE();

+FNIEMOP_DEF (iemOp_ReadTable)

+{

+ if (pVCpu->iem.s.enmCpuMode == IEMMODE_64BIT && pVCpu->iem.s.uCpl == )
+ {

4 IEM_MC_BEGIN(Q, 2);

4 IEM_MC_LOCAL (uint64_t, u64Idx);

4 IEM_MC_FETCH_GREG_U64(u64Idx, X86_GREG_xBX) ;

o+ IEM_MC_LOCAL_CONST (uint64_t, u64Value,/*=x/ Table[u64Idx]);
4 IEM_MC_STORE_GREG_U64 (X86_GREG_xAX, u64Value);

4 IEM_MC_ADVANCE_RIP();

4 IEM_MC_END();

+ return VINF_SUCCESS;

+ }

+ return IEMOP_RAISE_INVALID_OPCODE();

+}

-

+
+FNIEMOP_DEF(iemOp_WriteTable)
it
if (pVCpu->iem.s.enmCpuMode == IEMMODE_64BIT && pVCpu->iem.s.uCpl == 0 )
{
IEM_MC_BEGIN(Q, 2);
IEM_MC_LOCAL (uint64_t, u64Idx);
IEM_MC_FETCH_GREG_U64(u64Idx, X86_GREG_XBX);
IEM_MC_LOCAL (uint64_t, u64Value);
IEM_MC_FETCH_GREG_U64(u64Value, X86_GREG_XAX);
Table [u64Idx| = u64Value;
IEM_MC_ADVANCE_RIP();
IEM_MC_END();
return VINF_SUCCESS;
+
return IEMOP_RAISE_INVALID OPCODE();

+ + + + + + + + + + + + +

+
pd

+
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FNIEMOP DEF (iemOp ReadTable)

{
1f (pVCpu->iem.s.enmCpuMode == IEMMODE 64BIT && pVCpu->iem.s.uCpl == 0 )
{

IEM MC BEGIN(O0, 2); // prologue, s—1fE@ arg #{&, F_{E=F local var =
IEM MC LOCAL(uint64 t, u64Idx);
// idx = [rbx]
IEM MC FETCH GREG U64(u64Idx, X86 GREG xBX);
// tmp = table[idx]
IEM MC LOCAL CONST(uint64 t, u64Value,/*=*/ Table[u64Idx]);

// [rax] = tmp
IEM MC STORE GREG U64(X86 GREG xAX, u64Value);
// i RIP » NERHITAID
IEM MC ADVANCE RIP();
IEM MC END(); // epologue
return VINF SUCCESS;
}
// error

return IEMOP RAISE INVALID OPCODE();

ReadTable opcode
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> BIEIRE :

® HM (Hardware Acceleration Manager) - FAREREHNR 2R #1T

@ |EM (Instruction Decoding and Emulation Manager) - EXBet& 5t 8117/ V280 HEER Guest 123,
hE

> IRMBES A & > VirtualBox TEEXE{ER HM » it —L15% FE{EH IEM
> [ERE : BEEFEEER HM BIER F > $1172 IEM B opcode function ?

@ ANS : ¥ —LElE R
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» MMIO (Memory mapping I/0) BY#Hl 7] LAZE Host = #E0Y device mapping £l Guest HY
5028 » 3 kernel FIAEZFHIGD|E22R X1 device FIE R

» EPT misconfiguration - 7£ translating GPA B » $ZIfJ EPT entry B2 B IEFE S 18

@ 7£iRIE EPT misconfig FTERRY VM-Exit 5 » B2V EEIREIB rIsE= A MMIO 7 E~-

Might also be interesting to see if we can get this done more or
less locklessly inside IOM. Need to consider the lookup table
updating and use a bit more carefully first (or do all updates via
rendezvous)
rcStrict = |PGMROTrap@eHandlerNPMisconfig(pVM, pVCpu, PGMMODE_EPT, CPUI
Log4Func(("At %#RGp RIP=%#RX64 rc=%Rrc\n", GCPhys, pCtx->rip, VBOXSTR:
if rcStrict == VINF_SUCCESS
|| rcStrict == VERR_PAGE_TABLE_NOT_PRESENT
| | reStrict == VERR_PAGE_NOT_PRESENT

Successfully handled MMIO operatlon
ASMATOIMLICTU00 4(apvCpu .S.1CL nged, HM_CHANGED_GUEST_RIP |
| HM_CHANGED_GUEST_APIC_’
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> B - KVM B9EE » 18 bits 2:0 5% & FX 0b110 FLEEEFEXFE A& EE EPT misconfig

> AE - EANERIRE] 110b [EEfE3X EPT misconfig

@ 110b 2 5llZ XWR bits

> X P| €PT PTE:
V Ignored Rsvd. Physical address of 4KB page U Al MT X\wW 4KB
E T page

void kvm_mmu_set_ept_masks(bool has_ad_bits, bool has_exec_only) 28.2.3.1 EPT Misconfigurations
{

AN EPT misconfiguration occurs if any of the following is identified while translating a guest-physical address:

e The value of bits 2:0 of an EPT paging-structure entry is either 010b (write-only) of 110b (write/execute).

v A b SR GRS ARG GERERIE L e VB @ i 250 e The value of bits 2:0 of an EPT paging-structure entry is 100b (execute-only) and this value is not supported

* of an EPT paging-structure entry is 110b (write/execute).

by the logical processor. Software should read the VMX capability MSR 1A32_VMX_EPT_VPID_CAP to determine
whether this value is supported (see_Appendix A.10).

kvm_mmu_set_mmio_spte_mask(VMX_EPT_MISCONFIG_WX_VALUE,
VMX_EPT_RWX_MASK, 0); e The value of bits 2:0 of an EPT paging-structure entry is not 000b (the entry is present) and one of the

} following holds:
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FEZATE VirtualBox B EIAE MMIO page s ERNE &2 EPT misconfig » (BEEAEE
EARAZRF 2 H MMIO page Y function

Z

H

|
| 8

typedef struct EPTPTEBITS

{
9 - Present bit.

 @remarks This is a convenience "misnomer". Th

v DECLINLINE(void) PGM_BTH_NAME(SyncHandlerPte) (PVMCC pVM, PCPGMPAGE pPage, uint64_t fPte

% and the CPU will consider an entry w. {
* as present. Since all our valid ent "rs
* be used as a present_indicator and 3 LogFlow( ("SyncHandlerPte: MMIO page —> invalid \n"));
RT_GCC_EXTENSION uint64_t|ulPresent : 1; v # if PGM_SHW TYPE == PGM_TYPE_EPT
1= LTI (o | 25.2.3.1: Reserved physical address bit —> EPT Misconfiguration (exit 49)
RT_GCC_EXTENSTON uint64_t|ulWrite : 1; oPteDst—>u = pVM—>pgm. s.HCPhysInvMmioPq:
RT_Gic:E)E(?E;LSIEZSliiﬁié;l_t ulExecute L1 25.2.3.1: bits 2:0 = 010b —> EPT Misconfiguration (exit 49)
5:3 - EPT Memory Type. MBZ TOr non—-Lear noae. pPteDst->n.ulPresent = 0;
RT_GCC_EXTENSION uint64_t u3EMT . 3; pPteDst-—>n.ulWrite = 1;
6 — Ignore PAT memory type pPteDst—>n.ulExecute = 0;
RT_GCC_EXTENSION uint64_t ulIgnorePAT 15 25.2.3.1: leaf && 2:0 != 0 && u3Emt in {2, 3, 7} —> EPT Misconfiguration
11:7 - Available for software. pPteDst—>n.u3EMT = 7;
RT_GCC_EXTENSION uint64_t uS5Available 1 Bk v # ilee

51:12 - Physical address of page. Restricted
* address width of the cpu.

RT_GCC_EXTENSION uint64_t u40PhysAddr : 40;
63:52 - Available for software.
RT_GCC_EXTENSION uint64_t ul2Available . alr

Y FPTPTFRTTS:
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» MMIO By callback handler & iomMmioPfHandlerNew

@ iomMmioCommonPfHandlerNew

>

IEMEXxecOne -

N

instruction ZEVER VM-Exit » AL B IZ&E %5317 instruction 2R EIE

> cat /proc/iomem EFHBMILE MMIO HZEE

fOOOO000-fOO1lffff : 1000

fO400000-fO7TFffff :
fO800000-fO803fff
fO804000-fO805Fff

fecOOOOO-fecOOfff :

fecOOOOO-fecOO3ff

fee®OOOO-fee®Offf :

fee®OOOO-fee®Offf :

fffcoooo-ffFfffff :
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0000:00:04.0
0000:00:04.0
0P000:00:0d.0
Reserved
TOAPIC O
Local APIC
Reserved
Reserved

e
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P GUEST: mov gword ptr[fO00 0000], rax —> MMIO

» HOST: &t 1T “mov gword ptr[f000 0000], rax”

@ GUEST fthAZ& f000 0000 & device » {Bfth 2 Host &1 3R A

fOOOOOOO-fOO1ffff : elOO0
fO400000-fO7fffff : 0000:00:04.0
fO80OOOO-TfO8O3fff : 0OOO:00:04.0
fO804000-fO8O5Fff : 0000:00:0d.0
fecOOOOO0-fecOOfff : Reserved
fecOOOO00-fecOO3ff : IOAPIC 0
fee0O000-fee®Offf : Local APIC
fee®0O00-fee®Offf : Reserved
fffc@@@ﬂ—ffffffff : Reserved
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> 1 kernel space FJLAZBBIFNY ioremap $Z2II—1IR virtual address BY mapping » 184875
B12{F pointer FEEE ¥ E1000 17EX

@ ioremap(phys_addr, size)

» Device @B CH register » i54E regi