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Overview
Socket Programming

nt main() ™
malin

int sockfd;

uct sockaddr_in saddr;
ruct sockaddr_in caddr;
char buf[0x10];

sockfd;
struct sockaddr_in addr;
char buf[0x10];
sockfd = socket(AF_INET, SOCK_STREAM, 0);

sockfd = socket(AF _INET, SOCK STREAM, 0);
saddr.sin_family = AF_INET;

saddr.sin_port = htons(1234); . :
saddr.sin_addr.s_addr = htonl(INADDR_ANY); addr.sin_family = AF_INET;
addr.sin_port = htons(1234);
bind(sockfd, (struct sockaddrx)&saddr, sizec

listen(sockfd, 1);

inet_pton(AF_INET, "127.0.0.1", &addr.sin_addr);

- e \ connect(sockfd, (struct sockaddrk)&addr, sizeof(addr));
uint len = sizeof(caddr);
int client = accept(sockfd, (struct sockaddrx)&caddr, &len);

write(sockfd, buf, sizeof(buf));

read(client, buf, sizeof(buf)); read(sockfd, buf, sizeof(buf));

write(client, buf, sizeof(buf));

close(sockfd);
return 0:

close(client);
close(sockfd);
return 0;

Server Client
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sys socket

* int socket(int family, int type, int protocol);



Overview
sys socket

* int socket(int family, int type, int protocol);

o [T type & family

#define AF_UNSPE(
#define AF_UNIX
#define AF LOCAL
#define AF_INI

#deftine AF XDP
#define AF MCTP

#define AF MAX

enum sock type {
SOCK_STREAM
SOCK_DGRAM

SOCK_RAW
SOCK_RDM

SOCK_SEQPACKET
SOCK_DCCP

SOCK_PACKET

Type

10,

=¥




Overview
sys socket

struct socket

* int socket(int family, int type, int protocol);
o [HE type & family
e sock_alloc()

e inode = alloc_inode()

* Inode->I_op = &sockfs_Inode_ops; l

sockfs_inode_ops

struct socket alloc



Overview

sys socket

* int socket(int family, int type, int protocol);

« }BE type & family

e sock_alloc()

neh+1
o EIE

5y, “net-pf-<family>“ kernel module

if (rcu_access_pointer(net_families[family]) == NULL)

request_module("net-pf-%d", family);

\4

“call_modprobe()

v

/sbin/modprobe -q -- module_name




Overview
SyS_SOCket pf = - (net_families[family]);

err = pf->create(net, sock, protocol, kern);

* int socket(int family, int type, int protocol); ‘sock_register()
* RE type & family
e “sock_alloc() - :

- EFE A “net-pf-<family>“ kernel module

o [FOUEIFE family AY initializer

\4

#0481E socket
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‘sock_alloc_file()

struct file
- ]

Overview
sys socket

* int socket(int family, int type, int protocol);

e Bind socket file Zl| fd |

struct socket

e newfile = sock_alloc_file()

o Install newfile to fd table
sock file

\
socket_file_ops

11
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sys socket

o Family initializer (LA AF_INET Z{5l)

A
e 1@& protocol _
IPPROTO_IP = 0,
#define IPPROTO IP

IPPROTO_ICMP = 1,

#define IPPROTO RAW IPPROTO RAW
IPPROTO_MPTCP = 262,

#define IPPROTO MPTCP
IPPROTO_MAX

};

Protocol

12
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sys socket

o Family initializer (LA AF_INET Z{5l)

» 1&& protocol

if (++try_loading_module == 1)
request_module("net-pf-S%d-proto-%d-type—-%d",

. %EﬁﬁA%\jﬁg fam”y-type-prgtocgl E/\J PF_INET, protocol, sock->type);
kernel module :

else
request_module("net-pf-S%d-proto—%d",
F INET, protocol);

025 51

13



1. % type

Overview
sys socket

« Family initializer (LA AF_INET Z{5l)

o fiEE protocol struct inet_protosw
Type ops
o EFEAEIE family-type-protocol A protocol 2. # protocol
kernel module oot

 HV1S¥1FE type-protocol B operation table Struct profo_ops

sendmsg
o [EE type PIEEE A 2l protocol,
e.g. SOCK_DGRAM & IPPROTO_{UDPICMP} L,

Protocol ops

struct proto

14



'sk_prot_alloc()

Overview

sys_socket
+ Family initializer (A AF_INET ) S sos
» 'sk_alloc() e bt

skc_prot

» ‘sk_prot_alloc()’ 1% prot->slab

sock object

v
connect

struct inet sock

15
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sys socket
“1{--- skc_state =.:I:CP_CLOSE
« Family initializer (LA AF_INET Z51)) g sko_refont = 1
e sk_alloc()
: %}ngﬁ”ﬂ: SOCk E TCP_ESTABLISHED = 1,
E TCP_SYN_SENT,
« —RURHY socket state 2 CLOSE TCP_SYN_RECV,

TCP_CLOSE,

TCP_NEW_SYN_RECV,
TCP_MAX_STATES

16
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sys socket

o Family initializer (LA AF_INET Z{5l)

e sk _alloc()

o #951L sock

e sk->sk_prot->init() protocol init sock

17

if (sk->sk prot->init) {
err = sk->sk prot=>init(sk);
1T (err
sk_common_release(sk);
goto out;

skc_prot

struct proto tcp_prot = {

- Name
. OWNner

.1nit = tcp_v4_init_sock,
.destroy = tcp_v4_destroy_sock,




void tcp_init_sock(struct sock *sk)

{
struct inet_connection_sock *icsk = inet_csk(sk);
struct tcp_sock xtp = tcp_sk(sk);

(!::,) i
tp->out_of_order_queue = RB_ROOT;

sk=>tcp_rtx_queue = RB_ROOT;
Sys—soc ket tcp_init_x)r;ititlijme rs(sk);

INIT_LIST_HEAD(&tp—>tsq_node);
INIT_LIST_HEAD(&tp—>tsorted_sent_queue);

. R . icsk—>icsk_rto = TCP_TIMEOUT_INIT;

» Protocol initializer (LA TCP A1{5l)) Lesk->icsk_rto_in = TC_KT0NIN
icsk—>icsk_delack_max = ur [[LﬁE%_M&W;
tp—>mdev_us = jiffies_to_usecs(TCP_TIMEOUT_INIT);

minmax_reset (&tp—>rtt_min, tcp_jiffies32, ~0U);

e [1] ¥J481LEL TCP E4R BRI E R
[2] 'icsk->icsk_af_ops = &ipv4_specific;

struct inet_connection_sock_af_ops ipv4_specific

.queue_xmit = 1p_queue_xmit,
. . send_check = tcp_v4_send_check,
* TCP connection callback handler rebuild_header = inet_sk_rebuild_header,

.Sk_rx_dst_set = inet_sk_rx_dst_set,

. conn_request = tcp_v4_conn_request,
.Ssyn_recv_sock = tcp v4 syn recv_sock,
.net_header_len = sizeof(struct iphdr),
.setsockopt = ip_setsockopt,

.getsockopt = 1ip_getsockopt,

.addr2sockaddr = inet_csk_addr2sockaddr,
.sockaddr_1len sizeof(struct sockaddr _in),
.mtu_reduced tcp_v4_mtu_reduced,

2]
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sys socket

Family I

Type SOCK STREAM SOCK DGRAM IIl

Protocol IPPROTO_ICMP IPPROTO_UDP IPPROTO_TCP |I|

19



Overview
sys socket >

—*>| socket_file_ops

fd table

struct proto_ops

4—
struct file
- ]

struct socket

sendmsg struct socket_alloc

ops for Protocol
(tcp_prot, udp_prot, ...)

struct proto <

connect

struct sock

struct inet sock

ops for Type (inet_stream_ops, jnet_dgram_ops, ...)




Overview
sys bind

* int bind(int sockfd, const struct sockaddr *addr, socklen_t addrlen);

21



Overview
sys_bind

* int bind(int sockfd, const struct sockaddr *addr, socklen_t addrlen);

static struct socket xsockfd_lookup_light(int fd, int xerr, int *fput_needed)

 sockfd_lookup_light() {

struct fd f = fdget(fd);
struct socket xsock;

° ‘fdget()\ ’géla\ file sock = sock_from_file(f.file);

xfput_needed = f.flags & FDPUT_FPUT;

return sock;
:
e Call sock->ops->bind() o

» ‘sock_from_file() & socket

* [ype bind handler l

struct proto_ops

22



Overview
sys_bind

» Type bind handler (A inet_stream_ops Zu )

» [1] 2R A protocol bind handler Fi,FH if (sk->sk_prot-sbind) {

] return sk->sk prot->bind(sk, uaddr, addr_len);
(sk->sk_prot->bind)
[1]

 [2] @& socket ARR&E T A TCP_CLOSE

err = -E1INVAL;
if (sk->sk_state != TCP_CLOSE || inet->inet_num)
goto out_release_sock;

o [3] EE3ff address £ port

inet->1inet_sport
inet->1inet daddr

inet->inet_dport
sk_dst_reset(sk);
err = 0;

23



Overview
sys_listen

* Int listen(int sockfd, int backlogQ);

24



Overview
sys_listen

* Int listen(int sockfd, int backlogQ);

e sockfd_lookup_light()

int __sys_listen(int fd, int backlog)
{

° Ca” \Scck_>ops_>|isten()\ struct socket xsock:

int err, fput_needed;

® Type Iisten handler sock = sockfd_lookup_light(fd, &err, &fput_needed);

err = READ_ONCE (sock->ops)->listen(sock, backlog);
fput_light(sock->file, fput_needed);

return err;

25



setsockopt(TCP_ULP)

Overview

sys_listen l
TLS, MPTCP, ...
(ULP)
* [ype listen handler Top

 [1] Take sock ownership

® [2] LISTEN mOde %}ngﬁ,ft int inet csk listen_start(struct sock *sk)

{

struct inet_connection_sock xicsk = inet_csk(sk);
struct inet_sock xinet = inet_sk(sk);

* Allocate accept queue int err;

° Upda-te State .tO LISTEN err = inet_ulp_can_listen(sk);

reqsk_queue_alloc(&icsk—->icsk_accept_queue);

¢ [3] Release SOCk OwnerSh|p inet_sk_state_store(sk, TCP_LISTEN);

retﬁfnlb;
[2]

26



Overview
Sys_accept

e Int accept(int sockfd, struct sockaddr *_Nullable restrict addr, socklen_t
*_Nullable restrict addrlen);

27



Overview
sys_accept

e Int accept(int sockfd, struct sockaddr *_Nullable restrict addr, socklen_t
*_Nullable restrict addrlen);

* newfile = do_accept()

struct file xdo_accept(struct file *file, unsigned file_flags,
struct sockaddr __user xupeer_sockaddr,
int __user xupeer_addrlen, int flags)

. DHECETHY socket, file object {

struct socket *sock, *newsock;
struct file xnewfile;

int err, len;

struct sockaddr_storage address;

o« #7E parent socket By type, ops, ...

sock = sock_from_file(file);
newsock = sock _alloc();

\ \ = READ_ONCE (sock- );
e Call sock->ops->accept()
newsock—->0ps = o0ps;

newfile = sock_alloc_file(newsock, flags, sock—->sk->sk_prot_creator->name);

o Type aCCept handler err = ops—>accept(sock, newsock, sock—>file->f_flags | file_flags,

false);

28



Overview
sys_accept

e Int accept(int sockfd, struct sockaddr *_Nullable restrict addr, socklen_t
*_Nullable restrict addrlen);

e |nstall newfile to fd table

newfd = get_unused_fd_flags(flags);

newfile = do_accept(file, @, upeer_sockaddr, upeer_addrlen,
flags);

fd_install(newfd, newfile);

29



Overview
Sys_accept

* [ype accept handler

\

e Call sk->sk_prot->accept()

* Protocol accept handler

int inet_accept(struct socket xsock, struct socket xnewsock, int flags,
bool kern)

{

® Ta.ke SOCk OWnerShip struct sock *xskl = sock—>sk, *sk2;

int err = —-EINVAL;

\

sk2 = READ_ONCE(skl->sk_prot)->accept(skl, flags, &err, kern);

® _i net_accept()\ lock_sock(sk2);

__inet_accept(sock, newsock, sk2);
release_sock(sk2);

 Release sock ownership | rewm o

30



Overview
sys_accept

* [ype accept handler

inet_accept()
e Bind new sock to new socket

e Set new socket state to CONNECTED

void __inet_accept(struct socket xsock, struct socket xnewsock, struct sock xnewsk)

{

sock_graft(newsk, newsock);
newsock->state = SS CONNECTED;

}

31



Overview
sys_accept

« Protocol accept handler (JA tcp_prot Z45l)

struct sock xinet_csk_accept(struct sock sk, int flags, int xerr

o *EAEE State %@% LISTEN { struct inet_connection_sock *xicsk = inet_csk(sk);

struct request_sock_queue *xqueue = &icsk—>icsk_accept_queue;
struct request_sock xreq;
struct sock xnewsk;

 Walit for connection

if (sk—->sk_state !'= TCP_LISTEN)

 Get new sock object from connection request

if (reqsk_queue_empty(queue)) {
long timeo = sock_rcvtimeo(sk, flags & O_NONBLOCK);

® Init IOCk Of neW SOCk error = inet_csk wait_for_connect(sk, time; .

+
req = reqsk_queue_remove(queue, sk);
newsk = req—>sk;

reqsk_put(req);
inet_init_csk_locks(newsk) ;

return newsk;

32
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SyS _connect

* Iint connect(int sockfd, const struct sockaddr *addr, socklen_t addrlen);

33



Overview

SyS_connect

* Iint connect(int sockfd, const struct sockaddr *addr, socklen_t addrlen);

+ ‘fdget() Z file

N\ " N\ é
¢ SOCk_frOm_flle() = SOCket int __sys_connect_file(struct file xfile, struct sockaddr_storage *address,
int addrlen, int file_flags)
N\ N\
* Call sock->ops->connecty) struct socket wsock;

sock = sock from_file(file);

* Type ConneCt handler err = READ_ONCE(sock->ops)—->connect(sock, (struct sockaddr *)address,

addrlen, sock—>file->f_flags | file_flags);

return err;

34
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SyS_connect

* [ype connect handler

 [ake sock ownership

N\

inet_stream_connect()

int inet_stream_connect(struct socket xsock, struct sockaddr xuaddr,
int addr_len, int flags)

 Release sock ownership {

int err;

lock_sock(sock—>sk);

err = __inet_stream_connect(sock, uaddr, addr_len, flags, 0);
release_sock(sock->sk);

return err;

35
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SyS_connect

* [ype connect handler

e __inet_stream_connect()

® *}:@E SOCket State % UNCONNECTED . case SS_UNCONNECTED:

err = —EISCONN;

sock state #}, TCP CLOSE if ;I;;:sl;a:ate I= TCP_CLOSE
» Call ‘sk->sk_prot->connect() 2705 o

goto out;

* Protocol accept handler

sock—>state = SS CONNECTING;

e Update socket state to CONNECTING

36
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SyS_connect

* [ype connect handler

\

inet_stream_connect() L iineo |1 tinet sait_for_ comect(sk, tinco, writebise

goto out;

[ _
if (sk->sk_state == TCP_CLOSE

goto sock_error;

* ‘inet_wait_for_connect() TCP handshaking sock->state = 55_CONNECTED;

void tcp_finish_connect(struct sock xsk, struct sk_buff xskb)

{
F15 Ay (O] 78
P 7 struct tcp_sock xtp = tcp_sk(sk);
\ 17.1' Server N 115 struct inet_connection_sock xicsk = inet_csk(sk);

tcp_set_state(sk, TCP_ESTABLISHED);

o JH4RRNINTEE T sock state to ESTABLISHED
 Update socket state to CONNECTED

37
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SyS_connect

e Protocol connect handler

* [1] Find routing rule
or%g_sport = inét—>iﬁet_sport;
e [2] Setup sock and set state to RIS AR v
TCP SYN SENT rt = ip_route_connect(f1l4, nexthop, inet->inet_saddr,

sk-=>sk_bound_dev_if, IPPROTO_TCP, orig_sport,
orig_dport, sk);

e [3] ‘tcp_connect() 1]

tcp_set_state(sk, TCP_SYN_SENT);

2]

38



buff = tcp_stream_alloc_skb(sk, sk->sk_allocation, true);

tcp_init_nondata_skb(buff, tp—>write_seq++, TCPHDR_SYN);

Overview
1. allocate + init TCP hdr
SyS_connect

e Protocol connect handler

e tcp_connect()

struct sk _buff

» [1] tcp_connect_init(sk) connect socket setups
o [2] allocate SYN sk_buff

e [3] 2%3% SYN sk_buff packet

2. transmit SYN packet

<

err = tp—>fastopen_req ? tcp_send_syn_data(sk, buff) :

tcp_transmit_skb(sk, buff, 1, sk->sk_allocation);

39
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sys_read

e ssize_t read(int fd, void buf|.count], size_t count);

40
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sys read

n,
[

static const struct

ct file_operations socket_file_ops = {
HIS_MODULE,

u
T

:2Y22£k== no_llseek,
.read_iter = sock_read_iter,
* ssize_t read(int fd, void buf|.count], size_t count); T sock ot e

.unlocked _ioctl = sock _ioctl,
#ifdef CONFIG_COMPAT

* \erify read address and size

#endif
.uring_cmd = io_uring_cmd_sock,

\ g " N\ .mmap = sock_mmap,
¢ Ca” flle->f_0p->read_lter() .release = sock_close,
. fasync = sock_fasync,
.splice_write = splice_to_socket,
° % 1 .splice_read = sock_splice_read,
f—op IS SOCket_flle_OpS .splice_eof = sock_splice_eof,
.show_fdinfo = sock_show_fdinfo,

 Read handler & sock read iter

int sock_recvmsg_nosec(struct socket *sock, struct msghdr *xmsg,
int flags)

o Ex187EZ sock->ops->recvmsg()

INDIRECT CALL_INET(READ_ONCE(sock—->ops)->recvmsg,
inet6_recvmsg,

inet_recvmsg, sock, msg,
msg_data_left(msg), flags)ﬂ

41



Overview
sys read

* [ype recvmsg handler
» [1] Call protocol recvmsg handler

 Protocol recvimnsg handler err = INDIRECT CALL 2(sk->sk_prot—>recvmsg, tcp_recvmsg, udp_recvmsg,

sk, msg, size, flags, &addr_len);

* [2] Take sock ownership [1]

lock_sock(sk);
ret = tcp_recvmsg_locked(sk, msg, len, flags, &tss, &cmsg_flags);

* [3] tcp_recvmsg_locked() elense.sock(sk);

2], [3], [4]

* [4] Release sock ownership

42
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sys read

last = skb_peek_tail(&sk—>sk_receive_queue);
skb_queue_walk(&sk->sk_receive_queue, skb
last = skb;

° PI’OtOCO| recvmsg handler offset = xseq — TCP_SKB_CB(skb)->seq;

if (offset < skb->1len)
goto found_ok_skb;

e tcp_recvmsg_locked() [1]

° [1] Walk the receive_queue if (!(flags & MSG_TRUNC)

err = skb_copy_datagram_msg(skb, offset, msg, used);

» [2] Copy datagram to msg [2]

static void tcp_eat_recv_skb(struct sock *sk, struct sk_buff xskb)

® [3] COnsume the used Skb { __skb_unlink(skb, &sk->sk_receive_queue);

if (likely(skb—>destructor == sock_rfree)) {
sock_rfree(skb);
skb—>destructor = NULL;

skb—>sk = NULL;
return skb_attempt_defer_free(skb);

b
__kfree_skb(skb);
¥

[3]
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sys read

softirg

A

1. network request

packet

DATA

44
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sys read
struct sk_buff
xmit-one > o pev
(by device) enqueue_to_backlog > prev
. next
T 2. create sk_buff
Softi g > tcp_v4_rcv

A

packet

45
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sys read

glen

prev

next

struct sk _buff struct sk _buff

__skb_queue_tail |----------------- prev

prev

next next

3. Insert to receive_queue




Overview
sys read

1 sk_buff 7ZEYZ! data DATA

Kmap

struct skb_grag_t
(bio_vec)

47



Overview

sys_{recyv, recvfrom}

» ssize_t recv(int sockfd, void buf].len], size_t len, int flags);

» ssize_t recvfrom(int sockfd, void buf[restrict .len], size_t len, int flags, struct
sockaddr *_Nullable restrict src_addr, socklen_t *_Nullable restrict addrlen);

SYSCALL DEFINE6(recvfrom, int, fd, void user *, ubuf, size t,
unsigned int, flags, struct sockaddr user x, addr,
int user %, addr_len)

return __sys_recvfrom(fd, ubuf, size, flags, addr, addr_len);

SYSCALL DEFINE4(recv, int, fd, void user %, ubuf, size t, size,
unsigned int, flags)

return __sys_recvfrom(fd, ubuf, size, flags, NULL, NULL);

48
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sys_{recyv, recvfrom}

\

sys_recvfrom()
e sockfd_lookup_light()

e sock_recvmsg()

« Call type recvmsg handler > FiIE sys_read —i&

'Line int sock_recvmsg_nosec(struct socket *sock, struct msghdr xmsg,
int flags)

CT_CALL_INET(READ_ONCE(sock->ops)->recvmsg,
inet6_recvmsg,

inet_recvmsg, sock, msg,
msg_data_leftimsg), flags);

49
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SyS_recvmsg

* ssize_t recvmsg(int socket, struct msghdr "message, int flags);

50



Overview

SyS_recvmsg

* ssize_t recvmsg(int socket, struct msghdr "message, int flags);
 [1] sockfd_lookup_light()

e [2] _ sys recvmsg()

err = recvmsg_co msghdr(msg_sys, msqg, flags, &uaddr, &iov);
e [3] Setup msghdr 5_copy_msghdr (nsg_sys, nso, Flag

err = sys_recvmsg(sock, msg_sys, msg, uaddr, flags, nosec);

. . 2], [3], [4]
o [4] sys_recvmsg()

msg_sys->msg_name = &addr;
msg_sys->msg_flags = flags & (MSG_CMSG_CLOEXEC |MSG_CMSG_COMPAT) ;

¢ [5] ‘SOCk_rermSQ()‘ msg_sys->msg_namelen = 0;

err = sock_recvmsg_nosec(sock, msg_sys, flags);

[5]

51
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sys_ write

e ssize_t write(int fd, const void buf|.count], size_t count);

52



Overview

sys_write

e ssize_t write(int fd, const void buf|.count], size_t count);
* Verify write address and size

* Ca” \ﬂIe‘>f_op'>Write_iter0\ static ssize_t sock write_iter(struct kiocb *iocb, struct iov_iter *from)

{

struct file xfile = iocb->ki_filp;
struct socket xsock = file->private_data;

() Write handler % SOCk_Write_iter struct msghdr msg = {.msg_iter = *from,

.msg_iocb = iocb};
ssize_t res;

. %?ﬁ%éu \SOCk—>OpS—>Sendmsg()\ res = __sock_sendmsg(sock, &msg);

static inline int sock_sendmsg_nosec(struct socket *sock, struct msghdr xmsg)

int ret = INDIRECT_CALL_INET{READ_ONCE(sock->ops)—->sendmsg, inet6_sendmsg,

inet_sendmsg, sock, msg,
msg_data_left(msg));
BUG_ON(ret == -EIOCBQUEUED);

53
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sys_write

* [ype sendmsg handler

 [1] Call protocol sendmsg handler

* Protocol sendmsg handler

int tcp_sendmsg(struct sock *sk, struct msghdr *msg, size_t size)

» [2] Take sock ownership int ret;

lock_sock(sk);

® [3] \th_Sendeg_IOCkedO‘ ret = tcp_sendmsg_locked(sk, msg, size);

release_sock(sk);

* [4] Release sock ownership 2] Bl 14]
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Overview

SyS_erte skb = tcp_stream_alloc_skb(sk, sk->sk_allocation,

first_skb);

process_backlog++;

tcp_skb_entail(sk, skb);

1]

* Protocol sendmsg handler

e tcp_sendmsg_locked()

int i = skb_shinfo(skb)->nr_frags;
struct page_frag *xpfrag = sk_page_frag(sk);

o [1] A”Oc;ate Sk_bUﬁ err-= skb_copy_to_page_nocache(sk, &msg->msg_iter, skb,

pfrag—>page,
pfrag—>offset,

. [2] BRI B FE fragment

° [3] move Skb from Write—queue static void tcp_event_new_data_sent(struct sock xsk, struct sk_buff xskb)
tO tC p_rtx_q ueue { struct inet_connection_sock xicsk = inet_csk(sk);

struct tcp_sock *xtp = tcp_sk(sk);

__Skb_unlink(skb, &sk->sk_write_queue);
tcp_rbtree_insert(&sk->tcp_rtx_queue, skb);

[3]

55



Overview
sys_{send, sendto}

* ssize_t send(int sockfd, const void buf|.len], size_t len, int flags);

* ssize_t sendto(int sockfd, const void buf[.len], size_t len, int flags, const struct
sockaddr *dest_addr, socklen_t addrlen);

SYSCALL_DEFINE6(sendto, int, fd, void _ user x, buff, size t, len,
unsigned int, flags, struct sockaddr __user %, addr,
int, addr_len)

{
return __sys_sendto(fd, buff, len, flags, addr, addr_len);

}

SYSCALL DEFINE4(send, int, fd, void _ user %, buff, size t, len,
unsigned int, flags)

{
return __sys_sendto(fd, buff, len, flags, NULL, 0);

}
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sys {send, sendto}

e  sys_sendto()
e sockfd_lookup_light()

sock_sendmsg()

e Call type sendmsg handler » FRIR sys write —#&
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Sys_sendmsg

* ssize_t sendmsg(int socket, const struct msghdr *message, int flags);
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* ssize_t sendmsg(int socket, const struct msghdr *message, int flags);

e [1] sockfd_lookup_light()

err = sendmsg_copy_msghdr(msg_sys, msg, flags, &iov);

e [2] __ sys_sendmsg() AR

return err;

¢ [3] Setup msghdr err = ____ sys_sendmsg(sock, msg_sys, flags, used_address,

allowed_msghdr_flags);

» [4]°___ sys_sendmsg() 31, 14]

* [5] _SOCk_Sendeg() err = __sock_sendmsg(sock, msg_sys);

[5]
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* int close(int fd);



Overview

sys close

* int close(int fd);

spin_lock(&files—>file_lock);
file = pick file(files, fd);

° Close_fd_get_f”e() spin_unlock(&files—->file_lock);

 [1] Files lock 11, [3]

° [2] $ET}§ fd ?té fd table % file ) static struct file *pick_file(struct files_struct *files, unsigned fd)

struct fdtable xfdt = files_fdtable(files);

Unset fdentry struct file *file;

fd = array_index_nospec(fd, fdt->max_fds);
file = fdt-—>fd[fd];

e [3] Files unlock e = e

rcu_assign_pointer(fdt—>fd[fd], NULL);

__put_unused_fd(files, fd);

e [4] Call _ fput_sync() o)
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* Int close(int fd);

\

e  fput_sync()

- y |
e file’s refcnt -= o e el e e
{

+4 /o s \ N if (atomic_long_dec_and_test(&file—>f_count))
° E%D%% O ,':_[!)Euqzul—l _prt() __fput(file);
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sys close

* int close(int fd);

o  fput()

e [1] Call file->f_op->release()
» Release handler A sock close
e [2] ops->release(sock)

o Call type release handler

63

if (file->f_op—>release)

file—>f_op—>release(inode, file);

[1]

if (ops) {
struct module *xowner = ops—>owner;

1f (inode
inode_lock(inode);
ops—>release(sock);

sock—->sk = NULL;

1f (inode
inode_unlock(inode);

sock—>ops = NULL;

module_put(owner) ;

2]
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* int close(int fd); dput (dentry);
e  fput() file free(file);
. E RN [1]
. _ static void sock_free_inode(struct inode *inode)
« ¥EIN dentry + file object B
\ g . \ ei = container _of(inode, struct socket _alloc, vfs_inode);
® RCU Ca” flle->f_0p->free_ln0de() kmem_cache_free(sock_inode_cachep, ei);

}

» Free inode handler & sock free inode 2]
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* Jype release handler
e (Call protocol close handler

° PrOtOCOI ClOse handler void tcp_close(struct sock *sk, long timeout)

{

« Take sock ownership rock_sockisk);

__tcp_close(sk, timeout);
release_sock(sk);

* Close tcp connection sock_put (sk);

 Release sock ownership

« Call sock_put()
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e Protocol close handler

* Close tcp connection

while ((skb = __skb_dequeue(&sk->sk_receive_queue)) != NULL) {
u32 len = TCP_SKB_CB(skb)->end_seq - TCP_SKB_CB(skb)->seq;

e [1] Flush recv queue

if (TCP_SKB_CB(skb)->tcp_flags & TCPHDR_FIN

len—;

* [2] Send TCP FIN request R

__kfree_skb(skb);
s

« [3] Walit for the handshake to end [1]

tcp_send_fin(sk);

)

sk_stream_wait_close(sk, timeout);

2]
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e Protocol close handler

e [1] sock_put()

static inline void sock_put(struct sock *xsk)

{

e sock’s refcnt -= 1

HERA 0 RN “sk_free()
o [2] sk _free()

if (refcount_dec_and_test(&sk—->sk refcnt))
sk_free(sk);

[1]

void sk _free(struct sock *xsk)

: {
e sock’s wmem refcnt -= 1 if (refcount_dec_and_test(&sk->sk wmem_alloc))

__sk_free(sk);
o« HHERL 0 FIFEI " sk free() 7
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]

skc_refcnt

fd table
struct socket

struct inet sock

struct socket alloc
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]

fd table

struct socket

skc_refcnt

struct inet sock

struct socket alloc
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2. refcnt -
]

skc_refcnt

fd table
struct socket

struct inet sock

struct socket alloc
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sys close . —
struct file
- 3. sock refcnt -=
[

|

fd table
struct socket

struct inet sock

struct socket alloc

/1
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]

fd table
struct socket
]

struct inet_sock

struct socket alloc
4. sock wmem refcnt -= 1

(2
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.
SyS_C|OSe struct file
5. free struct sock
(by function __sk_free)
I

———p T T e EEE s s .- r
'\ struct sock ::
fd table :E E'
struct socket ! ,
- N o
I* i II
I* . I|
:f -------------------- I I:

struct socket alloc

/3
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fd table R
— > struct socket

6. free socket inode object
(by function dput)

-::::::::::::::- sock Inode cache .

struct socket alloc
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/. free file object .
(by function file_free) filp_cachep .
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sys close

struct socket

4—
struct file
- ]

(77

skc_refcnt
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Summary

struct file

f count

struct socket

4
4
4
1 4
1 4
4

/8

use: get_file
7 release: fput

skc_refcnt
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Summary

use: sock_hold
struct file release: _ _sock put

struct socket
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Summary
struct file 4_ FH AR50 & write buffer #{EFHEY A/

struct sock

struct socket skc_refcnt

|
sk_ wmem_alloc
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sys {set, get}sockopt

* int getsockopt(int sockfd, int level, int opthame, void optval[restrict *.optlen],
socklen_t *restrict optlen);

e int setsockopt(int sockfd, int level, int optname, const void optval|.optlen],
socklen_t optlen);

SYSCALL_DEFINE5(getsockopt, int, fd, int, level, int, optname,

SYSCALL_DEFINE5(setsockopt, int, fd, int, level, int, optname,
char __user %, optval, int _ _user %, optlen)

char __user %, optval, int, optlen)

{ {

return __sys_setsockopt(fd, level, optname, optval, optlen); return __sys_getsockopt(fd, level, optname, optval, optlen);

}

}
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ops = READ_ONCE(sock->ops);

if (level == SOL SOCKET && 'sock use custom_sol socket(sock))
» Call 'sockfd_lookup_light() clse 1f (untikalyl ropsoasetsackapt)) |
err = -EOPNOTSUPP;
else
o % Level ?EKP\E SOL_SOCKET 9 1‘%% E‘Elé\{/E err = ops—>setsocc)kz;i';(1r)sc.)ck, level, optname, optval,
192 socket level HIRE - BHERIRE s
VZE SOCKEL IeVel INeXAE ° &5 H1rThlkn setsockopt

e sock_{set, get}sockopt()

ops = READ_ONCE(sock->ops);
if (level == SOL_SOCKET)
o é/ﬁ\” SOCk—>OpS'>{Set, get}SOCkOp’[ err = sock_getsockopt(sock, level, optname, optval, optlen);
else if (unlikely('!'ops—>getsockopt))
err = —EOPNOTSUPP;

 Call type {set, get}sockopt handler else

err = ops—>getsockopt(sock, level, optname, optval,
optlen);

getsockopt
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ops = READ_ONCE(sock->ops);
if (level == SOL SOCKET && !'sock use custom sol socket(sock))
\ . \ err = sock_setsockopt(sock, level, optname, optval, optlen);
¢ Ca” SOCkfd_IOOkUp_“ghto else if (unlikely(!ops—>setsockopt))
err = -EOPNOTSUPP;
else
() % Level ?EKP\E SOL_SOCKET 9 1‘%% E‘Elé\{/E err = ops—>setsockz;{t(?ock, level, optname, optval,
optlen);
= 21 =2 N 1
E/‘JZE socket level Ell‘] X AE 2 %ﬁ%ﬂﬂ)ﬁﬂ setsockopt

e sock_{set, get}sockopt()

ops = READ_ONCE(sock—>ops);
if (level == SOL_SOCKET)
¢ é/ﬁ\” SOCk'>OpS'>{Set, get}SOCkOpt err = sock_getsockopt(sock, level, optname, optval, optlen);

else if (unlikely(!ops—>getsockopt))
err = —EOPNOTSUPP;

 Call type {set, get}sockopt handler clse

err = ops—>getsockopt(sock, level, optname, optval,
optlen);

getsockopt
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int sk_setsockopt(struct sock xsk, int level, int optname,
sockptr_t optval, unsigned int optlen)

{

e sock_{set, get}sockopt()

switch (optname) {
=1/ il \ case 50_DEBUG:
¢ Eﬁ{éi :l:lJ Sk_SetSOCkO pt() if (val && !sockopt_capable(CAP_NET_ADMIN)
ret = —EACCES;
else

® $E¢}§$l§lﬂl\] Opt|0n name @15;/%9§5i5\j' ;LE,\ breai(;)ck_valbool_flag sk, SOCK DBG, valbool);

. case SO _REUSEADDR:
E/\J O pt I O n sk=>sk_reuse = (valbool ? SK_CAN_REUSE : SK_NO_REUSE);
JEELE
case SO_REUSEPORT:
° SO S N D B U F sk->sk_reuseport = valbool;
— break;
case SO_TYPE:

° SO RCVBUF case SO_PROTOCOL:
— case SO_DOMAIN:
case SO_ERROR:

ret = —ENOPROTOOPT;
* . break;
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* Type {set, get}sockopt handler
o (Call protocol socket {set, get}sockopt handler

* PrOtOCOI reCVmsg handler const struct inet_connection_sock_af_ops ipv4_specific =

.queue_xmit = ip_queue_xmit,
. send_check = tcp_v4_send_check,
-4 .rebuild_header = inet_sk rebuild_header,
® E Ievel % SOL_TCP ) .Sk_rx_dst set = inet_sk rx_dst_set,
N \ . conn_request = tcp_v4_conn_request,
[HZDLI dO tcp {Set get}sockopto .syn_recv_sock = tcp_v4_syn_recv_sock,
— — ) .net_header_len = sizeof(struct iphdr),
.setsockopt = ip_setsockopt,
.getsockopt = ip_getsockopt,
\/ [ILI N k_ . k f _ k N .addrZsockaddr = inet_csk _addr2sockaddr,
« HARIMFIY ‘icsk->icsk_af_ops->{set, get}sockopt

.mtu_reduced = tcp_v4_mtu_reduced,

« 2% H IP level BY option
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* Type {set, get}sockopt handler
» Call protocol socket {set, get}sockopt handler

* PrOtOCOI recvmsg handler const struct inet_connection_sock_af_ops ipv4_specific =

.queue_xmit = ip_queue_xmit,
. send_check = tcp_v4_send_check,
-+ .rebuild_header = inet_sk rebuild_header,
® E Ievel % SOL_TCP ) .Sk_rx_dst set = inet_sk rx_dst_set,
N N . conn_request = tcp_v4_conn_request,
[HZDLI do tcp {Set get}sockOpto .syn_recv_sock = tcp_v4_syn_recv_sock,
— — J .net_header_len = sizeof(struct iphdr),
.setsockopt = ip_setsockopt,
.getsockopt = ip_getsockopt,
[/ [ILI N k_ . k f _ k N .addrZsockaddr = inet_csk _addr2sockaddr,
« HARIMFIY ‘icsk->icsk_af_ops->{set, get}sockopt

.mtu_reduced = tcp_v4_mtu_reduced,

« 2% H IP level BY option
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switch (optname) {
case TCP_CONGESTION:
case TCP_ULP: {

® h d O_t C p_{s e't : g et} S O C kO pt ()‘ case TCP FASTOPEN KEY:

default:

. TCP_ULP - B{F TLS, MPTCP, ... | b

if (optlen < sizeof(int

« TCP_CORK - 7]A queue non-full frame return —EINVAL;

if (copy_from_sockptr(&val, optval, sizeof(val)
return —-EFAULT;

switch (optname) {
case TCP_ SYNCNT:

return tcp_sock_set_syncnt(sk, val);
case TCP USER TIMEOUT:

return tcp_sock_set_user_timeout(sk, val);
case TCP KEEPINTVL:

return tcp_sock_set_keepintvl(sk, val);
case TCP_KEEPCNT:

return tcp_sock_set_keepcnt(sk, val);
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* Type {set, get}sockopt handler
» Call protocol socket {set, get}sockopt handler

* Protocol recvmsg handler

const struct inet_connection_sock_af_ops ipv4_specific =

.queue_xmit = ip_queue_xmit,
. send_check = tcp_v4_send_check,
-4 .rebuild_header = inet_sk rebuild_header,
® E Ievel % SOL_TCP ) .Sk_rx_dst set = inet_sk rx_dst_set,
N \ . conn_request = tcp_v4_conn_request,
I]%Z[ILI do th {Set get}SOCkopt() .Syn_recv_sock = tcp_v4_syn_recv_sock,
— — ) .net_header_len = sizeof(struct iphdr),
.setsockopt = ip_setsockopt,
.getsockopt = ip_getsockopt,
[/ N k : k f k b .addrZsockaddr = inet_csk _addr2sockaddr,
« HHRIMNY ‘icsk->icsk_af_ops->{set, get}sockopt()

.mtu_reduced = tcp_v4_mtu_reduced,

« 2% H IP level BY option
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 |P connection socket {set, get}sockopt handler (LA ipv4_specific Zuf5l)

o Call do_ip_{set, get}sockopt

. A EFFIRRNRTE

89

switch (optname) {

case IP_PKTINFO:
inet_assign_bit(PKTINFO, sk, val);
return 0;

case IP RECVTTL:
inet_assign_bit(TTL, sk, val);
return 0;

case IP RECVTOS:
inet_assign_bit(TO0S, sk, val);
return 0;

case IP RECVOPTS:

inet_assign_bit (RECVOPTS, sk, val);
return 0;

case IP RETOPTS:
inet_assign_bit (RETOPTS, sk, val);
return 0;

case IP_ PASSSEC:
inet_assign_bit(PASSSEC, sk, val);
return 0;

case IP_RECVORIGDSTADDR:

inet _assign_bit(ORIGDSTADDR, sk, val);

return 0;
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Summary

socket(family, type, protocol

#define AF
#define AF
#define AF L
#define AF I
#define AF A
#define AF
#define AF A
#define AF |
#define AF
#define AF A
#define AF X25

#def ine Jv“",‘& I '_—
#def lne J"""& l

#define AF D
#define AF NE
#define AF SEC
#define AF K
#define AF |
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socket(family, type, protocol

"AF_ECONET": [],
"AF_IB": [

]

]

XXXXX™

"AF_IEEE802154": |

[
"ieee802154_raw_ops",
"ieee802154_dgram_ops"
]

"AF_INET": [

1, )
"AF_INETO™: [

[

]

1,

|
"inet_dccp_ops”,
"inet_stream_ops",
"inet_dgram_ops",
"inet_sockraw_ops",
"12tp_ip_ops",
"mptcp_stream_ops",
"inet_seqgpacket_ops"

]

"inet6_dccp_ops",
"inet6_stream_ops",
"inet6_dgram_ops",
"inet6_sockraw_ops",
"12tp_ip6_ops",
"mptcp_v6_stream_ops",
"inet6_seqpacket_ops"
]

"AF_IPX": [

EXXXXX™

B type £ A[] family B
BB » 258 3X fE
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Summary

socket(family, type, protocol)

. type = SOCK_DGRAM,
.protocol IPPROTO_UDP,

.prot = &udp_prot,
U D P .0pS = &inet_dgram_ops,

.flags = INET_PROTOSW_PERMANENT,

.type = SOCK_DGRAM,

.protocol IPPROTO ICMP,

ICMP RNl == (ypc TSRS

.flags = INET PROTOSW REUSE,
protocol

.protocol IPPROTO _IP,

I P .prot = &raw_prot,

.0ps = &inet_sockraw_ops,
.flags = INET _PROTOSW_REUSE,

. type = SOCK_RAW,
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Overview

« —%& Linux kernel By IPC #&Hl|

ocess 1 S Froces Process 2
A‘A ‘.4%». .&':‘-'s ﬁ%\
o1 S2 S o2
&) £ A A

' :3 i

v a0 11l EBsesuewases
(o]0
F INET/ AF_UN
Comparing TCP/IP and Unix domain for local IPC between two sockets

% https://inside.java/2021/02/03/jep380-unix-domain-sockets-channels/
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Overview

switch (sock->type) {

o LA/ —FF proto_ops (type) aee SOCK

sock->ops = &unix_stream_ops;

L -

break;

e unix_stream_ops

sock->type = SOCK_DGRAM;

" faLLcnrougn,;

* unix_dgram_ops
sock->o0ps &unix_dgram_ops;

. break;

* unix_segpacket_ops
sock->0ps &unix_seqpacket_ops;
break;

default:

return =ESOCKINOSUPPORT;

.
J
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Overview

e UniX_create - create + init sock object

struct sock

e Create - sk_alloc(PF_UNIX, ...)

 Init - sock_init_data(sock, sk)

« A[E] family By sock object A H O I4E1H 00b_skb

gc_flags

e AF UNIX - struct unix sock inflight

e AF INET - struct inet sock
struct unix sock
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Overview

switch (sock->type) {

o LA/ —FF proto_ops (type) ee SO0k

sock->ops = &unix_stream_ops;

L -

break;

e uUnIX_stream_ops

sock->type = SOCK_DGRAM;

" faLLcnrougn,;

* unix_dgram_ops
sock->o0ps &unix_dgram_ops;

. break;

* unix_segpacket_ops
sock->0ps &unix_seqpacket_ops;
break;

default:

return =ESOCKINOSUPPORT;

.
J
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unix_stream_ops

» [1] #8, 2 H type ops (proto_ops) Shk s K

e [2] protocol ops ZMHEE

static const struct proto_ops unix_stream_ops
: : P struct ' =
family = PF_UNIX, truct proto unix_stream_proto = {

.owner =  THIS_MODULE, ';:::r T:’;';XP;(S)ESE‘E\M '
.release = unix_release ' -
bind = unix_bind ' .0bj_size sizeof(struct unix_sock),
] e ' .close un1x_close,
.connect = unix_stream_connect, unhash N i dtnhash
. . . = - ’
-Socketpalr = _ T SoHE e, .bpf_bypass_ getsockopt = unix_bpf_bypass_getsockopt,
RIEEEE = MBI #ifdef CONFIG BPF SYSCALL
.getname = unix_getname,
.poll = unix_poll, Tl
o You i = unix_ioctl, }:

[1] 2]
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unix_stream_ops

e socketpair (unix_socketpair)
* sendmsg (unix_stream_sendmsg)
* recvmsg (unix_stream_recvmsg)

e close (unix_release)
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unix_stream_ops

e socketpair (unix_socketpair)
o E17—2H sock A IE B BfHiE#%

e Socket state = CONNECTED
e Sock state = ESTABLISHED

e 1RIEAY sock refent #P +=1
€2 @AY pipe

101

sta

{

tic

struct sock xska = socka—->sk, *xskb = sockb->sk;

sock_hold(ska);
sock hold(skb)
er(ska) =
ix_peer(skb) =
1n1t_peercred(
init_peercred(s

sk
sk
)
);

ka
kb

ska->sk _state = TCP_ESTABLISHED;
skb—>sk state = TCP_ESTABLISHED;

socka->state = SS_CONNECTED;
sockb—>state = SS_CONNECTED;
return 0;

int unix_socketpair(struct socket xsocka, str

uct socket xsockb)
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unix_stream_ops

* sendmsg (unix_stream_sendmsg)
e [1] Wait gc
e [2] Setup scm (Socket Control Message)
e [3] Allocate packet skb
» [4] Attach files in the scm to skb
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unix_stream_ops

* sendmsg (unix_stream_sendmsg)
e [1] Wait gc

« GC EHEIA unix socket #EFEmEY inflight fd #84& threshold B5E& 2%

o GC ZZ4HF gc in_progress = 1 > syscall % gc &R A B EH1T
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unix_stream_ops

* sendmsg (unix_stream_sendmsg)

e [2] Setup scm (Socket Control Message)

» {EAHZEHREIEB control msg & file object

48 peer process

e —RFEKEEE =R Z1E cmsg > BARH R AE
ZE 253 (SCM_MAX_FD) {& fd

X

104

switch (cmsg—->cmsg_type

case SCM_RIGHTS:
if (lops || ops—>family != PF_UNIX)

goto error;
err = scm_fp_copy(cmsg, &p—>fp);
if (err<0)

goto error;

break;
AL

11t fd table £ file object

. Install
v

- max = SCM_MAX _FD

SRR L,

struct file*
fpo [ SCM_MAX FD |

struct scm_fp_list




AF_UNIX

unix_stream_ops

* sendmsg (unix_stream_sendmsg)
[3] Allocate packet skb

Packet size AHE#B#E sndbuf size

B 4 header size B data size 29t

sk buff

« 7f data < PAGE_SIZE FFA@ZES}
Bc fragment

size = min_t(int, size, (sk->sk_sndbuf >> 1) - 64);

size = min_t(int, size, SKB_MAX_HEAD(@) + UNIX_SKB_FRAGS_SZ);

data_len = max_t(int, @, size - SKB_MAX HEAD(Q));
data_len = min t(size t, size, PAGE_ALIGN(data_len));

skb = sock_alloc_send_pskb(sk, size - data_len, data_len,
msg—>msg_Tlags & MSG_DONTWAIT, &err,
get_order(UNIX_SKB_FRAGS_SZ));
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unix_stream_ops

struct sk _buff

struct unix_skb_params

* sendmsg (unix_stream_sendmsg)

cbl]
e
 Attack scm Y file to unix skb object

« # file 4 unix_socket » B 1R 4 inflight

e
¥R e I

e [4] Attach files in the scm to skb

e dup —17 scm object

----1---

struct file*
fp [ SCM_MAX_FD ]
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unix_stream_ops

struct sk buff

struct unix_skb_parms

struct unix_sock

— struct sock

Fie- -
- ]

File-2

:
inflight
File 3
niX Sockey e
/ File-4

(unix socket)
struct scm_fp_list

’
’
!
4

Q
2,

struct file* -
fp [ SCM_MAX_FD] gc_inflight_list

4
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unix_stream_ops

struct sk buff

struct unix_skb_parms

struct scm_fp_list

cb[ ]

!
’
’
4
!/
’
’
!
4
’

struct file*

fp [ SCM_MAX_FD ]

4
L4
4
*
4

struct unix_sock

Fle- —
- ]

File-2

inflight
ile=

niX Sockey —
File-4

(unix socket)

= inflight 2 0 > FrtEZ%l gc list

gc_inflight_list

108



AF_UNIX

unix_stream_ops

struct sk buff

struct unix_skb_parms

struct scm_fp_list

cb[ ]

!
’
’
4
!/
’
’
!
4
’

struct file*

fp [ SCM_MAX_FD ]

4
L4
4
*
4

struct unix_sock

File-1 -
-]

File-2
File-3
(unix socket)
File-4

(unix socket)

835 inflight count += 1

gc_inflight _list
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unix_stream_ops

* sendmsg (unix_stream_sendmsg)

» [5] Copy data to skb
e [6] Enqueue to peer’s receive queue

e [/] Release scm
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unix_stream_ops

* sendmsg (unix_stream_sendmsg)

» [5] Copy data to skb
« 3578 ‘skb_put() F&fF skb EEZRRIA/

. EHEBRIZ skb->data or fragment

else
skb_put(skb, size - data_len);
skb—>data_len = data_len;
skb—>1len = size;
err = skb_copy_datagram_from_iter(skb, 0, &msg->msg_iter, size);

if (err) {
kfree_skb(skb);
goto out_err;

}
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unix_stream_ops

* sendmsg (unix_stream_sendmsg)

e [6] Enqueue to peer’s receive queue
1% skb enqueue %l peer socket By receive queue

 \WWakeup peer socket

skb_queue_tail(&other->sk_receive_queue, skb);

other->sk_data_ready(other);
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unix_stream_ops

* sendmsg (unix_stream_sendmsg)

e [7] Release scm

void __scm_destroy(struct scm_cookie skscm)

{

o AttaCh H%E”%(JTE dup —1{:,\ Scm ObJeCt 9 -’%ﬁﬁpﬁm i;jtuit scm_fp_list *xfpl = scm—>fp;
B RIRR IS o
scm—>fp = NULL; ' |
» File object refcnt -= Rt ety A

free_uid(fpl->user);
kfree(fpl);
s
s
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unix_stream_ops

* recvmsg (unix_stream_recvmsg)
e [1] Peek receive queue
e [2] skb refcnt += 1
 [3] Call state->recv_actor()

 Call unix_stream_read_actor()
to copy data

» [4] skb refcnt -= 1

114

last = skb = skb_peek(&sk—>sk_receive_queue);
chunk = min_t(unsigned int, unix_skb_len(skb) - skip, size);
skb_get(skb);

chunk = state->recv_actor(skb, skip, chunk, state);
drop_skb = !'unix_skb_len(skb);

consume_skb(skb) ;

static int unix_stream_read_actor(struct sk_buff xskb,
int skip, int chunk,
struct unix_stream_read_state xstate)

int ret;
ret = skb_copy_datagram_msg(skb, UNIXCB(skb).consumed + skip,

state->msg, chunk);
return ret ?: chunk;

[3]
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unix_stream_ops

* recvmsg (unix_stream_recvmsg)

e [5] Detach files on the skb

* [6] Unlink skb from receive queue
o [7] skb refcnt -=

* [8] Install file to fd table
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unix_stream_ops

for (i = scm—>fp->count-1; i >= 0; i—-)

° recvmsg (unIX—Stream—recvag) unix_notinflight(scm->fp->user, scm—>fp—>fplil);

e [5] detach files on the skb

void unix_notinflight(struct user_struct xuser, struct file xfp)

{

° iﬁjﬁ Inﬂlght SOCket struct sock xs = unix_get_socket(fp);

spin_lock(&unix_gc_lock);

» BB socket inflight I E & unlink it (s)
from gC_lnﬂlght_“St struct unix_sock *u = unix_sk(s);

BUG_ON('u->inflight);
BUG_ON(list_empty(&u->1ink) ) ;

u—>inflight——;
if (tu—>inflight
list _del_init(&u->11ink)
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unix_stream_ops

* recvmsg (unix_stream_recvmsg)
* [6] Unlink skb from receive queue

e [7] skb refcnt -= 1
» B3 skb head

4. §

skb_unlink(skb, &sk->sk_receive_queue);

consume_skb(skb);

struct sk buff

users -= 1

l 1. WER refent ==

Call __ kfree_skb()

N

21|64 scm object l 2. Call skb destructor

o Call destructor
. (unix_destruct_scm)
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skb_unlink(skb, &sk->sk_receive_queue);

consume_skb(skb);

AP_LNIA

unix_stream_ops

. —
* recvmsg (unix_stream_recvmsg)

DATA

* [6] Unlink skb from receive queue

o [7] skb refcnt -= 1 DATA

+ B3 skb head |

Call destructor
(unix_destruct_scm)

5. ¥EHX skb data fragmentsl

e e mmmmmeen Call
‘skb_release_data()

e BEB¥f skb data

------->III
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skb_unlink(skb, &sk->sk_receive_queue);
consume_skb(skb);

struct sk buff

AF_UNIX

unix_stream_ops
-

* recvmsg (unix_stream_recvmsg)

* [6] Unlink skb from receive queue

o [7] skb refcnt -=

« EAFf skb head M
|
|
L]

o EB¥ff skb data

» BF skbuff cache
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unix_stream_ops

* recvmsg (unix_stream_recvmsg)

" for (i = 0; i < fdmax; i++) {
° [8] InSta” flle to fd table N erl*r - reie;ve_?:iuszfscm—>fp—>fp[i], cmsg_data + 1, o_flags);

o ZIF skb IXZEIAY scm

break;

° ;:I%- file inSta” EU process E/\J int __receive_fd(struct file xfile, int __ user xu
fd table { int new_fd;

int error;
new_fd = get_unused_fd_flags(o_flags);

fd_install(new_fd, get_file(file));
IVE_SOCK(T1ile);
return new_fd;

}
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unix_stream_ops

\4

File-1 fd table

struct scm_fp_list

File-2
File-3
struct file* (unix socket)
fp [ SCM_MAX_FD ] .

(unix socket)
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AF UNIX
unix_stream_ops

\4

File-1 fd table

struct scm_fp_list install
! File-2
File-3
struct file* (unix socket)
fp [ SCM_MAX_FD ] =

(unix socket)
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AF UNIX
unix_stream_ops

\4

File-1 fd table

struct scm_fp_list

File-2
install
File-3
struct file* (unix socket)
fp [ SCM_MAX_FD ] e

(unix socket)
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AF UNIX
unix_stream_ops

\4

File-1 fd table

struct scm_fp_list

File-2
File-3
struct file* (unix socket)
fp [ SCM_MAX_FD ] File-

(unix socket)
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unix_stream_ops

» close (unix_release) sk—->sk_state = TCP_CLOSE;

T[]
e (Call protocol close handler

* DO nOthing if (skpair != NULL) {

if (sk->sk_type == SOCK_STREAM || sk->sk_type == SOCK_SEQPACKET

if (!skb_queue_empty(&sk->sk_receive_queue) || embrion)

N\ " N\
® C a I I UNIixX re I ease SOC k() WRITE_ONCE (skpair—>sk_err, ECONNRESET);

skpair->sk_state_change(skpair);

o [1] Update SOCk State -to CLOSE sk_wake_async(skpair, SOCK_WAKE_WAITD, POLL_HUP);

unix_dgram_peer_wake_disconnect(sk, skpair);
sock_put(skpair);

e |2] Peer’s refcnt -= 1 } o
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unix_stream_ops

while ((skb = skb_dequeue(&sk->sk_receive_queue)) !'= NULL) {
1f (state == TCP_LISTEN
unix_release_sock(skb—>sk, 1);

e close (unix_release)

UNIXCB(skb).consumed = skb->len;
kfree_skb(skb);

» Call unix_release_sock()

™ " a £ 45 AV 4 Vala Tl o T ol e
voilid fi1xX address

kfree_skb_reason(struct sk _buff xskb, enum skb_drop_reason reason)
® {

if (__kfree_skb _reason(skb, reason))
__kfree_skb(skb);

e [3] ;BZE receive queue

[3]

. Eaﬁ?éi;atu \_kfree_Skb()\ sock_put(sk);

if (READ_ONCE (un inflight))
» [4] BEC sock By refent -= 1 R e
[4] [3]

o [5] I¥0Y gc handler "unix_gc()
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Overview

switch (sock->type) {

o LA/ —FF proto_ops (type) aee SOCK

sock->ops = &unix_stream_ops;

L -

break;

e unix_stream_ops

sock->type = SOCK_DGRAM;

" faLLcnrougn,;

* unix_dgram_ops
sock->o0ps &unix_dgram_ops;

. break;

* unix_segpacket_ops
sock->0ps &unix_seqpacket_ops;
break;

default:

return =ESOCKINOSUPPORT;

.
J
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AF_UNIX

unix_dgram_ops

) ketoair {unix_socketpair
e sendmsg (unix_dgram_sendmsg)

* recvmsg (unix_dgram_recvmsg)

* close{unix—release)
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AF_UNIX

unix_dgram_ops

e sendmsg (unix_dgram_sendmsg)
o RENEA stream HIERIEMHE] » RETE
« DGRAM = £ peer socket refcnt {HE STREAM A =3

y else {
err = —ENOTCONN;
other = unix_peer(sk);
if (lother
goto out_err;

E else {
sunaddr = NULL;
err = —ENOTCONN;
other = unix_peer_get(sk);
if (lother

goto out;

out_err:
scm_destroy(&scm) ;
return sent ? : err;

STREAM

out:
if (other)
sock_put(other);
scm_destroy(&scm);

DGRAM
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unix_dgram_ops

* recvmsg (unix_dgram_recvmsg)
e [1] 1% receive queue EY1§ skb

« [2] Copy data to user buffer
» |3] Detach files on the skb iR stream BVIR{EAREE[E]

* [4] Install file to fd table

* [5] Free datagram skb
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AF_UNIX

unix_dgram_ops

* recvmsg (unix_dgram_recvmsg)
e [1] 1% receive queue EY1§ skb

» [2] Copy data to user buffer

*| RETE copy data IF8 A E
. ¥ skb BY refcnt

* [5] Free datagram skb

131

last = skb = skb_peek(&sk—>sk_receive_queue);

chunk = min_t(unsigned int, unix_skb_len(skb) - skip, size);
skb_get(skb);

chunk = state—>recv_actor(jskb, skip, chunk, state);

drop_skb = !unix_skb_len(skb);

consume_skb(skb) ;

static int unix_stream_read_actor(struct sk _buff xskb,
int skip, int chunk,
struct unix_stream_read_state xstate)

int ret;
ret = skb_copy_datagram_msg(skb, UNIXCB(skb).consumed + skip,

state->msg, chunk);
return ret ?: chunk;

STREAM

}

err = skb_copy_datagram_msg(skb, skip, msg, size);
if (err)

goto out_free;

DGRAM



AF_UNIX

Overview

L -

° :/I:'EEE*E prOtO_OpS (-type) switch tsock—>type) {

case SOCK
sock->ops = &unix_stream_ops;
break;

e unix_stream_ops

case SOCK_RAW:
sock->type = SOCK_D

e unix_dgram_ops
sock->0ps &unix_dgram_ops;
! break;
* unix_seqpacket_ops
sock->0ps &unix_seqpacket_ops;
break;
default:
return =eSOCKINOSUPPORIT;

.
J
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unix_seqgpacket_ops

 sendmsg (unix_seqpacket_sendmsg)

* recvmsg (unix_seqgpacket_recvmsg)

« Z1BEEFE DGRAM B9 handler

static int unix_seqpacket_sendmsg(struct socket *sock, struct msghdr xmsg,
size t len)
{
int err;
struct sock xsk = sock—->sk;

return unix_dgram_sendmsg(sock, msg, len);

}

sendmsg

133

st

{

¥

— 3
dl

ic int unix_seqgpacket_recvmsg(struct socket xsock,
size_t size, int flags)

struct sock xsk = sock->sk;

return unix_dgram_recvmsg(sock, msg, size, flags);

recvmsg

—_ - a om we
STruct

msghdr *xmsg,




AF_UNIX

Garbage Collection

» Garbage collector - FH2[0]UX inflight sock object
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Garbage Collection

» Garbage collector - FH2[0]UX inflight sock object

. A-{A}->B:B-{B}-> A

e Close A
e Close B

/ A
Socket file A Socket file B
ref=1 ref =1
inflight = 1 inflight = 1

1\ /
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AF_UNIX

Garbage Collection

» Garbage collector - FH2[0]UX inflight sock object

o« [1] #E&EiER "gc_in_progress = true’ KR IEFEHLT

« MNRERSE true FLEIZEHF
e« [2] dBEEFRBTE gc_inflight_list _EAY sock
1 inflight tBEFLZZ

» R file AY refcnt Ei
gc_candidates

e }2H process FEFEXEIIFE W E (?)

136

spin_lock(&unix_gc_lock);

if (gc_in_progress)

goto out;

WRITE_ONCE(gc_in_progress, true);

[1]

S imr_gaah entry_safe(u, next, &gc_inflight_list, link) {

stru ck xsk = &u->sk;
long total refs;

total _refs = file count(sk->sk _socket—>file);

if (total_refs == u->inflight
list_move_tail(&u->1ink, &gc_candidates);
__set_bit(UNIX_GC_CANDIDATE, &u->gc_flags);
__set_bit(UNIX_GC_MAYBE_CYCLE, &u->gc_flags);

if (sk->sk state == TCP_LISTEN) {
nix_state_ lock nested(sk, U LOCK GC LISTENER);

X state unlock(sk);

unix_state_
}y

2]
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Garbage Collection

» Garbage collector - FH2[0]UX inflight sock object

int nfd = UNIXCB(skb).fp->count;
struct file xkfp = UNIXCB(skb).fp—>fp;
while (nfd--) {

° [3] \F}ﬁﬁﬁﬁﬁ gc_cand|dates J:E/\J SOCk struct sock xsk = unix_get_socket (xfp++);

if (sk) {

struct unix_sock *u = unix_sk(sk);
if (test_bit(UNIX_GC_CANDIDATE, &u->gc_flags)

« IEFF sock B receive queue b

« YIRIELE skb 18 HA sock file 1,
£ gc_candidates &/ » BxHE inflight

func(u);

static void dec_inflight(struct unix_sock sxusk)

usk->inflight——;

 P.S. inflight BfLAZ{E# skb reference Zl|HIREY

137



AF_UNIX

Garbage Collection

struct unix_sock

inflight

fd table

v

m T
m T

struct unix_sock

inflight

»| gc_inflight_list |«
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Garbage Collection

struct unix_sock

inflight

5
=
I

fd table

v

m T
m T

struct unix_sock

inflight

list
| gc_inflight_list |-«
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Garbage Collection

struct unix_sock struct unix_sock

fd table

e e

4--------I
4--------I

inflight inflight

I
@
Il

»| gc_inflight_list |« »| gc_candidates |-

2. 32 9MEL file reference E# 2 &) %! candidate list
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Garbage Collection

unix_get_socket

>
struct unix_sock struct scm_fp_list 5 struct unix_sock
m—

struct sk_buff struct file*
fo [ SCM_MAX_FD ]
struct unix_skb_params

— e —

3. BEFARLEERALIR gc_candidates A

attached file object 1t {f9R4 inflight
[}
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Garbage Collection

» Garbage collector - FH2[0]UX inflight sock object

« [4] BIRIBEEFTA £ gc_candidates _EAY sock

u—>inflight

i
. . = |\ A . ist_move_tail(&u->1ink, &not_cycle_list);
® yl:l % |nﬂ|ght !: O ) ,?}E*%j:u nOt_CyCIe_IISt __clear_bit(UNIX_GC_MAYBE CYCLE, &u->ac_flags);
scan

ehTTAFen(&I-55K, | inc_inflight_move_tail, NULL);
« A% 010K gc TREZ WAL skb FEXE]

static—vedd inc_inflight_move_tail(struct unix_sock x*u)

{

» #®RE sock BY receive queue i1} 1E skb inflight [t

\

if (test_bit(UNIX_GC_MAYBE_CYCLE, &u->gc_flags))
list_move_tail(&u->1ink, &gc_candidates);

e EFFHE:IE sock 1% gc_candidates (?)
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Garbage Collection

struct unix _sock

inflight = 1
A

4. EBEES inflight & 0

gc_candidates |«
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Garbage Collection

struct unix _sock

struct sock
inflight = 1

5. NRARZ 0 > restore skb Y inflight

gc_candidates |«




AF_UNIX

Garbage Collection

»] struct unix sock || structunix sock |

inflight = 1 inflight = 1

6. gc_ca

ndidates FF inflight I= 0

=g

145
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G a rb a g e C O I I e Cti O n list_for_each_entry(u, &gc_candidates, link) {

scan_children(&u—->sk, inc_inflight, &hitlist);

[S]
» Garbage collector - FH*[0]UX inflight sock object EEIEEEEIEERCETIE

u = list_entry(not_cycle_list.next, struct unix_sock, link);
__clear_bit (UNIX_GC_CANDIDATE, &u—>gc_flags);
list_move_tail(&u—>1link, |&gc_inflight_list);

skb_queue_head_init(&hitlist);

e [5] X gc_candidates L sock HIFRA skb ;
in receive queue %! hitlist

6]

__skb_queue_purge(&hitlist);

 [6] #2&f) not_cycle list | gc_inflight_list

while ((skb = __skb_dequeue(list)) != NULL)
kfree_skb _reason(skb, reason);

o [7] purge hit list [7]

¢ [8] %77?5}] gC_Cand|dateS éu gC_|nﬂ|ght_I|St list_for_each_entry_safe(u, next, &gc_candidates, link)

list_move_tail(&u->1link, &gc_inflight_list);

8]
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Garbage Collection

gc_inflight_list

7. 35455 sock B T IREI(E
(inflight) EAtAY sock AY skb
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Garbage Collection

gc_inflight_list Ij—-lj

8. enqueue % hit list .-~
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Garbage Collection

gc_inflight_list Ij—m

B skb AIEEEEH/R 1
sock Z 7MY file
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Garbage Collection

Vz\

. 9. %83 gc_inflight_list

150



AF_UNIX
Garbage Collection

SR
EI 10. purge hit list
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Garbage Collection

gc_inflight_list |:|
A

11, 383 gc_inflight_list

gc_candidates
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AF_UNIX

Vulnerability

* net: unix: properly re-increment inflight counter of GC discarded candidates
(170314)

o af unix: fix garbage collect vs MSG PEEK (210728)

» fget: check that the fd still exists after getting a ref to it (211203)

o af unix: Fix null-ptr-deref in unix_stream sendpage() (230821)

o af unix: Fix garbage collector racing against connect() (240409)

e af unix: Update unix sk(sk)->o0ob skb under sk receive queue lock (240516)

153


https://lore.kernel.org/lkml/20170315031642.19576-1-andreyu@google.com/#r
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=cbcf01128d0a92e131bd09f1688fe032480b65ca
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=054aa8d439b9
https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?h=linux-6.1.y&id=790c2f9d15b594350ae9bca7b236f2b1859de02c
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=47d8ac011fe1c9251070e1bd64cb10b48193ec51
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=9841991a446c87f90f66f4b9fee6fe934c1336a2

AF_UNIX

170314

* net: unix: properly re-increment inflight counter of GC discarded candidates

+ GC T2
* |[1] decrements their "children's" inflight counter

* [2] checks which inflight counters are now O

* [3] increments all inflight counters back

154

list_for_each_entry(u, &gc_candidates, link)

scan_children(&u->sk, dec_inflight, NULL);

list_add(&cursor, &gc_candidates);
while (cursor.next != &gc_candidates) {
u = list_entry(cursor.next, struct unix_sock, Llink);
list_move(&cursor, &u->link);
if (u=>inflight
list_move_tail(&u->1ink, &not_cycle_list);
__clear_bit(UNIX_GC_MAYBE_CYCLE, &u—>gc_flags);

scan_children(&u->sk, inc_inflight_move_tail, NULL);

}
list_del(&cursor);

while (!list_empty(&not_cycle_list)) {
u = list_entry(not_cycle_list.next, struct unix_sock, link);
__clear_bit(UNIX_GC_CANDIDATE, &u->gc_flags);
list_move_tail(&u—->1ink, &gc_inflight_1list);

}

skb_queue_head_init(&hitlist);
list_for_each_entry(u, &gc_candidates, link) {

scan_children(&u->sk, inc_inflight, &hitlist);
¥


https://lore.kernel.org/lkml/20170315031642.19576-1-andreyu@google.com/#r

AF_UNIX

170314

* net: unix: properly re-increment inflight counter of GC discarded candidates

 [1] Callback function =12& UNIX_GC_CANDIDATE flag

o [2] EILEETERTA inflight #R1E ZI[RABIAARRRFTE unset flag

\

ueue_head_init(&hitlist);
t_for_each_entry(u, &gc_candidates, link) {
scan_children(&u—->sk, inc_inflight, &hitlist);

if (test_bit(UNIX_GC_CANDIDATE, &u->gc_flags)

hit = true; while (!li tepty&tyllt){

func(u); u = list_ ry(not_cycle_list.next, struct unix_sock, link);
__clear_bit (UNIX_GC_CANDIDATE, &u->gc_flags);

list_mo _t il(&u—->1link, &gc_inflight_list);

[1] 2]
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AF_UNIX

170314

* net: unix: properly re-increment inflight counter of GC discarded candidates

e Patch
o FZENEN1Z skb HY code N E » 1t [2] tAAK [1]

skb_queue_head_init(&hitlist);
list_for_each_entry(u, &gc_candidates, link) {
scan_children(&u->sk, inc_inflight, &hitlist);

while (!list_empty(&not_cycle_list)) {
u = list_entry(not_cycle_list.next, struct unix_sock, link);
__clear_bit(UNIX_GC_CANDIDATE, &u->gc_flags);
list_move_tail(&u->1link, &gc_inflight_list);
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AF_UNIX

210728

o af unix: fix garbage collect vs MSG PEEK (CVE-2021-0920)
» GC IETETEHX socket-A Y skb RYBFEH

skb_queue_head_init(&hitlist); if (hit && hitlist !'= NULL) {
__skb_unlink(skb, &x->sk_receive_queue);

list_for_each_entry(u, &gc_candidates, link) {

scan_children(&u—>sk, inc_inflight, &hitlist); , _ _
__skb_queue_tail(hitlist, skb);

__Skb_queue_purge(&hitlist);

« [EIFtTE recvmsg(socket-A)

chunk = min_t(unsigned int, unix_skb_len(skb) - skip, size);
skb_get(skb);
chunk = state->recv_actor(skb, skip, chunk, state);

last = skb = skb_peek|{&sk—>sk_receive_queue);

last_len = last ? last—>len : 0;
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AF_UNIX

210728

o af unix: fix garbage collect vs MSG PEEK (CVE-2021-0920)
» GC IETETEHX socket-A Y skb RYBFEH

skb_queue_head_init(&hitlist); if (hit && hitlist != NULL) {

list_for_each_entry(u, &gc_candidates, link) { skb_unlink(skb, &x—>sk_receive_queue);
— — ’ — — ’
__skb_queue_tail(hitlist, skb);

scan_children(&u—>sk, inc_inflight, &hitlist);

__Skb_queue_purge(&hitlist);

o [FfF thZrocumen

Peek A= 10 refcnt

last =|skb = skb_peek|&sk—>sk_receive_queue) ; cnunk = min_t(unsigned int, unix_skb_len(skb) - skip, size);
= - - ' M skb_get(skb);
last_len = last ? last—>len : 0;

chunk = state->recv_actor(skb, skip, chunk, state);
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AF_UNIX

210728

o af unix: fix garbage collect vs MSG PEEK (CVE-2021-0920)

inflight 27 @242

e [2] recvmsg detach skb By inflight socket file BF= 25 unix_gc_lock

spin_lock(&unix_gc_lock); void unix_notinflight(struct user_struct xuser, struct file xfp)

{
list_for_each_entry_safe(u, next, &gc_inflight_list, link) {

struct sock xsk = &u->sk;
long total_refs;

struct sock xs = unix_get_socket(fp);

spin_lock(&unix_gc_lock);
if (s) 1

struct unix_sock *u = unix_sk

total_refs = file_count(sk->sk_socket—>file);

BUG_ON(!'u—>inflight);

BUG_ON(total_refs < u—>inflight);

if (total_refs == u->inflight
list_move_tail(&u->1link, &gc_candidates| ;

[1]

u—>inflight—;
if (lu—>inflight
list_del_init(&u—>1ink);
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210728

o af unix: fix garbage collect vs MSG PEEK (CVE-2021-0920)

e [3] detach 527 & install file » process 7 BEZEXZIE LE inflight socket file

ive_fd(struct file xfile, int __user s*u

new_fd, get_file(file));
ceive_sock(file);

[3]
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=cbcf01128d0a92e131bd09f1688fe032480b65ca

AF_UNIX

210728

o af unix: fix garbage collect vs MSG PEEK (CVE-2021-0920)

e [3] detach 527 & install file » process 7 BEZEXZIE LE inflight socket file
e UIREAL lock ELE(EE ? &

ive_fd(struct file xfile, int __user s*u

fd_install(new_fd, get_file(file));
ceive_so k(f le);

[3]
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210728

Normal Case

Thread-1

GC Thread
| Lock |
| Wiait lock |
| Detach file |
| Unlock |
| Lock |
‘ ##E refent ‘
| B inflight |
| TR skb |
| Unlock |
| Install file |
|

{ZEY file
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Normal Case

GC Thread

Thread-1

Lock

Wait lock

Detach socket

Unlock

Lock

& refent

¥ inflight

= skb

Unlock

Install socket

{ZHY socket
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Abnormal Case

GC Thread

Thread-1

Lock

& refent

¥ inflight

= skb

Unlock

Install socket

{ZHY socket
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Abnormal Case

GC Thread

Lock

& refent

Thread-1

Detach socket

B3 inflight

Install socket

FZI skb

{ZHY socket

Unlock
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Abnormal Case

GC Thread

Thread-1

Lock

& refent

B3 inflight

|
|
‘ Detach socket
|
|

Install socket

-y W socket
race condition
P35 s—

Unlock ‘
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Abnormal Case

GC Thread

Thread-1

Lock

& refent

B3 inflight

|
|
‘ Detach socket
|
|

Install socket

ay W socket
race condition
FEIX s—

Unlock ‘
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last_len = last ? last—>len :

0;

1. 5% peek receive queue > L ZEX
socket HY refent

last = skb = skb_peek(&sk—->sk_receive_queue);
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Abnormal Case

210728

GC Thread

2. [RI¥ gc_candidates » HYH receive |

Lock

queue Ay skb |

& refent

skb_queue_head_init(&hitlist);
list_for_each_entry(u, &gc_candidates, link) {

Thread-1

Detach socket

scan_children(&u->sk, inc_inflight, &hitlist); ‘

B3 inflight

Unlock

168

last_len = last ? last—>len :

last = skb = skb_peek(&sk—->sk_receive_queue);

0;
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Abnormal Case

GC Thread Thread-1

last = skb = skb_peek(&sk—->sk_receive_queue);

‘ — last_Llen = last ? last—->len : 0;

‘ & refent

skb_queue_head_init(&hitlist); ‘

list_for_each_entry(u, &gc_candidates, link) { Detach socket ‘

scan_children(&u—->sk, inc_inflight, &hitlist); ‘ E¥ - e
# inflight

__skb_queue_purge(&hitlist);

3. FERNGELE skb

Unlock
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GC Thread

skb_queue_head_init(&hitlist);
list_for_each_entry(u, &gc_candidates, link) {
scan_children(&u—->sk, inc_inflight, &hitlist);

__skb_queue_purge(&hitlist);

Lock

& refent

Abnormal Case

Thread-1

last_len = last ? last—>1len : 0;

Detach socket

B3 inflight

Unlock

170

last = skb = skb_peek(&sk—->sk_receive_queue);

4. & peeked skb HY refent i

chunk = min_t(unsigned int, unix_skb_len(skb) - skip, size);
skb_get(skb);
chunk = state->recv_actor(skb, skip, chunk, state);
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Abnormal Case

GC Thread Thread-1

last = skb = skb_peek(&sk—->sk_receive_queue);

Lock ‘
‘ last_len = last ? last—>1len : 0;
‘ {E & refent ‘
skb_queue_head_init(&hitlist); ‘ ‘
list_for_each_entry(u, &gc_candidates, link) { Detach socket
scan_children(&u->sk, inc_inflight, &hitlist); - e
- 9 | &3 inflight |

__skb_queue_purge(&hitlist);

chunk = min_t(unsigned int, unix_skb_len(skb) - skip, size);
skb_get(skb);
chunk = state->recv_actor(skb, skip, chunk, state);

(B skb B EIE T » HUL#EEEE UAF

Unlock
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o af unix: fix garbage collect vs MSG PEEK (CVE-2021-0920)
e WIRIZHB L lock EEA(HEEE ?
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=cbcf01128d0a92e131bd09f1688fe032480b65ca

AF_UNIX

210728

o af unix: fix garbage collect vs MSG PEEK (CVE-2021-0920)
e WIRIZHB L lock EEA(HEEE ?

« & recvmsg B35 MSG_PEEK flag B » BE1E/2 A lock AR | install
socket file

if (!(flags & MSG_PEEK)
else

if (UNIXCB(skb).fp)
scm. fp = scm_fp_dup(UNIXCB(skb).fp);

173
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o af unix: fix garbage collect vs MSG PEEK (CVE-2021-0920)
e Patch

» Detach & Z4#_—E% lock / unlock BYIE{E » (REET (?) AETE GC LT
3@BFE P install socket

» SR _LFEsZIEH BUFRY patch AT\

; : scm->fp = scm_fp_dup (UNIXCB(skb).fp);
+ spin_lock(&unix_gc_Llock) ; PN

+ spin_unlock (&unix_gc_lock); spin_lock(&unix_gc_lock) ;
spin_unlock(&unix_gc_lock);
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210728

. BEER

e CVE-2021-0920: Android sk buff use-after-free in Linux

 The quantum state of Linux kernel garbage collection CVE-2021-0920 (Part
1)

175


https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2021/CVE-2021-0920.html
https://googleprojectzero.blogspot.com/2022/08/the-quantum-state-of-linux-kernel.html
https://googleprojectzero.blogspot.com/2022/08/the-quantum-state-of-linux-kernel.html
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* fget: check that the fd still exists after getting a ref to it (CVE-2021-4083)

« FX[EEL CVE-2021-0920 $&1l!

« GC EBLEER socket file B refent B inflight count 2R{R:E file object A E#
4hER fd table TZEXE!

R struct file {AB]BEE £ RCU read-side critical section fZEXZ
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=054aa8d439b9

AF_UNIX

211203

* fget: check that the fd still exists after getting a ref to it (CVE-2021-4083)

1.1 fd table Z file e

file = files lookup fd rcu(files, fd); // race window start
if (file) {
/* File object ref couldn't be taken.
* dup2() atomicity guarantee 1is the reason
* we loop to catch the new file (or NULL pointer)
*/
if (file->f mode & mask) 2. B refcount

file = NULL;

else if (!get file rcu many(file, refs)) // race window end

goto loop;

------

--
-
-
- -
- -
- -
- -
- -
-
-
-
-
--
--
--
--
- -

177

ine struct file *files_lookup_fd_rcu(struct files_struct *files, unsigned int fd)

RCU_LOCKDEP_WARN( ! rcu_read_lock_held(),
"'suspicious rcu_dereference_check() usage");
return files_lookup_fd_raw(files, fd);

#idefine get_file_rcu_many(x, cnt) \
atomic_long_add_unless(&(x)->f_count, (cnt), 0)



https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=054aa8d439b9
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211203

Race

Thread-1

Thread-2

GC Thread

‘ sys_dup socket-A ‘
‘ files_lookup_fd_rcu ‘

1 refent ‘

E1 inflight |
‘ get_file_rcu_many ‘
| Reinstallfiletofd |

FEIX skb
v

178

‘ Trigger GC ‘
[ reovmsgsocketa ||
‘ Peek skbs ‘
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Race

GC Thread Thread-1 Thread-2
refcnt = 2 ‘ sys_dup socket-A ‘
‘ files_lookup_fd_rcu ‘
‘ Close socket-A \ refcnt = 1
‘ Trigger GC ‘
refcnt = inflight = 1| R refont |
| &3 inflight |
refcnt = 2 ‘ get_file_rcu_many ‘
| Reinstallfiletofd |
‘ recvmsg socket-A ‘
‘ Peek skbs ‘
FEIX skb
‘ Access skb ‘
v v v
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AF_UNIX

Race

Thread-1

refcnt = inflight = 1 |

GC Thread
& refent ‘
| EH inflight |
=N skb

refcnt = 2 ‘ sys_dup socket-A ‘

‘ files_lookup_fd_rcu ‘

refcnt = 2 ‘ get_file_rcu_many ‘

| Reinstallfiletofd |

180

Thread-2
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* fget: check that the fd still exists after getting a ref to it (CVE-2021-4083)

e Patch

¢ E:ﬁ reant Z?ﬁ ) E;ﬁ E RCU E/\J else 1if 1:1!.;:tjf[\:gIéil;”cu_many(1‘1’1e, refs))

goto loop;

1%E§TE§W—ZK fd table else 1if é;ltfigﬁs?l;?pl)gdeg?vsv)(files, fd) !'= file)| {
2 : }
« B¥TRE file EEEIRFHH close

goto Lloop;
static inline struct file *files_lookup_fd_raw(struct files_struct *xfiles, unsigned int fd)
{
struct fdtable xfdt = rcu_dereference_raw(files—>fdt);

° yu%%l‘;/_:EE/\]EEE}iE%ﬁ IOOkup if (fd < fdt->max_fds) {

fd = array_index_nospec(fd, fdt->max_fds);
return rcu_dereference_raw(fdt—>fd[fd]);

}

o S HEE reinstall file e
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AF_UNIX

211203

* fget: check that the fd still exists after getting a ref to it (CVE-2021-4083)

}“-%f't 43 i
° ET&%%R % I |Seek, Opendlr, "u. static off_t ksys_lseek(unsigned int fd, off_t offset, unsigned int whence)

{

off t retval;

 WRBEFHNZAE file object » FLE et T4 Fagetpos (1)
J: p O S_I OC k “;:”“ signed long __fdget_pos(unsigned int

unsigned long v = ___fdget(fd);
struct file *xfile = (struct file *%)(v & ~3);

o %38 race BJLA bypass file_count(file)

if (file && (file—>f_mode & FMODE_ATOMIC_POS)) {

E /\J *ﬁ if (file_count(file) > 1
AA v |= FDPUT_POS_UNLOCK;

mutex_lock(&file->f_pos_lock);

}

return v;
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AF_UNIX

Race

Thread-2

21 1 203 Thread-0 Thread-1

refcnt = 1 ‘ sys_lseek(fd) ‘
refcnt = 2 | __fdget(fd) |

‘ sys_close(fd) ‘ ‘ sys_dup(fd) ‘

‘ files_lookup_fd_rcu ‘

refcnt = 1 ‘ refcnt -= 1 ‘

‘ File count check ‘
‘ Pass the check ! ‘

e [ getfiercumany |

S KOOSO VTP L) &1 S

v
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Race

Thread-0

refcnt = 1 ‘ sys_lIseek(fd)

refcnt = 2 ‘ _fdget(fd)

refcnt = 2 (BE:2

\4

Thread-1

£ I poas lock

184

Thread-2

‘ sys_dup(fd) ‘
‘ files_lookup_fd_rcu ‘
[ getfiercumany |
refcnt = 2
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. BEER

 Racing against the clock -- hitting a tiny kernel race window

 Re: [fget] 0542a8d439: will-it-scale.per thread ops -5.7% regression
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https://googleprojectzero.blogspot.com/2022/03/racing-against-clock-hitting-tiny.html
https://lore.kernel.org/lkml/CAG48ez1pnatAB095dnbrn9LbuQe4+ENwh-WEW36pM40ozhpruw@mail.gmail.com/

AF_UNIX

230821

o af unix: Fix null-ptr-deref in unix stream sendpage() (CVE-2023-4622)

» sys_splice from pipe to socket BF= ¥ protocol sendpage handler

 AF_UNIX & TCP - unix_stream_sendpage
« 7 2023/06/20 #1@E sendpage FITHEEHINIE

» Replace A% sendmsg(MSG_SPLICE_PAGES)

186


https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?h=linux-6.1.y&id=790c2f9d15b594350ae9bca7b236f2b1859de02c
https://patchwork.kernel.org/project/linux-fsdevel/patch/20230620145338.1300897-18-dhowells@redhat.com/

static const struct file_operations socket_file_ops = {
.owner = THIS_MODULE,

AF_UNIX

230821 . sendpage = sock_sendpage,

int kernel_sendpage(struct socket xsock, s page *xpage, int offset,
size_t size, int flags)

File sendpage op

if (sock->ops->sendpage) {

return sock—->ops—>sendpage(sock, page, offset, size, flags);

int pipe_to_sendpage(struct pipe_inode_info xpipe,
t pipe_buffer xbuf, struct splice_desc *sd)

Type sendpage op

ssize_t inet_sendpage(struct socket xsock, struct page *page, int offset,

return file->f_op->sendpage(file, buf->page, buf->offset, size_t size, int flags)

sd->1len, &pos, more);
struct sock xsk = sock—->sk;

if (sk->sk_prot->sendpage)
return sk->sk_prot->sendpage(sk, page, offset, size, flags);
return sock_no_sendpage(sock, page, offset, size, flags);

const struct proto_ops unix_stream_ops = {
.family =  PF_UNIX,

. sendpage = unix_stream_sendpage,

Protocol sendpage op
187
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o af unix: Fix null-ptr-deref in unix stream sendpage() (CVE-2023-4622)

. {ERE% socket-A i socket-B A& sockpair
 [1] Thread-0 sendpage socket-A ;> [G)BF peek socket-B fY skb
 [2] GC-Thread E#f inflight socket file i f2HX socket-B Y skbs

e [3] Thread-0 #2{E skb » 1B Z5% skb 2 & HFEL
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https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?h=linux-6.1.y&id=790c2f9d15b594350ae9bca7b236f2b1859de02c

AF_UNIX

230821

o af unix: Fix null-ptr-deref in unix stream sendpage() (CVE-2023-4622)

. {ERE% socket-A i socket-B A& sockpair

e |[1] Thread-0 sendpage socket-A ;> [G]BF peek socket-B fY skb
. [2] GO-Thread B3 inflight sockel_______Lockless!

e [3] Thread-0 #2{E skb » 1B Z5% skb 2 & HFEL
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https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?h=linux-6.1.y&id=790c2f9d15b594350ae9bca7b236f2b1859de02c

AF_UNIX

230821

Race

GC Thread

Thread-1

‘ sendpage ‘
‘ Lock ‘
‘ #BE refcnt ‘
‘ B3 inflight
Peek skb |
‘ FERY skb
‘ Unlock

Access skb
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Race

GC Thread

Thread-1
| sendpage |
| Lock |
‘ @& refent ‘
‘ B3 inflight
Peek skb |

Unlock |

‘ Access skb ‘
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Race

GC Thread

Thread-1

sendpage ‘

Lock

f&E refent

B inflight

‘—

Unlock

|
[ Accesssko ]
Use-After-Free
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spin_lock(&other->sk_receive_queue. lock) ;

skb = skb_peek_tail(&other->sk_receive_queue);
if (tail && tail == skb) {
skb = newskb;
@@ -2359,14 +2361,11 @@
refcount_add(size, &sk->sk_wmem_alloc);

o af unix: Fix null-ptr-deref in unix _stream sendpagel()
(CVE-2023-4622)

if (newskb) {
err = unix_scm_to_skb(&scm, skb, false);
if (err)
goto err_state_unlock;
spin_lock(&other->sk_receive_queue.lock);

+ | | | |

unix_scm_to_skb(&scm, skb, false);

® P atC h __skb_queue_tail(&other->sk_receive_queue, newskb) ;

- spin_unlock(&other->sk_receive_queue.lock);

}

» [1] FH receive_queue lock R peek £{E e lock(aother s receve e tock

[1]
o [2] :EFxBEZHEPR skb A HIXE! hitlist & kb queve._wak safe (Sx.osk receive.aueue, skb, next)

if (hit && hitlist != NULL

__skb_unlink(skb, &x->sk_receive_queue);
__skb_queue_tail(hitlist, skb);

}

spin_unlock(&x—>sk_receive_queue. lock) ;

2]
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https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?h=linux-6.1.y&id=790c2f9d15b594350ae9bca7b236f2b1859de02c

AF_UNIX

240409

o af unix: Fix garbage collector racing against connect() (CVE-2024-26923)

i

« GC 2AZEZ embryo th® enqueue skb » ELEEE#T inflight socket B2
£ £ lock

« Embryo - B4R INBRIER# accept HY socket

* Dangling pointer within the gc_inflight_list
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=47d8ac011fe1c9251070e1bd64cb10b48193ec51

AF_UNIX

240409

o af unix: Fix garbage collector racing against connect() (CVE-2024-26923)
« Commit BiFAHRYRIZ:REH

e S - Unconnected socket
| - Listening socket

e \/ -victim socket
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=47d8ac011fe1c9251070e1bd64cb10b48193ec51

AF_UNIX

240409

Race

GC Thread

196

Thread-1
| bind(L, add) |
‘ listen(L) ‘
| 3% | inflight
1. iF—1E

Thread-2

‘ refcnt=1, inflight=1

socket & pY, inflight

state & TCP ILISTEN B4
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240409

Race

GC Thread

2. BRI E,

Thread-1 Thread-2

refcnt=1, inflight=1

connect(S, addr) ‘

=lr=

=%5¢ S Y socket peer = NS ‘

‘ unix_stream_connect|() ‘

\

A EATIE—1

197

addr ¥ ¥ ERY unjx socket >

]

1Y socket object
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Race

GC Thread

198

Thread-1

Thread-2

3. 1

refcnt=1, inflight=1

sendmsg(S, [V])

‘ close(V)

- —EX B STiR > MERRAA L

refcnt=2, inflight=1

refcnt=1, inflight=1

A socket V B skb
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Race

GC Thread Thread-1 Thread-2

refcnt=1, inflight=1

refcnt=2, inflight=1

refcnt=1, inflight=1

4. close(V) Ef&3% GC
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Race

GC Thread

5. FIB B

5T & inflight count

\4

200

Thread-1

Thread-2

refcnt=1, inflight=1

refcnt=2, inflight=1

refcnt=1, inflight=1
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Race

GC Thread

5. FIB B

5T & inflight count

\4

Thread-1

V, L B3 receive queue FPEZEH

FELE T ESE A 2
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Thread-2

refcnt=1, inflight=1

refcnt=2, inflight=1

refcnt=1, inflight=1
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Race

GC Thread

Thread-1

6. Connection 353K 2% 3EHY skb

ZI3Z L B9 receive queue

‘ Enqueue skb to L recvq

202

Thread-2

refcnt=1, inflight=1

refcnt=2, inflight=1

refcnt=1, inflight=1
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Race

GC Thread

| scan_children(inc_inflight) |

7. L B9 receive queue B skb -

A

L= IR EE

203

Thread-1

Thread-2

refcnt=1, inflight=1

refcnt=2, inflight=1

refcnt=1, inflight=1
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Race

240409

GC Thread

Thread-1

Thread-2

| 185 GC |

‘ 2215 V, L & candidate ‘

‘ scan_children(dec_inflight) ‘

| scan_children(inc_inflight) |

7. L B9 receive queue B ¢

A = FR R IE

bind(L, add)
static void scan_children(struct sock *x, void (xfunc) (struct unix_sock x),
struct sk _buff _head *hitlist)

if (x->sk state != TCP_LISTEN) K
} else {

SN AR EH | isten socket (L)

struct sk _buff xnext

struct unix_sock *u;

LIST_HEAD(embryos);
spin_lock(&x—>sk_receive_queue. lock);
skb_queue_walk_safe(&x->sk_receive_queue, skb, next

u = unix_sk(skb->sk);
BUG_ON(!list_empty(&u->1ink));
list_add_tail(&u->1ink, &embryos);

spin_unlock(&x—>sk_receive_queue. lock);

while (!'list_empty(&embryos)
u = list_entry(embryos.next, struct unix_sock, 1link);
scan_inflight (&u->sk, func, hitlist);
list_del_init(&u->1ink);
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‘ refcnt=1, inflight=1

‘ refcnt=2, inflight=1

‘ refcnt=1, inflight=1
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Race

GC Thread

Thread-1

5% GC |

‘ 2215 V, L & candidate ‘

‘ scan_children(dec_inflight) ‘

| scan_children(inc_inflight) |

7. L B9 receive queue B ¢

A

L= IR EE

struc
struc
struc
LIST
spin_
skb_q
u
B
1

spin_
while
u
S
L

Thread-2

bind(L, add)
static void scan_children(struct sock *x, void (xfunc) (struct unix_sock x),
struct sk _buff _head *hitlist)

if (x->sk state != TCP_LISTEN) {
} else {

t sk _buff *xskb;
t sk _buff xnext;
t unix_sock *u;

EY . FTA skb receive queue AY socket object

ueue_walk_safe(&x—>sk_receive_queue, skb, next
= unix_sk(skb—>sk);
UG_ON(!list_empty(&u—>1ink));
ist_add_tail(&u->1ink, &embryos);

unlock (&x—>sk_receive_queue. lock) ;

I list_empty(&embryos)

list_entry(embryos.next, struct unix_sock, link);
can_inflight (&u->sk, func, hitlist);
ist_del_init(&u->1ink);
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Thread-2

bind(L, add)
static void scan_children(struct sock %x, void (s*func)(struct unix_sock x),
struct sk _buff _head *hitlist)
{
if (x->sk state != TCP_LISTEN) {
} else {
struct sk_buff *xskb;
struct sk _buff xnext;
struct unix_sock ku;

LIST_HEAD embrys B DL IBIERERTLE NS

skb = sock wmalloc(newsk, 1, @, GFP KERNEL);

| #85 GC

‘ __skb_queue_tail(&other—>sk_receive_queue, skb);

‘ 3218 V, L % candidate ‘ spin_unlock(&x->sk_receive_queue. lock);

‘ scan_children(dec_inflight) ‘

while (!'list_empty(&embryos)
u = list_entry(embryos.next, struct unix_sock, link);

scan_inflight(&u->sk, func, hitlist);
list_del_init(&u->1ink);

| scan_children(inc_inflight) |

7. L B9 receive queue & -
At = IR R 206

}

‘ refcnt=1, inflight=1

refcnt=2, inflight=1

\ refcnt=1, inflight=1
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Thread-2

| 185 GC |

‘ 2215 V, L & candidate ‘

‘ scan_children(dec_inflight) ‘

| scan_children(inc_inflight) |

7. L B9 receive queue B ¢

A = FR R IE

bind(L, add)
static void scan_children(struct sock *x, void (xfunc) (struct unix_sock x),
struct sk _buff _head *hitlist)

if (x->sk state != TCP_LISTEN) {
} else {
struct sk_buff *xskb;
struct sk _buff xnext;
struct unix_sock ku;
LIST_HEAD(embryos);
spin_lock(&x—>sk_receive_queue. lock);
skb_queue_walk_safe(&x->sk_receive_queue, skb, next
u = unix_sk(skb—>sk);
BUG_ON(!list_empty(&u->1ink));
list_add_tail(&u->1link, &embryos);

spin_unlock(&x—>sk_receive_queue. lock);

while (!'list_empty(&embryos)
u = list_entry(embryos.next, struct unix_sock, 1link);
scan_inflight (&u->sk, func, hitlist);
list_del_init(&u->1ink);

¥ AT socket object L callback
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Thread-2

‘ I V, L & candic

bind(L, add)

static void scan_children(struct sock *x, void (xfunc) (struct unix_sock x),
struct sk _buff _head *hitlist)

{

‘ refcnt=1, inflight=1

if (x->sk state != TCP_LISTEN) {
} else {
struct sk_buff *xskb;
struct sk _buff xnext;
struct unix_sock ku;
LIST_HEAD(embryos);

spin_lock(&x—>sk_receive_queue. lock);
skb_queue_walk_safe(&x->sk_receive_queue, skb, next

‘ refcnt=2, inflight=1

static void inc_inflight_move_tail(struct unix_sock su)

‘ refcnt=1, inflight=1

SRS LSSt N\ S 1Y receive queue A inflight socket V -

| while (1li A|LtEEE % V BY inflight count

‘ scan_children(dec_inflight) ‘

u = list_entry(embryos.next, struct unix_sock, link);
scan_inflight (&u->sk, func, hitlist);
list_del_init(&u->1ink);

| scan_children(inc_inflight) |

7. L B9 receive queue B ¢

AL @R EE
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Race

GC Thread

Thread-1

struct sk _buff _head *hitlist)
{
if (x->sk state != TCP_LISTEN) {
} else {
struct sk_buff *xskb;
struct sk _buff xnext;
struct unix_sock ku;
LIST_HEAD(embryos);

static void scan_children(struct sock *x, void (xfunc) (struct unix_sock x),

spin_lock(&x—>sk_receive_queue. lock);
skb_queue_walk_safe(&x->sk_receive_queue, skb, next

static void inc_inflight_move_tail(struct unix_sock su)

‘ I V, L & candic

‘ scan_children(dec_inflight) ‘

list_del_init(&u—->1ink);

| scan_children(inc_inflight) |

7. L B9 receive queue B ¢

A

L= IR EE 209

[RAFEER {inc, dec)_inflight EREWRI TR >
{BAA race MEAR#1T 1 inc_flight
75 X, V socket HY refcnt=1 {B inflight=2

scan_inflight (&u->sk, func, hitlist);

Thread-2

bind(L, add)

‘ refcnt=1, inflight=1

‘ refcnt=2, inflight=1

‘ refcnt=1, inflight=1
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o af unix: Fix garbage collector racing against connect() (CVE-2024-26923)

o refcnt=1 1B inflight=2 2 B{TEZs2£& ?

° [1] %E}‘j& Skb H%.&’%\E#ﬁ Infllght Count 9 |=| ,%-I’:T]-/Q\ void unix_notinflight(struct user_struct *user, struct file *fp)

struct sock *s = unix_get_socket(fp);

0 BF= unlink from gc_inflight_list cpin_Lock(unix e Lock)

if (s) {
struct unix_sock *u = unix_sk(s);

L|4

u—>inflight—;

« [2] A& refcnt = 1 > file, socket, sock object S T

WRITE_ONCE(unix_tot_inflight, unix_tot_inflight - 1);

%B%%EZ%’EB&TE ’ 1Ei§-7£ gC—Inﬂlght—IISt E/\J Ilnked L}-;RITE_ONC;(user—>unix_inflight, user->unix_inflight - 1);

IiSt J: spin_unlock(&unix_gc_lock);
[1]
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AF_UNIX

240409

o af unix: Fix garbage collector racing against connect() (CVE-2024-26923)

list_for_each_entry_safe(u, next, &gc_inflight_list, link) {
® PatCh struct sock *sk = &u->sk;

long total_refs;
total_refs = file_count(sk->sk_socket->file);
if (total_refs == u—>inflight

« [1] GC £ E inflight socket BF » ¥R 25IR
socket By state & TCP LISTEN : Fji,_E lock B

if (sk—>sk state == TCP_LISTEN) {

o [2] EBARFE K= £ state lock | enqueue >
ﬁbxgiﬁ}ﬁ race Cond|t|on static int unix_stream_connect(struct socket *sock, struct sockaddr *

int addr_len, int flags)

unix_state_lock(other);

spin_lock(&other->sk_receive_queue. lock);

__Skb_queue_tail(&other—->sk_receive_queue, s -
spin_unlock(&other->sk_receive_queue. lock);
unix_state_unlock(other);
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AF_UNIX

240516

e af unix: Update unix_sk(sk)->o0ob skb under sk receive queue lock
(CVE-2024-36972)

e O0OB - Out-Of-Band data
o IB1H process —{EZ =@ ENRIFE T
« sendmsg {#H MSG_OOB flag 2£3% K/)\A 1 byte WEEE R

» sys_sendmsg handler 357X SIGURG %5 receiver process
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AF_UNIX

240516

e af unix: Update unix_sk(sk)->o0ob skb under sk receive queue lock
(CVE-2024-36972)

 sendmsg

» [1] OOB packet BY skb B 5c# /7%l peer socket Y oob_skb &M

« MNRZEIELE oob_skb » T = drop 5% skb AY refcnt

o [2] B4 enqueue %l peer socket B receive queue

if (ousk->o00b_skb)
consume_skb(ousk—>00b_skb) ;

skb_queue_tail(&other->sk_receive_queue, skb);

WRITE ONCE(ousk->o00b_skb, skb);

[1]

2]
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AF_UNIX

240516

e af unix: Update unix_sk(sk)->o0ob skb under sk receive queue lock
(CVE-2024-36972)

* recvmsg

e [11 &A MSG_OOB » E:1it oob_skb ZE skb » B refcnt MiiEE

o [2] UNER1iE receive queue EZIHY skb = oob_skb > unlink from receive
queue i{E oob_skb %A% NULL

if (skb == u->o00b_skb

else {
skb_unlink(skb, &sk->sk_receive_queue);

oob_skb = u->o00b_skb;

WRITE_ONCE(u—>o00b_skb, NULL);

if (!'WARN_ON_ONCE(skb_unref(skb)))
kfree_skb(skb);

skb = skb_peek(&sk->sk_receive_queue) ;

[1] 214 2]

skb_get(oob_skb);

chunk = state->recv_actor(oob_skb, @, chunk, state);
consume_skb(oob_skb) ;
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AF_UNIX

240516

e af unix: Update unix_sk(sk)->o0ob skb under sk receive queue lock
(CVE-2024-36972)

« GC £HY 1 gc_candidates socket By skb B » 215R 251754 socket A miAkEIE
i oob_skb » FRETES L lock BYIER T drop refent i ¥R NULL

skb_queue_head_init(&hitlist);
list_for_each_entry(u, &gc_candidates, link) {
scan_children(&u—->sk, inc_inflight, &hitlist);

#1f IS ENABLED(CONFIG AF UNIX O0OB
1f (u->o00b_skb

kfree_skb(u->o00b_skb);
u->00b_skb = NULL;

#endif
b
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AF_UNIX

240516

Race

Thread-0 Thread-1 Thread-2
| Create socket pairA,B |
| sendmsg(B,[A) |
A is inflight | close(A) |
"""""""""""""""""""""""""""""""""""""""""""" [ sewmsoBoom || [ cos®wotiggerac |
[ oo 1| [ aewow || |
| Move A to gc_candidates |
| Checkoob skb |
[CWwesbusoob sk ||
| u->o0b_skb=NULL | | ousk->00b_skb=skb |
| skb_queue(recva, skb) |
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Race

Thread-0

GC lock

| |
‘ Move A to gc_candidates ‘
| |

Check oob_skb

‘ kfree_skb(u->o00b_skb) ‘

Thread-1

‘ Create socket pair A, B

‘ sendmsg(B, [A])

A is inflight | close(A)

‘ skb_queue(recvq, skb) ‘

Race condition to null-ptr-deref
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Race

Thread-0 Thread-1 Thread-2
| Create socket pairA,B |
| sendmsg(B,[A) |
A is inflight | close(A) |
""""""""""""""""""""""""""""""""""""""""" [ senamsg@.008) || [ coseStowggerac ||
| GC lock | | queue_oob) |

‘ Move A to gc_candidates ‘

‘ Check oob_skb ‘

‘ ousk->o00b_skb = skb ‘

‘ kfree_skb(u->o00b_skb) ‘

‘ skb_queue(recvq, skb) ‘

| u->oob_skb=NULL |
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Race

Thread-0
‘ Create socket pair A, B ‘
‘ sendmsg(B, [A]) ‘
A is inflight | close(A) |
"""""""""""""""""""""""""""""""""""""""""""""" [ sonamse®,008) |
[ oo+ | [ quewot0 |

‘ Move A to gc_candidates ‘

‘ Check oob_skb ‘

‘ ousk->o00b_skb = skb ‘

| u->oob_skb=NULL |

Thread-1

Race qondition to UAF skb
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e af unix: Update unix_sk(sk)->o0ob skb under sk receive queue lock

(CVE-2024-36972)

 Patch : TR B & oob_skb AVt 5 &R HN_LE receive_queue lock

maybe_add_creds(skb, sock, other);
skb_get(skb);

scm_stat_add(other, skb);
spin_lock(&other->sk_receive_queue. lock) ;

if (ousk->oob_skb)
consume_skb (ousk->o00b_skb) ;

WRITE_ONCE (ousk->o00b_skb, skb);
__skb_queue_tail(&other->sk_receive_queue, skb);
spin_unlock(&other->sk_receive_queue. lock) ;

[1] sendmsg with MSG_OOB

mutex_lock (&u->iolock);
unix_state_lock(sk);
spin_lock(&sk->sk_receive_queue. lock) ;

if (sock_flag(sk, SOCK_URGINLINE) || !'u->oob_sk
spin_unlock(&sk->sk_receive_queue. lock)
unix_state_unlock(sk);
mutex_unlock (&u->iolock) ;
return —-EINVAL;

WRITE_ONCE (u->oob_skb, NULL);

skb_get (oob_skb) ;

spin_unlock(&sk->sk_receive_queue. lock) ;

[2] recvmsg with MSG_OOB
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AF_UNIX

240516

e af unix: Update unix_sk(sk)->o0ob skb under sk receive queue lock
(CVE-2024-36972)

 Patch : TR B & oob_skb AVt 5 &R HN_LE receive_queue lock

consume_skb (skb) ;
skb = NULL;

ruct sk_buff xunlinked_skb = NULL;

spin_lock(&sk->sk_receive_queue.lock) ;

1-1: (Skb == u—>00b_5kb) {
if (copied) {

} else if (flags & MSG_PEEK) {
skb = NULL;

} else {
skb_unlink(sk &sk->sk_receive_queue
__skb_unlink(skb, &sk->sk_receive_queue);
WRITE_ONCE (u->o0b_skb, NULL);

unlinked_skb = skb;
skb = skb_peek(&sk->sk_receive_queue);

}
}

spin_unlock(&sk->sk_receive_q e.lock);

[3] recvmsg
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Takeways



socket(family, type, protocol)




fd table

—*>| socket_file_ops

>

4—
struct file
- ]

struct proto_ops

sendmsg

struct socket

struct socket alloc

ops for Protocol

(tcp_prot, udp_prot, ...)

struct proto

connect

sk_prot

sk_receive_qgueue

struct unix sock

ops for Type (inet_stream_ops, inet_dgram_ops, ...)

struct unix_skb_params
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