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D-Bus (Desktop Bus)
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• IPC / RPC mechanisms on Linux and other Unix-like operating systems
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Introduction

IPC 
(Inter-Process Communication)

Ref: https://medium.com/@the_daft_introvert/inter-process-communication-in-operating-systems-a-comprehensive-guide-with-real-life-examples-and-c508cf3bfb1a

Overview
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https://medium.com/@the_daft_introvert/inter-process-communication-in-operating-systems-a-comprehensive-guide-with-real-life-examples-and-c508cf3bfb1a


Introduction

RPC 
(Remote Procedure Call)

Ref: https://docs-multiplayer.unity3d.com/netcode/current/advanced-topics/message-system/rpc/

Overview
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https://docs-multiplayer.unity3d.com/netcode/current/advanced-topics/message-system/rpc/


Introduction

Process A Process B Process C …

system bus 
(message bus)

Process D

Process Esession bus 
(per-user-login)

User 123

Process G

Process H

User 456

Overview
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Introduction

Process A Process B Process C …

Process D

Process E

User 123

Process G

Process H

User 456

/run/user/<uid>/bus

Overview
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Introduction

Process A Process B Process C …

Process D

Process E

User 123

Process G

Process H

User 456
/run/dbus/system_bus_socket

Overview
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Introduction

• D-Bus protocol


• C: libdbus, Python: pydbus


• Command line tools: busctl, gdbus, dbus-send, …

Overview
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https://dbus.freedesktop.org/doc/dbus-specification.html


Introduction

Process
register

[1] Bus name 
[2] Object path 
[3] Interface 
[4] Method / Signal 
[5] Signature 
 
(official documentation)

Registration
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https://pythonhosted.org/txdbus/dbus_overview.html


Introduction

Process
register

[1] Bus name: org.freedesktop.DBus or :1.100  
[2] Object path 
[3] Interface 
[4] Method / Signal 
[5] Signature 
 
(official documentation)

Unique nameWell-known name

Registration
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https://pythonhosted.org/txdbus/dbus_overview.html


Introduction

Process
register

[1] Bus name: org.freedesktop.DBus or :1.100  
[2] Object path: /org/freedesktop/DBus 
[3] Interface 
[4] Method / Signal 
[5] Signature 
 
(official documentation)

Registration

13

https://pythonhosted.org/txdbus/dbus_overview.html


Introduction

Process
register

[1] Bus name: org.freedesktop.DBus or :1.100  
[2] Object path: /org/freedesktop/DBus 
[3] Interface: org.freedesktop.DBus 
[4] Method / Signal 
[5] Signature 
 
(official documentation)

Registration
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https://pythonhosted.org/txdbus/dbus_overview.html


Introduction

Process
register

[1] Bus name: org.freedesktop.DBus or :1.100  
[2] Object path: /org/freedesktop/DBus 
[3] Interface: org.freedesktop.DBus 
[4] Method / Signal: GetConnectionUnixProcessID 
[5] Signature 
 
(official documentation)

Registration

15

https://pythonhosted.org/txdbus/dbus_overview.html


Introduction

Process
register

[1] Bus name: org.freedesktop.DBus or :1.100  
[2] Object path: /org/freedesktop/DBus 
[3] Interface: org.freedesktop.DBus 
[4] Method / Signal: GetConnectionUnixProcessID 
[5] Signature: s (one string) 
 
(official documentation)

Registration

16

https://pythonhosted.org/txdbus/dbus_overview.html


Introduction

[1] Bus name: org.freedesktop.DBus or :1.100  
[2] Object path: /org/freedesktop/DBus 
[3] Interface: org.freedesktop.DBus 
[4] Method / Signal: GetConnectionUnixProcessID 
[5] Signature: s (one string)

Registration
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Introduction
Registration

pydbus

Auto find the corresponding interface
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• busctl is a tool can be used to communicate with dbus services
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busctl 101
Introduction



1. Get object paths from bus name

busctl 101
Introduction

Bus name
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2. Get interfaces and methods

busctl 101
Introduction

Bus name Object path
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3. Call method Introspect

busctl 101
Introduction

Bus name Object path Interface Method
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Bus Information
Introduction

• Get service Information from 
built-in methods of dbus-daemon


• E.g. ListNames


• Return a list of all 
currently-owned names on the 
bus

(dbus-daemon) bus/driver.c
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https://dbus.freedesktop.org/doc/dbus-specification.html


Available session buses

string array with 150 elements
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Available system buses

string array with 90 elements
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d-feet (GUI tool)
26



Introduction

• General interface org.freedesktop.DBus.Introspectable and its method 
Introspect


• Define available interfaces, methods, signals, and properties


• XML format output


• GNU Documentation

Ref: https://medium.com/@mbed101/understanding-dbus-xml-introspection-with-examples-743caea7adb1

Introspection
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https://www.gnu.org/software/emacs/manual/html_node/dbus/Introspection.html
https://medium.com/@mbed101/understanding-dbus-xml-introspection-with-examples-743caea7adb1


cups-pk-helper-mechanism.xml

1. Service define a XML file

28



2. Use gdbus wrapper and compile with meson

meson documentation

29

https://mesonbuild.com/Gnome-module.html#gnomegdbus_codegen


3. Auto-gen introspection interface and methods 
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Introduction

• Some buses provide properties for internal usage

Property

31



Introduction
Property
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Get property by busctl get-property

Set property by busctl set-property



Introduction

• Dbus collects interfaces and methods information, such as argument 
description


• /usr/share/dbus-1/interfaces/*

Method Argument
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Introduction
Method Argument
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d-feet output



Introduction
Method Argument
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Argument description



Lazy Loading
Introduction

Process

[1] Bus name: org.opensuse.CupsPkHelper.Mechanism  
[2] Object path: / 
[3] Interface: org.freedesktop.DBus.Introspectable 
[4] Method / Signal: Introspect

message

Not found !
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Lazy Loading
Introduction

Process

[1] Bus name: org.opensuse.CupsPkHelper.Mechanism  
[2] Object path: / 
[3] Interface: org.freedesktop.DBus.Introspectable 
[4] Method / Signal: Introspect

message
/usr/share/dbus-1/system-services/org.opensuse.CupsPkHelper.Mechanism.service

Find the service configuration
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Lazy Loading
Introduction

cups-pk-
helper-

mechaism

[1] Bus name: org.opensuse.CupsPkHelper.Mechanism  
[2] Object path: / 
[3] Interface: org.freedesktop.DBus.Introspectable 
[4] Method / Signal: Introspect

message
/usr/share/dbus-1/system-services/org.opensuse.CupsPkHelper.Mechanism.service

Create process

38



Lazy Loading
Introduction

/usr/share/dbus-1/services/ 
(session bus)
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Lazy Loading
Introduction

/usr/share/dbus-1/system-services/ 
(system bus)
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Lazy Loading
Introduction

/usr/lib/systemd/system/dbus-org*
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Introduction

• Some service communicate systemd over D-Bus


• Manual page


• Someone’s blogpost

Lazy Loading
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https://www.freedesktop.org/software/systemd/man/latest/org.freedesktop.systemd1.html
https://uyha.github.io/technical/dbus-systemd.html


Introduction

• @dbus-daemon --system --address=systemd: --nofork --nopidfile --systemd-
activation --syslog-only


• "--system" : system bus


• Use configuration file /usr/share/dbus-1/system.conf


• "--address=systemd:" : address is assigned by systemd


• Unix socket /run/dbus/system_bus_socket

System Bus

43



Introduction
System Bus

44

/usr/share/dbus-1/system.conf



Introduction
System Bus

/usr/share/dbus-1/system.conf

<policy> defines a security policy to be applied to a 
particular set of connections to the bus.
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Introduction
System Bus

<deny> element appears below a <policy> element and 
prohibits some action. 

If a particular action matches, the action is denied.
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/usr/share/dbus-1/system.conf



Introduction
System Bus

<allow> element makes an exception to previous 
<deny> statements.
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/usr/share/dbus-1/system.conf



Introduction
System Bus

/usr/share/dbus-1/system.conf

/etc/dbus-1/system.d

/usr/share/dbus-1/system.d
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Introduction
System Bus

avahi-dbus.conf

Only users "avahi" and "root" can own this service.

49



Introduction
System Bus

By default, everyone can send data to and receive data from the 
service, but use of the SetHostName method is prohibited.

50
avahi-dbus.conf



Introduction
System Bus

Users in group netdev or user root are not 
restricted by these deny rules.

51
avahi-dbus.conf



Introduction
System Bus

Call SetHostName method by a normal user

Call SetHostName method by user in netdev group
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Introduction

• /usr/bin/dbus-daemon --session --address=systemd: --nofork --nopidfile --
systemd-activation --syslog-only


• "--session" : session bus


• Use configuration file /usr/share/dbus-1/session.conf


• "--address=systemd:" : address is assigned by systemd


• Unix socket /run/user/1000/bus


• env $DBUS_SESSION_BUS_ADDRESS

Session Bus

53



Introduction
Session Bus

<listen> add an address that the bus should listen on, but the 
argument --address=systemd: has higher priority.

54
/usr/share/dbus-1/session.conf



Introduction
Session Bus

<auth> lists permitted authorization mechanisms.

55
/usr/share/dbus-1/session.conf



Introduction
Session Bus

56
/usr/share/dbus-1/session.conf



Introduction
Session Bus

/usr/share/dbus-1/session.conf

<standard_session_servicedirs/> requests a standard set of 
session service directories. 

One of the directories is $XDG_RUNTIME_DIR/dbus-1/
services, which $XDG_RUNTIME_DIR is "/run/user/1000".
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Introduction
Session Bus

No denied rules.

58
/usr/share/dbus-1/session.conf



Introduction
Session Bus

/usr/share/dbus-1/session.conf

/usr/share/dbus-1/session.d/

/etc/dbus-1/session.d/
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• The graphical shell of the GNOME desktop environment 


• Invoked after user login


• Register lots of services in session bus

60

Introduction
GNOME-Shell
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main.c

Introduction
GNOME-Shell
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main.c

Documentation

Introduction
GNOME-Shell

https://github.com/GNOME/gjs/tree/master
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main.c

js/ui/init.js

Introduction
GNOME-Shell
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js/ui/main.js

Introduction
GNOME-Shell
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js/ui/main.js

Register some dbus services

Introduction
GNOME-Shell
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js/ui/main.js js/ui/shellDBus.js

Introduction
GNOME-Shell
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js/ui/screenshot.js

Export the object path /org/gnome/Shell/Screenshot

Introduction
GNOME-Shell
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js/ui/screenshot.js

[Dbus msg] 
Object path: /org/gnome/Shell/Screenshot 
Method: Screenshot

gnome-shell

Call ScreenshotService.ScreenshotAsync

Introduction
GNOME-Shell
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js/ui/screenshot.js

Sender verification

Introduction
GNOME-Shell
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js/ui/screenshot.js

Introduction
GNOME-Shell
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js/ui/screenshot.js

When & how to initialize allowlist?

Introduction
GNOME-Shell
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js/ui/screenshot.js

js/misc/util.js
The allowlist is initialized by these methods 
and their owners, and it will be synchronized 

when the method owner is updated.

Introduction
GNOME-Shell
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[Method --> Owner] 
'org.gnome.SettingsDaemon.MediaKeys' --> no owner 
'org.freedesktop.impl.portal.desktop.gtk' --> no owner 
'org.freedesktop.impl.portal.desktop.gnome' --> no owner 
'org.gnome.Screenshot' --> no owner

gnome-shell

Introduction
GNOME-Shell
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gnome-shell

Screenshot handler

verify

[Method --> Owner] 
'org.gnome.SettingsDaemon.MediaKeys' --> no owner 
'org.freedesktop.impl.portal.desktop.gtk' --> no owner 
'org.freedesktop.impl.portal.desktop.gnome' --> no owner 
'org.gnome.Screenshot' --> no owner

Introduction
GNOME-Shell
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gnome-shell
Return error because sender is not in allowlist

[Method --> Owner] 
'org.gnome.SettingsDaemon.MediaKeys' --> no owner 
'org.freedesktop.impl.portal.desktop.gtk' --> no owner 
'org.freedesktop.impl.portal.desktop.gnome' --> no owner 
'org.gnome.Screenshot' --> no owner

Introduction
GNOME-Shell
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gnome-shell

[Method --> Owner] 
'org.gnome.SettingsDaemon.MediaKeys' --> no owner 
'org.freedesktop.impl.portal.desktop.gtk' --> no owner 
'org.freedesktop.impl.portal.desktop.gnome' --> no owner 
'org.gnome.Screenshot' --> no owner

Introduction
GNOME-Shell
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gnome-shell

[Method --> Owner] 
'org.gnome.SettingsDaemon.MediaKeys' --> no owner 
'org.freedesktop.impl.portal.desktop.gtk' --> no owner 
'org.freedesktop.impl.portal.desktop.gnome' --> no owner 
'org.gnome.Screenshot' --> bus XXX (owned by python process)

1. Request owner

Introduction
GNOME-Shell

2. Update
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gnome-shell

[Method --> Owner] 
'org.gnome.SettingsDaemon.MediaKeys' --> no owner 
'org.freedesktop.impl.portal.desktop.gtk' --> no owner 
'org.freedesktop.impl.portal.desktop.gnome' --> no owner 
'org.gnome.Screenshot' --> bus XXX (owned by python process)

Screenshot handler

verify

Introduction
GNOME-Shell
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gnome-shell

[Method --> Owner] 
'org.gnome.SettingsDaemon.MediaKeys' --> no owner 
'org.freedesktop.impl.portal.desktop.gtk' --> no owner 
'org.freedesktop.impl.portal.desktop.gnome' --> no owner 
'org.gnome.Screenshot' --> bus XXX (owned by python process)

Screenshot handler

Take screenshot and save it to /tmp/aaa.png

Introduction
GNOME-Shell
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gnome-shell

[Method --> Owner] 
'org.gnome.SettingsDaemon.MediaKeys' --> no owner 
'org.freedesktop.impl.portal.desktop.gtk' --> no owner 
'org.freedesktop.impl.portal.desktop.gnome' --> no owner 
'org.gnome.Screenshot' --> no owner

Introduction
GNOME-Shell

2. Update
1. Release owner



Polkit (Policy Kit)
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• Authorization API


• Used by privileged programs offering bus services to unprivileged programs


• Implemented as a system daemon — polkitd 

• Invoked by dbus

Introduction
Overview

82

Mechanisms Subjects



Introduction
Overview

Ref: https://polkit.pages.freedesktop.org/polkit/polkit.8.html

Untrusted unprivileged process 
(pkcheck, …)

Privileged process 
(polkit-agent-helper-1)

83

https://polkit.pages.freedesktop.org/polkit/polkit.8.html


Introduction
Overview

Ref: https://polkit.pages.freedesktop.org/polkit/polkit.8.html

84

Authentication API 
(org.freedesktop.PolicyKit1)

https://polkit.pages.freedesktop.org/polkit/polkit.8.html


Object path of bus "org.freedesktop.PolicyKit1"

Interface & method
85



• Defined in XML files


• /usr/share/polkit-1/actions/*.policy

Introduction
Policy

86



Introduction

/usr/share/polkit-1/actions/org.freedesktop.UDisks2.policy

<action> defines the action name.

87

Policy



Introduction

allow_any: user accessing machine through SSH or RDP 
allow_inactive: local user but session is inactive 
allow_active: local user and session is active

88

/usr/share/polkit-1/actions/org.freedesktop.UDisks2.policy

Policy



Introduction

Official documentation
89

Policy

https://polkit.pages.freedesktop.org/polkit/polkit.8.html


Introduction

90

/usr/share/polkit-1/actions/org.gnome.controlcenter.user-accounts.policy

Auth action A —imply —> B ✅ 
                                    —> C ✅ 
                                    —> D ✅ 
                                    —> …

Policy



Introduction

pkaction tool
91

Show all actions
Policy



Introduction

Actually, the result is from EnumeratAction method

strace output of pkaction

92

Policy



Introduction

-v: show detailed action information

93

Policy



Introduction

94

• Cannot easily map dbus method to the corresponding action policy


• For example, if we send a dbus message whose


• Bus name: org.freedesktop.UDisks2


• Object path: /org/freedesktop/UDisks2.Manager 

• Interface: org.freedesktop.UDisks2.Manager


• Method: LoopSetup


• The msg will be received by udisksd and then…

Policy



Introduction

95

udiskslinuxmanager.c 
(udisksd src)

Hardcode in the source code

Policy



• JavaScript-like files


• Determines whether a subject is 
authorized to perform a certain action


• Take precedence over the policy


• /usr/share/polkit-1/rules.d/*.rules

Introduction
Rule

96



/usr/share/polkit-1/rules.d/20-gnome-initial-setup.rules

97



If the user is not "gnome-initial-setup", then "undefined" is 
returned and passed through to other rules.

98

/usr/share/polkit-1/rules.d/20-gnome-initial-setup.rules



If the user is logged into the machine locally, the user is allowed 
to perform specific actions without authorization.

99

/usr/share/polkit-1/rules.d/20-gnome-initial-setup.rules



Introduction
Example - PowerOf

/usr/share/polkit-1/actions/org.freedesktop.login1.policy

SSH login session (remote)

100



Introduction
Example - PowerOf

101



Introduction
Example - PowerOf

Pty (local)

102

/usr/share/polkit-1/actions/org.freedesktop.login1.policy



Introduction
Example - PowerOf

103

Successfully power off !



pkcheck tool

subject

action

pkcheck is used to check whether a process, specified by either "--process" or 
"--system-bus-name", is authorized for action.

104

Introduction
Authentication Agent
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SSH response

GUI response

Introduction
Authentication Agent
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Introduction
Authentication Agent

SSH response

GUI response

???



Introduction

Ref: https://polkit.pages.freedesktop.org/polkit/polkit.8.html

Authentication Agent Authentication Agent

107

https://polkit.pages.freedesktop.org/polkit/polkit.8.html


• Be responsible for interacting with the user when a privileged operation is 
requested that requires authentication


• E.g. policy "auth_admin" or "auth_self"


• Prompt the user for credentials


• /usr/lib/polkit-1/polkit-agent-helper-1

Introduction
Authentication Agent

Documentation
108

https://wiki.archlinux.org/title/Polkit


Introduction
Authentication Agent

109



Introduction
Authentication Agent

The subject

/usr/lib/polkit-1/polkitd (daemon)
110



Introduction
Authentication Agent

[Dbus msg] 
org.freedesktop.PolicyKit1 
/org/freedesktop/PolicyKit1/Authority 
org.freedesktop.PolicyKit1.Authority 
CheckAuthorization 
(Official documentation)

/usr/lib/polkit-1/polkitd (daemon)
111

https://www.freedesktop.org/software/polkit/docs/master/eggdbus-interface-org.freedesktop.PolicyKit1.Authority.html#eggdbus-method-org.freedesktop.PolicyKit1.Authority.RegisterAuthenticationAgent


Introduction
Authentication Agent

/usr/lib/polkit-1/polkitd (daemon)

is_authorized=1 
(GUI, local)

is_authorized=0 
is_challenge=1 
(SSH, remote)

??

112



Introduction
Authentication Agent

/usr/lib/polkit-1/polkitd (daemon)

Create dbus interface AuthenticationAgent

[Bus] 
org.freedesktop.PolicyKit1.AuthenticationAgent 
/org/freedesktop/PolicyKit1/AuthenticationAgent 
org.freedesktop.PolicyKit1.AuthenticationAgent 
BeginAuthentication, CancelAuthentication 
(Offical documentation)

113

https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.AuthenticationAgent.html


Introduction
Authentication Agent

/usr/lib/polkit-1/polkitd (daemon)

Register process to an AuthenticationAgent
[Bus] 
org.freedesktop.PolicyKit1.AuthenticationAgent 
/org/freedesktop/PolicyKit1/AuthenticationAgent 
org.freedesktop.PolicyKit1.AuthenticationAgent 
BeginAuthentication, CancelAuthentication 
(Offical documentation)

[Dbus msg] 
org.freedesktop.PolicyKit1 
/org/freedesktop/PolicyKit1/Authority 
org.freedesktop.PolicyKit1.Authority 
RegisterAuthenticationAgent 
(Official documentation)
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https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.AuthenticationAgent.html
https://www.freedesktop.org/software/polkit/docs/master/eggdbus-interface-org.freedesktop.PolicyKit1.Authority.html#eggdbus-method-org.freedesktop.PolicyKit1.Authority.RegisterAuthenticationAgent


Introduction
Authentication Agent

/usr/lib/polkit-1/polkitd (daemon)

[Bus] 
org.freedesktop.PolicyKit1.AuthenticationAgent 
/org/freedesktop/PolicyKit1/AuthenticationAgent 
org.freedesktop.PolicyKit1.AuthenticationAgent 
BeginAuthentication, CancelAuthentication 
(Offical documentation)

Call BeginAuthentication method

115

https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.AuthenticationAgent.html


Introduction
Authentication Agent

/usr/lib/polkit-1/polkitd (daemon)

[Bus] 
org.freedesktop.PolicyKit1.AuthenticationAgent 
/org/freedesktop/PolicyKit1/AuthenticationAgent 
org.freedesktop.PolicyKit1.AuthenticationAgent 
BeginAuthentication, CancelAuthentication 
(Offical documentation)

Print information and call agent-helper

/usr/lib/polkit-1/polkit-agent-helper-1 (run as root)

116

https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.AuthenticationAgent.html


Introduction
Authentication Agent

/usr/lib/polkit-1/polkitd (daemon)

[Bus] 
org.freedesktop.PolicyKit1.AuthenticationAgent 
/org/freedesktop/PolicyKit1/AuthenticationAgent 
org.freedesktop.PolicyKit1.AuthenticationAgent 
BeginAuthentication, CancelAuthentication 
(Offical documentation)

Use PAM to authenticate

/usr/lib/polkit-1/polkit-agent-helper-1 (run as root)

117

https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.AuthenticationAgent.html


Introduction
Authentication Agent

/usr/lib/polkit-1/polkitd (daemon)

[Bus] 
org.freedesktop.PolicyKit1.AuthenticationAgent 
/org/freedesktop/PolicyKit1/AuthenticationAgent 
org.freedesktop.PolicyKit1.AuthenticationAgent 
BeginAuthentication, CancelAuthentication 
(Offical documentation)

/usr/lib/polkit-1/polkit-agent-helper-1 (run as root)

[Dbus msg] 
org.freedesktop.PolicyKit1 
/org/freedesktop/PolicyKit1/Authority 
org.freedesktop.PolicyKit1.Authority 
AuthenticationAgentResponse2 
(Official documentation)

Once authentication succeeds

118

https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.AuthenticationAgent.html
https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.Authority.html#eggdbus-method-org.freedesktop.PolicyKit1.Authority.AuthenticationAgentResponse2


Introduction
Authentication Agent

/usr/lib/polkit-1/polkitd (daemon)

[Bus] 
org.freedesktop.PolicyKit1.AuthenticationAgent 
/org/freedesktop/PolicyKit1/AuthenticationAgent 
org.freedesktop.PolicyKit1.AuthenticationAgent 
BeginAuthentication, CancelAuthentication 
(Offical documentation)

/usr/lib/polkit-1/polkit-agent-helper-1 (run as root)

[Dbus msg] 
org.freedesktop.PolicyKit1 
/org/freedesktop/PolicyKit1/Authority 
org.freedesktop.PolicyKit1.Authority 
AuthenticationAgentResponse2 
(Official documentation) This method can only be called by root process !!

119

https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.AuthenticationAgent.html
https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.Authority.html#eggdbus-method-org.freedesktop.PolicyKit1.Authority.AuthenticationAgentResponse2


Introduction
Authentication Agent

/usr/lib/polkit-1/polkitd (daemon)

[Bus] 
org.freedesktop.PolicyKit1.AuthenticationAgent 
/org/freedesktop/PolicyKit1/AuthenticationAgent 
org.freedesktop.PolicyKit1.AuthenticationAgent 
BeginAuthentication, CancelAuthentication 
(Offical documentation)

auth

120

https://www.freedesktop.org/software/polkit/docs/latest/eggdbus-interface-org.freedesktop.PolicyKit1.AuthenticationAgent.html


Introduction
Authentication Agent

Fail

121



Introduction
Authentication Agent

Successis_authorized=1 now

122



123

pkcheckpolkit-agent-helper polkitd

CheckAuthorization

is_challenge=1

Export AuthenticationAgent interface

RegisterAuthenticationAgent

OK!

CheckAuthorization

BeginAuthentication
Execute

PAM autheticate
AuthenticationAgentResponse2

OK!

server thread

Exit

is_auth=1

OK!



Introduction
Authentication Agent

The subject

/usr/lib/polkit-1/polkitd (daemon)

auth

[Dbus msg] 
org.freedesktop.login1 
/org/freedesktop/login1 
org.freedesktop.login1.Manager 
PowerOf

/usr/lib/systemd/systemd-logind (daemon)

124



Introduction
Authentication Agent

The subject

/usr/lib/polkit-1/polkitd (daemon)

auth

[Dbus msg] 
org.freedesktop.PolicyKit1 
/org/freedesktop/PolicyKit1/Authority 
org.freedesktop.PolicyKit1.Authority 
CheckAuthorization

/usr/lib/systemd/systemd-logind (daemon)
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Introduction
Authentication Agent

The subject

/usr/lib/polkit-1/polkitd (daemon)

auth

Match!!
/usr/lib/systemd/systemd-logind (daemon)

126



Introduction
Authentication Agent

The subject

/usr/lib/polkit-1/polkitd (daemon)

auth

/usr/lib/systemd/systemd-logind (daemon)

OK!!
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Introduction
Authentication Agent

The subject

/usr/lib/polkit-1/polkitd (daemon)

auth

/usr/lib/systemd/systemd-logind (daemon)Power off …
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Introduction
Remote PowerOf

129

Power off when the user connects machine remotely



Introduction
Remote PowerOf

130

Power off when the user connects machine remotely

1. Run python script and get the pid



Introduction
Remote PowerOf
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Power off when the user connects machine remotely

2. Authenticate the python process to call power-of action 



Introduction
Remote PowerOf
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Power off when the user connects machine remotely

3. Continue the execution of python script



Introduction
Remote PowerOf

133

Power off when the user connects machine remotely

4. Or just using exec busctl to send power-off msg after auth



Introduction
Admin User
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User-A

User-B

🤔



Introduction
Admin User

Why is the user sending the request different from the authenticated user ?
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Introduction
Admin User

(Function polkit_implicit_authorization_from_string in polkit/polkitimplicitauthorization.c) 
1. no -> POLKIT_IMPLICIT_AUTHORIZATION_NOT_AUTHORIZED 
2. auth_self -> POLKIT_IMPLICIT_AUTHORIZATION_AUTHENTICATION_REQUIRED 
3. auth_admin -> POLKIT_IMPLICIT_AUTHORIZATION_ADMINISTRATOR_AUTHENTICATION_REQUIRED 
4. auth_self_keep -> POLKIT_IMPLICIT_AUTHORIZATION_AUTHENTICATION_REQUIRED_RETAINED 
5. auth_admin_keep -> POLKIT_IMPLICIT_AUTHORIZATION_ADMINISTRATOR_AUTHENTICATION_REQUIRED_RETAINED 
6. yes -> POLKIT_IMPLICIT_AUTHORIZATION_AUTHORIZED
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• For auth_admin_keep, polkitd 
authenicates the admin user (dbus-test) 
instead of the user sending the 
request (dummy_user)

Introduction
Admin User

polkitbackend/polkitbackendinteractiveauthority.c
137



• How polkitd determines an admin user?

Introduction
Admin User

polkitbackend/polkitbackendjsauthority.c
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• How polkitd determines an admin user?

Introduction
Admin User

polkitbackend/init.js
139



• How polkitd determines an admin user?


• ANS: users in group sudo or admin

Introduction
Admin User

/usr/share/polkit-1/rules.d/50-default.rules /usr/share/polkit-1/rules.d/49-ubuntu-admin.rules
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• How polkitd determines an admin user?


• ANS: users in group sudo or admin 

• A normal user named "admin"

Introduction
Admin User

141



• How polkitd runs JavaScript code ?!

Introduction
Admin User

polkitbackend/init.jspolkitbackend/polkitbackendjsauthority.c
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• How polkitd runs JavaScript code ?!

Introduction
Admin User

Decompiled code

Use embedded JS engine duktape

143

https://duktape.org


144

1. polkitd runs init.js to defines addRule function



145

2. Iterates /usr/share/polkit-1/rules.d/*.rules

1. polkitd runs init.js to defines addRule function
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2. Iterates /usr/share/polkit-1/rules.d/*.rules

1. polkitd runs init.js to defines addRule function

3. Runs the JS code of rule file and adds callback functions into array
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2. Iterates /usr/share/polkit-1/rules.d/*.rules

1. polkitd runs init.js to defines addRule function

3. Runs the JS code of rule file and adds callback functions into array

4. Invokes all callback functions to authenticate subject and action 
if CheckAuthorization method is called



• By leveraging dbus and polkit, it is practical that a low-privileged user mounts 
a file system which needs CAP_SYS_ADMIN


• SSD ADVISORY – LINUX KERNEL HFSPLUS SLAB-OUT-OF-BOUNDS 
WRITE


• Explore more attack surfaces!

148

Introduction
Summary

https://ssd-disclosure.com/ssd-advisory-linux-kernel-hfsplus-slab-out-of-bounds-write/
https://ssd-disclosure.com/ssd-advisory-linux-kernel-hfsplus-slab-out-of-bounds-write/
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Bus name: org.freedesktop.UDisks2  
Object path: /org/freedesktop/UDisks2/block_devices/loop0  
Interface: org.freedesktop.UDisks2.Filesystem 
Method: Mount

(System bus)

150



(System bus)

/usr/libexec/udisks2/udisksd 
(Run as root)

151

src/udiskslinuxfilesystem.c



(System bus)

/usr/libexec/udisks2/udisksd 
(Run as root)

src/udiskslinuxfilesystem.c

polkitd

/usr/share/polkit-1/actions/org.freedesktop.UDisks2.policy

152

Local access —> allow



(System bus)

/usr/libexec/udisks2/udisksd 
(Run as root)

src/udiskslinuxfilesystem.c

polkitd

153

OK !



(System bus)

/usr/libexec/udisks2/udisksd 
(Run as root)

src/udiskslinuxfilesystem.c
154

SYS_mount with arguments 
(CAP_SYS_ADMIN)



155

Mount filesystem cheatsheet



CVE-2025-23222

156



• Reference the Opensuse post


• Privilege escalation vunlnerability in dde-api-proxy


• dde-api-proxy 

• A proxy service for DDE (Deepin Desktop Environment)


• Implemented as system dbus service


• Run as root

157

CVE-2025-23222
Overview

https://security.opensuse.org/2025/01/24/dde-api-proxy-privilege-escalation.html
https://github.com/martyr-deepin/dde-api-proxy
https://www.deepin.org/index/en


• Bad design


• Register the legacy dbus interfaces and forward msg to actual services


• Forwarding without any verification


• Actual dbus services only see this message is sent from root user and 
handle it

158

CVE-2025-23222
Root Cause



159

CVE-2025-23222
Root Cause

Fail to access actual dbus

Succeed by using legacy name



• Method org.deepin.dde.Accounts1.User.AddGroup 

• Add user to specified group


• Need to be authorized by polkit


• Call the legacy method name com.deepin.daemon.Accounts


• Without any authentication request


• Add current user to root group

160

CVE-2025-23222
Get Root
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CVE-2025-23222
Get Root



• Commit 95b50dd


• Forward the sender’s pid to the Polkit service for authentication
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CVE-2025-23222
Fix

https://github.com/martyr-deepin/dde-api-proxy/commit/95b50ddead0c86fa2cbaaa7c130088fda8315c01


• Incomplete fix


• Function PolkitQt1::UnixProcessSubject is deprecated due to racy issue


• Find UID from /proc/PID/status by process’ PID and start_time


• Use them as a subject


• CVE-2013-4288 polkit: unix-process subject for authorization is racy


• Bypass authorization check by start a setuid process before the check is 
performed
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CVE-2025-23222
Fix

https://bugzilla.redhat.com/show_bug.cgi?id=1002375


CVE-2021-3560

164



• Reference the GitHub blog post and RedHat report


• An error mishandling vulnerability lead to local privilege escalation


• The exploit depends on some packages, but all of which are not related to the 
vulnerability itself

165

CVE-2021-3560
Overview

https://github.blog/security/vulnerability-research/privilege-escalation-polkit-root-on-linux-with-bug/
https://bugzilla.redhat.com/show_bug.cgi?id=1961710


1. (sender) dbus-send —> accounts-daemon


• Associate a random-gen bus name (1:69) to sender process


2. accounts-daemon —> polkitd


• Check if bus name 1:69 has permission to create new user

166

CVE-2021-3560
Execution Flow



3. polkitd —> dbus-daemon


• Find the UID of the corresponding bus name (1:69)


• Authorization


• If UID is 0, authorizing the request immediately


• If UID isn’t 0, popping a dialog box if sender is administrator; otherwise, 
just return an error
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CVE-2021-3560
Execution Flow



• What happens if dbus-daemon finds that the bus name no longer exists?


• Return an error


• However, polkitd mishandles the error !


• Treat the request as though it came from a process with UID 0
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CVE-2021-3560
Root Cause



• Upstream commit a04d13af


• If bus name doesn’t exist, 
return FALSE to caller
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CVE-2021-3560
Fix

https://gitlab.freedesktop.org/polkit/polkit/-/commit/a04d13affe0fa53ff618e07aa8f57f4c0e3b9b81


• Now polkit_system_bus_name_get_user_sync() can handler the error 
correctly


• Before fixed, it continues executing and returns UID=0 user at #L515
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CVE-2021-3560
Fix
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CVE-2021-3560
Proof-Of-Concept

1. Test the execution time

2. Kill sender process before it finishes



Tricks
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• Could a remote client use local machine session to do something?


• <allow_any> —> <allow_active> or <allow_inactive>

173

Trick1 - Abuse Rule Limitations



• Could a remote client use local machine session to do something?


• <allow_any> —> <allow_active> or <allow_inactive>


• ANS: Yes, you can use systemctl to achive it !


• Prerequisite: there is a local session

174

Trick1 - Abuse Rule Limitations



• Remote? Local? Active? Inactive?
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Trick1 - Abuse Rule Limitations



• Remote? Local? Active? Inactive?


• Function polkit_backend_session_monitor_is_session_local


• Check if /run/systemd/sessions/<session_id> has env SEAT
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Trick1 - Abuse Rule Limitations



• Remote? Local? Active? Inactive?


• Function polkit_backend_session_monitor_is_session_active


• Check if /run/systemd/sessions/<session_id> has env STATE
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Trick1 - Abuse Rule Limitations



• /proc/pid/cgroup 

• Remote 

• 0::/user.slice/user-1000.slice/session-4.scope


• Local 

• 0::/user.slice/user-1000.slice/user@1000.service/app.slice/app-
org.gnome.Terminal.slice/vte-spawn-835de5e4-7da0-4f04-
bee0-045f8dc3392b.scope
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Trick1 - Abuse Rule Limitations



• /proc/pid/cgroup 

• Remote 

• 0::/user.slice/user-1000.slice/session-4.scope


• Local 

• 0::/user.slice/user-1000.slice/user@1000.service/app.slice/app-
org.gnome.Terminal.slice/vte-spawn-835de5e4-7da0-4f04-
bee0-045f8dc3392b.scope
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Trick1 - Abuse Rule Limitations
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/run/systemd/users/1000

/run/systemd/sessions/21

Trick1 - Abuse Rule Limitations
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sshd gnome

Trick1 - Abuse Rule Limitations
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sshd gnome

Trick1 - Abuse Rule Limitations
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sshd gnomeSession 123

Create remote session

Trick1 - Abuse Rule Limitations
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sshd gnome

sshd@pty0

bash

Session 123

Trick1 - Abuse Rule Limitations
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sshd gnome

sshd@pty0

bash

Session 123

Trick1 - Abuse Rule Limitations
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sshd gnome

sshd@pty0

bash

Session 123

Session 456

Create local session

Trick1 - Abuse Rule Limitations
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sshd gnome

sshd@pty0

bash

Session 123

gnome-
shell@tty

bash

Session 456

Trick1 - Abuse Rule Limitations
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sshd gnome

sshd@pty0

bash

Session 123

gnome-
shell@tty

bash

Session 456

Not allowed

Trick1 - Abuse Rule Limitations
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• /home/<user_name>/.config/systemd/user

Trick1 - Abuse Rule Limitations



• /proc/pid/cgroup 

• Local 

• 0::/user.slice/user-1000.slice/user@1000.service/app.slice/app-
org.gnome.Terminal.slice/vte-spawn-835de5e4-7da0-4f04-
bee0-045f8dc3392b.scope


• Service (can be configured remotely)


• 0::/user.slice/user-1000.slice/user@1000.service/app.slice/
myscript.service
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Trick1 - Abuse Rule Limitations



• Most of system dbus services run as root


• It is possible that services perform high privilege operations for us
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Trick2 - Side Channel Existing Root File
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/usr/libexec/accounts-daemon

Trick2 - Side Channel Existing Root File
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/usr/libexec/accounts-daemon

Trick2 - Side Channel Existing Root File
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/usr/libexec/accounts-daemon

ERROR!

Trick2 - Side Channel Existing Root File
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/usr/libexec/accounts-daemon

Trick2 - Side Channel Existing Root File



196

/usr/libexec/accounts-daemon

Trick2 - Side Channel Existing Root File
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/usr/libexec/accounts-daemon

OK!

Trick2 - Side Channel Existing Root File
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• Protocol 
• Bus name: org.freedesktop.DBus 
• Object path: /org/freedesktop/DBus

• Interface: org.freedesktop.DBus

• Method / Signal: GetConnectionUnixProcessID

• Signature: s

• official documentation

https://pythonhosted.org/txdbus/dbus_overview.html


Cheatsheet
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• Dbus socket path 
• System 
• /run/dbus/system_bus_socket


• Session 
• /run/user/1000/bus

• echo $DBUS_SESSION_BUS_ADDRESS



Cheatsheet
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• Dbus daemon 
• System 
• Command: @dbus-daemon --system --address=systemd: --nofork --nopidfile 

--systemd-activation --syslog-only 
• Config: /usr/share/dbus-1/system.conf 

• Session 
• Command: /usr/bin/dbus-daemon --session --address=systemd: --nofork --

nopidfile --systemd-activation --syslog-only 
• Config: /usr/share/dbus-1/session.conf



Cheatsheet
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• Service 
• System 
• /usr/share/dbus-1/system-services/

• /etc/dbus-1/system.d/

• /usr/lib/systemd/system/dbus-org.freedesktop.*


• Session 
• /usr/share/dbus-1/services/

• /etc/dbus-1/session.d/
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• Method arguments 
• /usr/share/dbus-1/interfaces/*
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• Show all available dbus 
• System 
• busctl --system list


• Session 
• busctl --user list



Cheatsheet
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• Get object paths 
• busctl --system tree org.freedesktop.login1
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• Introspect interfaces and methods 
• busctl --system introspect org.freedesktop.login1 /org/freedesktop/login1
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• Call method 
• busctl --system call org.freedesktop.login1 /org/freedesktop/login1 

org.freedesktop.login1.Manager PowerOff 'b' 1


• Get property 
• busctl --system get-property org.freedesktop.oom1 /org/freedesktop/LogControl1 

org.freedesktop.LogControl1 LogLevel


• Set property 
• busctl --system set-property org.freedesktop.oom1 /org/freedesktop/LogControl1 

org.freedesktop.LogControl1 LogLevel s "aaa"
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• Python script example
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• Complicated method call 
• (sa{sv})sa{ss}us


• (sa{sv})ss
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• Rules 
• /usr/share/polkit-1/rules.d/*.rules


• Actions 
• /usr/share/polkit-1/actions/*.policy
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• pkcheck 
• pkcheck --action-id org.freedesktop.login1.power-off --enable-internal-agent --

allow-user-interaction --process $$


• pkaction 
• pkaction -v -a org.freedesktop.login1.power-of
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• Agent auth helper 
• /usr/lib/polkit-1/polkit-agent-helper-1


